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HE#15

A BIG-IP Administrator is responsible for deploying a new software image on an F5 BIG-IP HA pair and has scheduled a one-hour
maintenance window.

With a focus on minimizing service disruption, which of the following strategies is the most appropriate?

¢ A Reset the Device Trust, apply the update to each node separately, reboot both nodes, then re-establish the Device Trust.

¢ B. Update the active node first, reboot to the newly updated boot location and verify functionality, then push the update from
the active to the standby node and reboot the standby node.

¢ (. Update both nodes in the HA pair, then reboot both nodes simultaneously to ensure they run the same software version.

¢ D. Update the standby node first and reboot it to the newly updated boot location, failover to the newly updated node and
verify functionality. Repeat the upgrade procedures on the next node, which is now in standby mode.

Ef#: D
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For BIG-IP high-availability (HA) pairs, F5's recommended upgrade workflow prioritizesservice continuity, predictable failover,
andmmimal downtime. The established best-practice sequence is:

* Upgrade the standby unit first

* Because the standby device is not passing traffic, upgrading and rebooting it does not impact production.

* Boot the standby unit into the newly installed version

* Once online, the administrator verifies basic health, device sync status, cluster communication, and module finctionality.

* Perform a controlled failover to the upgraded unit

* Traffic shifts to the newly upgraded device, allowing validation of the configuration and operational behavior under real traffic
loads.

* Upgrade the second device (now standby)

* The previously active device becomes standby after failover, allowing it to be safely upgraded and rebooted without interruption.
This phased approach ensures only one device is unavailable at a time, allowing continuous traffic flow throughout the upgrade
process.

Why the Correct Answer is C

OptionCexactly matches F5's documented production-safe upgrade method:

* Upgrade thestandbynode first

* Reboot into new image
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* Failover to upgraded device

* Validate

* Upgrade the remaining (now-standby) device

This procedure minimizes risk and traffic disruption.

Why the other options are incorrect:

A). Upgrade the active node first

* Upgrading the active device requires removing it from service and failing over abruptly. This is not recommended and increases
service disruption risk.

B). Resetting device trust

* Resetting trust is unnecessary and can disrupt configuration sync, peer communication, and cluster operation. It is not part of any
standard upgrade workflow.

D). Upgrading and rebooting both nodes simultaneously

* This would causetotal outage, because both HA members would be unavailable at the same time.

HM #16
Which port is an exception to the Port Lockdown function of Self-1Ps if a device-group synchronization cluster is configured?

o A TCP443
e B.UDP 53
e C.TCP4353

Ef#: C

A -

Self-IPs implement a security feature known as Port Lockdown, which limits which services are reachable on a Self-IP.
However, certain services required for BIG-IP device-to-device commumnication bypass Port Lockdown to ensure cluster and HA
functionality.

TCP 4353

TCP port 4353 is used by Device Service Clustering (DSC) for:

Device trust establishment

Configuration synchronization

Failover communication

Because BIG-IP devices must always be able to commumnicate for HA functions to remain operational, port 4353 is exempt fiom
Port Lockdown rules.

i #17

A BIG-IP Administrator needs to install a HotFix on a standalone BIG-IP device, which hasHD1.1as the Active Boot Location.
The administrator has already re-activated the license and created a UCS archive.

In which sequence should the administrator perform the remaining steps?

A. Install HotFix n HD1.2, Install base Image in HD1.2, Activate HD1.2
B. Activate HD1.2, Install base Image in HD1.2, Install HotFix in HD1.2
C. Install HotFix in HD1.1, Reboot the BIG-IP device, Install UCS Archive
D. Install base Image in HD1.2, Install HotFix in HD1.2, Activate HD1.2

IEfE: D
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When installing a HotFix on a BIG-IP device, F5 best practices require:
* Installing the base TMOS image on a new, unused boot volume (HD1.2)
* This ensures the upgrade happens on a clean volure.

* The existing active boot location remains untouched for rollback.

* Installing the HotFix onto the SAME new boot volume (HD1.2)

* HotFixes must be applied on top of a base version.

* They cannot be installed on an empty volurme.

* They must match the base image version.

* Activating the new boot volume (HD1.2)

* The systemreboots into the updated software stack.

* Activation happensafterbase + HotFix installation is complete.



This sequence is exactly shown nOption C:

Install base Image in HD1.2

Install HotFix in HD1.2

Activate HD1.2

Why the other options are incorrect:

A). Install HotFix before base image

* Impossible.

* HotFix requires an installed base version first.

B). Installing HotFix on HD1.1 (active boot volume)

* Not recommended.

* Upgrading in-place removes rollback safety.

* HotFix cannot be applied cleanly without applying base image first.
D). Activate HDI1.2 before installing anything

* You cannot activate an empty boot volume.

* Activation only occurs after the base + HotFix software is installed.

B #18
What are the two options for securing a BIG-IP's management interface?

(Choose two.)

A. Limiting network access through the management interface to a trusted/secured network VLAN.
B. Use the BIG-IP's Self-IP addresses for administrative access rather than the management interface.
C. Restrict administrative HTTPS and SSH access to specific IP addresses or IP ranges.

D. Block all management-interface administrative HTTPS and SSH service ports to prevent access.

Ef: A. C

fEEL:

Securing the BIG-IP management interface is a findamental administrative responsibility. F5 best practices emphasize restricting
who can reach the management port and ensuring that only authorized systens are allowed access.

A). Limiting managemment access to trusted network segments

F5 recommends placing the management interface on adedicated, isolated, and secured management network or VLAN, rather than
exposing it to production or untrusted networks.

This reduces the attack surface by ensuring only trusted segments have visibility to administrative interfaces.

D). Restricting management access by IP or subnet

F5 BIG-IP uses the/sys httpd allowlist (for HTTPS) and configuration options insshd(for SSH) to control which IP addresses or
subnets can access the device.

By specifying only known administrative IPs or ranges, unauthorized users cannot reach the login services.

Why the other options are ncorrect

B). Blocking all management HTTPS/SSH ports

* This would prevent any administrative access and is not a viable security practice.

C). Using Self-IP addresses for administrative access

* FS explicitly warns against using Self-IPs for management access unless strictly necessary.

* Self-IPs are exposed to the data plane and should not be used as the primary administrative interface.

R #19

A new logging solution is being implemented on the network. Policy requires keeping management traffic sent from the BIG-IP out
of the management interface. After configuring the BIG-IP to forward messages to the new Syslog server, the BIG-IP Administrator
notices that packets are being sent from a numbered data-plane Self TP. What should the BIG-IP Administrator change to send the
traffic out of the correct interface?

A. Set the Management IP as the source address when configuring a Remote Syslog destination.
B. Modify the port lockdown settings on the Self IP address to allow UDP port 514 traffic.

C. Create a new Self IP in the same subnet as the management IP address using a route domain.
D. Create a Management Route for the specific address/subnet of the syslog service via TMSH.

Ef#: D



By default, management-plane traffic uses the management routing table, while data-plane traffic uses the TMM routing table.
Remote Syslog traffic is management-plane traffic unless a management route exists.

Ifno Management Route matches the Syslog server's destination IP, the BIG-IP will instead:

Use TMM routes, and

Source the packets froma Self TP

This is exactly what the admnistrator is observing,

To force Syslog traffic out the management port:

You must create a Management Route, which is configured using:

tirsh create /sys management-route <name> gateway <ip> network <syslog subnet> This sends syslog traffic:
Out of the management interface

Using the Management IP as the source

Thus, Option B is correct.
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