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Netskope Certified Cloud Security Architect Sample Questions (Q61-Q66):

NEW QUESTION # 61
You are implementing Netskope Cloud Exchange in your company lo include functionality provided by third-party partners. What
would be a reason for using Netskope Cloud Risk Exchange in this scenario?

A. to ingest events and alerts froma Netskope tenant
B. to automate service tickets from alerts of interest
C. to map muiltiple scores to a normalized range

D. to feed SOC with detection and response services

Answer: B

Explanation:

The reason for using Netskope Cloud Risk Exchange in this scenario is to automate service tickets from alerts of interest. Netskope
Cloud Risk Exchange (CRE) is designed to ingest user, device, and application risk scores, creating a dashboard view of
contributors to your company's overall risk score and trend. One of the key fimctionalities of CRE is to trigger risk-reducing actions
through business rules that are tuned to a weighted score. Automating service tickets from alerts of interest is a part of this
functionality, as it allows for the automatic creation of tickets in response to specific alerts, streamlining the process of addressing
potential security issues12.

NEW QUESTION # 62

Review the exhibit.

You work for a medical insurance provider. You have Netskope Next Gen Secure Web Gateway deployed to all managed user
devices with limited block policies. Your manager asks that you begin blocking Cloud Storage applications that are not HIPAA
compliant Prior to implementing this policy, you want to verity that no business or departmental applications would be blocked by
this policy.

Referring to the exhibit, which query would you use in the Edit Widget window to narrow down the results?

A. Cloud Confidence Compliance neq HIPAA and Cloud Confidence Category is Cloud Storage

B. app-ccl-compliance-cert neq "'HIPAA' and category eq 'Cloud Storage'

C. app-compliance does not contain HIPAA and category must equal Cloud Storage

D. SELECT application WHERE "HIPAA' NOT IN app-cci-compliance AND WHERE 'Cloud Storage' IN category

Answer: B

Explanation:

The correct query to use in the Edit Widget window to narrow down the results is option A: "app-ccl- compliance-cert neq 'HIPAA'
and category eq 'Cloud Storage'. This query filters out applications that are not HIPAA compliant and belong to the Cloud Storage
category, ensuring that only non-HIPAA compliant cloud storage applications are displayed in the results. This helps in identifying
and blocking such applications as per the manager's request without affecting business or departmental applications. It aligns with
Netskope's capabilities to enforce controls and restrictions on high-risk cloud services to help address HIPAA and HITECH
compliance, as well as to audit suspected violations with a full cloud and web activity traill.

The reference for constructing such queries can be found in Netskope's official documentation, which provides detailed information
on filtering application data to manage compliance findings and view security posture compliance2. Additionally, Netskope's
resources on HIPAA Cloud Compliance and Risk Insights can be used to understand the compliance and data center certifications
related to HIPAA

NEW QUESTION # 63

You deployed Netskope Cloud Security Posture Management (CSPM) using pre-defined benchmark rules to monitor your cloud
posture in AWS, Azure, and GCP. You are asked to assess if you can extend the Netskope CSPM solution by creating custom
rules for each environment.

Which statement is correct?

¢ A. Youwill need to evaluate SaaS Security Posture Management (SSPM) in addition to CSPM so that rules applied to GCP
will align with Google Workspace



¢ B. Customrules using Domain Specific Language are only available when using SSPM.
¢ (. With Netskope CSPM, you can create custom rules using Domain Specific Language for AWS. Azure, and GCP
¢ D. With Netskope CSPM, you can create custom rules using Domain Specific Language for AWS. Azure, but not for GCP.

Answer: C

Explanation:

Netskope Cloud Security Posture Management (CSPM) allows for the creation of custom rules using Domain Specific Language
(DSL) for all three major cloud platforms: AWS, Azure, and GCP. This capability is integral to CSPM and enables organizations to
tailor their security posture assessments to their specific needs across different cloud environments.

The ability to create custom rules using DSL within Netskope CSPM for AWS, Azure, and GCP is documented in the Netskope
Knowledge Portal. It provides detailed instructions on how to build custom rules under Policies > Security Posture > Profiles &
Rules for security assessment of resources across these cloud platforms

NEW QUESTION # 64
You are currently designing a policy for AWS S3 bucket scans with a custom DLP profile Which policy action(s) are available for
this policy?

A. Alert, User Notification

B. Alert, Quarantine. Block, User Notification
C. Alert only

D. Alert, Quarantine

Answer: D

Explanation:

When designing a policy for AWS S3 bucket scans with a custom DLP profile in Netskope, the available policy actions are Alert
and Quarantine. These actions allow you to be notified when a policy violation occurs and to quarantine sensitive data to prevent
potential data loss or exposure. The Alert action will notify the designated personnel or system when a match to the DLP profile is
found during the scan. The Quarantine action will move the offending file to a secure location where it can be reviewed and dealt
with appropriately].

NEW QUESTION # 65

Your company has a large number of medical forms that are allowed to exit the company when they are blank. If the forms contain
sensitive data, the forms must not leave any company data centers, managed devices, or approved cloud environments. You want to
create DLP rules for these forms.

Which first step should you take to protect these forms?

A. Use Netskope Secure Forwarder to create EDM hashes of all forms.
B. Use Netskope Secure Forwarder to create fingerprints of all forns.
C. Use Netskope Secure Forwarder to create an ML Model of all forms
D. Use Netskope Secure Forwarder to create an MIP tag for all forms.

Answer: B

Explanation:

The first step to protect the medical forms containing sensitive data is tocreate fingerprints of all forns using Netskope Secure
Forwarder. Fingerprints are unique identifiers that can be used to detect when a form contains sensitive data. By creating
fingerprints, you can set up DLP (Data Loss Prevention) rules that will allow blank forns to exit the company but will prevent forns
with sensitive data from leaving the protected environments. This method ensures that only forms without sensitive information are
allowed to be shared externally.

The process of creating fingerprints for DLP rules is a common practice in data security to protect sensitive information.It is part of
the DLP capabilities provided by Netskope, as outlined in their documentation on data protection and loss preventionl.

NEW QUESTION # 66
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