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GIAC Strategic Planning, Policy, and Leadership (GSTRT) Sample Questions
(Q64-Q69):
NEW QUESTION # 64 
Your organization recently updated its data protection policy to comply with new regulations. However, a recent internal audit
revealed that several departments are not fully adhering to the policy. How would you address this issue to ensure consistent
compliance across the organization?
Response:

A. Conduct targeted training sessions for the non-compliant departments and assign team leads to oversee adherence
B. Penalize departments that failed the audit
C. Disregard the audit results and assume that future compliance will improve on its own
D. Enforce immediate penalties on all employees for non-compliance

Answer: A

NEW QUESTION # 65 
What is the benefit of aligning cybersecurity policies with international standards such as ISO 27001?
Response:

A. It increases the complexity of the policy
B. It reduces the need for internal audits
C. It limits the organization's flexibility to adopt emerging technologies
D. It ensures the policy meets global best practices and enhances the organization's credibility

Answer: D

NEW QUESTION # 66 
Which of the following is a major indicator of a mature security program?
Response:

A. Lack of investment in security awareness training
B. A focus solely on regulatory compliance
C. Integration of continuous monitoring and real-time threat intelligence
D. High turnover in the security team

Answer: C

NEW QUESTION # 67 
What is the main goal of a threat intelligence program?
Response:

A. To perform routine maintenance on security systems
B. To delay the implementation of new security controls
C. To create more security policies
D. To collect and analyze information about emerging threats and threat actors to improve an organization's security posture

Answer: D

NEW QUESTION # 68 
What is a common method used by cybercriminals to deliver ransomware to victims?
Response:

A. Exploiting outdated firewall settings
B. Direct physical access to the victim's device



C. Social engineering attacks, such as phishing emails containing malicious links or attachments
D. Installing software updates

Answer: C

NEW QUESTION # 69
......
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