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Lead-Implementer Priifungsfragen mit Losungen (Q254-Q259):

254. Frage
According to ISO/IEC 27001 controls, why should the use of privileged utility programs be restricted and tightly controlled?

¢ A To ensure that utility progranms are compatible with existing system software
¢ B. To prevent misuse of utility programs that could override system and application controls
e C. To enable the correlation and analysis of security-related events

Antwort: B

Begrindung;

Privileged utility programs (such as those that can bypass access controls or directly manipulate system files) present a significant
security risk if misused. ISO/IEC 27001:22022 Annex A control A.8.11 mandates restriction and tight control over these utilities to
prevent unauthorized activities and safeguard system integrity.

"The use of utility programs that might be capable of overriding system and application controls should be restricted and tightly
controlled."

- ISO/IEC 270012022, Annex A, Control 8.11 Privileged utility programs; ISO/IEC 27002:2022, 8.11

255. Frage
How should the level of detail in risk identification evolve over time?

e A It should be refined gradually through iterative assessments, increasing the level of detail over time
e B. It should be performed in full detail only when significant changes occur in the organization
e (. It should focus on highly detailed assessments conducted on an ad-hoc basis rather than broad risk assessments

Antwort: A

256. Frage

Upon the risk assessment outcomes. Socket Inc. decided to:

* Require the use of passwords with at least 12 characters containing uppercase and lowercase letters, symbols, and numbers
* Require the change of passwords at least once every 60 days

* Keep backup copies of files on IT-provided network drives

* Assign users to a separate network when they have access to cloud storage files storing customers' personal data.

Based on the scenario above, answer the following question:

Which of'the following options indicate that Socket Inc. used risk modification to treat risks?

¢ A. Storing customers' personal data in a cloud-based storage
¢ B. Requiring the change of passwords at least once every 60 days
e C. Conducting a risk assessment before deciding to use third-party services

Antwort: C

257. Frage
Which of the following measures is a correctivemeasure?

A. Making a backup of the data that has been created or altered that day

B. Installing a virus scanner in an information system

C. Restoring a backup of the correct database after a corrupt copy of the database was written over the original
D. Incorporating an Intrusion Detection System (IDS) in the design of a computer center

Antwort: C

258. Frage
Scenario 5: Operaze is a small software development company that develops applications for various companies around the world.
Recently, the company conducted a risk assessment to assess the information security risks that could arise from operating in a



digital landscape. Using different testing methods, including penetration Resting and code review, the company identified some issues
mnits ICT systems, including improper user permissions, misconfigured security settings, and insecure network configurations. To
resolve these issues and enhance information security, Operaze decided to implement an information security management system
(ISMS) based on ISO/IEC 27001.

Considering that Operaze is a small company, the entire IT team was involved in the ISMS implementation project. Initially, the
company analyzed the business requirements and the internal and external environment, identified its key processes and activities,
and identified and analyzed the interested parties In addition, the top management of Operaze decided to Include most of the
company's departments within the ISMS scope. The defined scope included the organizational and physical boundaries. The IT team
drafted an information security policy and communicated it to all relevant interested parties In addition, other specific policies were
developed to elaborate on security issues and the roles and responsibilities were assigned to all interested parties.

Following that, the HR manager claimed that the paperwork created by ISMS does not justify its value and the implementation of
the ISMS should be canceled However, the top management determined that this claim was invalid and organized an awareness
session to explain the benefits of the ISMS to all interested parties.

Operaze decided to migrate Its physical servers to their virtual servers on third-party infrastructure. The new cloud computing
solution brought additional changes to the company Operaze's top management, on the other hand, aimed to not only implement an
effective ISMS but also ensure the smooth running of the ISMS operations. In this situation, Operaze's top management concluded
that the services of external experts were required to implement their information security strategies. The IT team, on the other hand,
decided to initiate a change in the ISMS scope and implemented the required modifications to the processes of the company.

Based on the scenario above, answer the following question:

What led Operaze to implement the ISMS?

o A Identification of assets
o B. Identification of vulnerabilities
o (. Identification of threats

Antwort: B

Begrindung;

According to the scenario, Operaze conducted a risk assessment to assess the information security risks that could arise from
operating in a digital landscape. Using different testing methods, including penetration testing and code review, the company
identified some issues in its ICT systens, such as improper user permissions, misconfigured security settings, and insecure network
configurations. These issues are exanples of vulnerabilities, which are weaknesses or gaps in the protection of an asset that can be
exploited by a threat.

Therefore, the identification of vulnerabilities led Operaze to implement the ISMS.
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