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HH #69
‘When might you choose to leverage on-prem SIEM instead of cloud SIEM for ZTNA logs?

e A Desire to reduce CapEx

e B. Strict data-residency laws preventing log egress
e (. Faster deployment time

¢ D. Built-in visualization dashboards
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IEf#: B

R -
Residency constraints keep logs local; cost and dashboards are secondary.

HE #70
Why should Connector host clocks be NTP-synchronized?

¢ A. Allows SIEM to auto-discard duplicates

¢ B. Ensures correct TLS certificate validation and log ordering
e C. Reduces SAML assertion size

e D. Improves TCP slow-start algorithims

Ef#: B

R -
Accurate time is vital for security events.

B #T71

Which netric best indicates Connector resource saturation?

e A TLS version mix of client sessions

e B. Number of delegated admins logged in

e C. Total applications in a Site

¢ D. Concurrent session count approaching configured maximum

Ef#: D

fEE L
High concurrent sessions signal capacity limits.

B #72
An enterprise wants real-time threat context in policy decisions.
What integration and configuration are essential?

e A Import threat feeds directly into each Connector's local cache

e B. Use IDP risk-based conditional access without TIS linkage

e C. Enable Threat Intelligence Services and reference threat scores in Access Policies
¢ D. Activate Cloud SWG compression to accelerate look-ups

EfE: C

fEE L
Only TIS mntegration exposes threat indicators that policies can evaluate in real time.

R #73
A DevOps teamrequests temporary shell access to an internal build server.

Which ZTNA capability can grant least-privilege, time-bound access?

A. Permanent addition to privileged IDP group
B. Just-in-time (JIT) Policy with expiry timer
C. SIEM-triggered token refresh

D. Connector NAT exception list

IEf#: B



JIT policies allow precise, time-limited access without long-term group changes.

B #74
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