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NEW QUESTION # 34
The Secure Tunnel component of CyberArk Privilege Cloud connects to which services in the CyberArk Privilege Cloud? (Choose
two.)
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A. https//connector-<subdomain>.privilegecloud.cyberark.cloud
B. https://update.privilegecloud.cyberark.cloud

C. https//backend-services.privilegecloud.cyberark.cloud

D. https7//telemetry.privilegecloud.cyberark.cloud

E. https//console.privilegecloud.cyberark.cloud

Answer: AJE

Explanation:

CyberArk's official outbound traffic/network requirements explicitly list the two Privilege Cloud cloud- side endpoints that are
required for Secure Tunnel communications (for REST/API calls over HTTPS/443):

* Backend service management (Required for Secure Tunnel): https//console. privilegecloud.

cyberark.com

* Comnnector (Required for Secure Tunnel): https://connector-<subdomain>.privilegecloud.cyberark.

com

These map directly to answer choices A (console) and B (connector-<subdomain>).

Note: Your options use the .cyberark.cloud domain, while CyberArk's network requirements documentation shows these endpoints
in the .cyberark.com domain for Privilege Cloud. The service roles (Console + Connector endpoint) are what Secure Tunnel must
reach, and those are the two "Required for Secure Tunnel" services in the official requirements.

Why the other options are not selected (based on what's "required for Secure Tunnel" in the official allowlist guidance):

* C (backend-services...): Not listed in CyberArk's published "Required for Secure Tunnel" FQDN allowlist entries (console +
connector are).

* D (telemetry...): Telemetry is a separate capability (dashboards / utilization tracking) and is not documented as the required Secure
Tunnel service endpoint.

* E (update...): Secure Tunnel upgrade/download processes are documented, but "update.*" is not listed as a required Secure
Tunnel cloud endpoint in the outbound allowlist table.

NEW QUESTION # 35
When calling the PSM Health Check Webservice to assess the state of a PSM node, which response code does a healthy node
return?

A. 503 (OK)
B. 404 (OK)
C. 500 (OK)
D. 200 (OK)

Answer: D

Explanation:
CyberArk documents that the health check service returns HTTP 200 (OK) when the PSM service is healthy, and returns 503
(Service unavailable) when it is not healthy (in code-based behavior).

NEW QUESTION # 36
You want to improve performance on the CPM by restricting accounts for the CYBRWINDAD platform to only the WINDEMEA
and WINDEMEA ADMIN Safes. How do you set this in CyberArk?

e A. Modify cpmini on the relevant CPM(s) and add AllowedSafesCYBRWINDAD and set it to (WINDEMEA)|
(WINDEMEAADMIN).

e B. Inthe settings for Configuration/CPM assigned to the WINDEMEA and WINDEMEAADMIN Safes, configure
AllowedSafes and set it to (WINDEMEA)|(WINDEMEAADMIN).

e C. Inthe CYBRWINDAD platform, under Ul & Workflows > Properties > Optional, configure AllowedSafes and set it to
(WINDEMEA)|(WINDEMEA ADMIN).

e D. Inthe CYBRWINDAD platform, under Automatic Password Management > General, configure AllowedSafes and set it
to (WINDEMEA)|(WINDEMEA ADMIN).

Answer: D

Explanation:
CyberArk's official guidance for restricting a platform to specific Safes is to set the AllowedSafes platform parameter in the General



section of the platform under Automatic Password Management.
AllowedSafes uses a regular expression to match Safe names, which is why a pattern such as (WINDEMEA)|
(WINDEMEA ADMIN) is used to allow exactly those two Safe names.

NEW QUESTION # 37
‘When using Connector Management, how do you configure a DR CPM in Privilege Cloud shared services?
(Choose two.)

A. When prompted for the Vault administrator credentials on the installation windows, leave it blank and proceed.
B. When prompted for the Vault [P address on the installation windows, leave it blank and proceed.

C. When prompted to select the CPM mode, select Passive.

D. Stop the CyberArk Password Manager service and set the startup type to Automatic.

E. Stop the CyberArk Password Manager service and set the startup type to Manual.

Answer: CE

Explanation:

CyberArk's official DR CPM procedure for Privilege Cloud (shared services) describes two key actions in this flow:

* During installation (Connector Management): When pronpted to select the CPM mode, choose Passive.

* After nstallation (configuration step): Stop the CyberArk Password Manager service and set its startup type to Manual
These map directly to answers C and A.

NEW QUESTION # 38

Refer to the exhibit.

You set up your LDAP Directory in CyberArk Identity, but encountered an error during the connection test.
Which scenarios could represent a valid misconfiguration? (Choose 2.)

Test Connection

Close

e A. Allrequired CA Certificates have been installed on the CyberArk Identity Connector but the LDAP Bind credentials
provided are incorrect.

B. Verify Server Certificate' is activated but the provided hostname is not listed as a Subject Alternative Name (SAN) in the
LDAP server's certificate.

C. TCP Port 636 could be blocked by a network firewall, preventing commumnication between the Secure Tunnel and the
LDAP Server.

D. TCP Port 636 could be blocked by a network firewall, preventing communication between the CyberArk Identity
Comnector and the LDAP Server.

Answer: B,.D

Explanation:

From the error message provided, two likely scenarios could represent valid misconfigurations:

* TCP Port 636 could be blocked by a network firewall, preventing commumnication between the CyberArk Identity Connector and
the LDAP Server (A). This is a common issue where firewall settings prevent the secure commumication port (typically 636 for
LDAPS) from transmitting data between the server and the connector, thus blocking the connection attempt.

* 'Verify Server Certificate' is activated but the provided hostname is not listed as a Subject Alternative Name (SAN) in the LDAP
server's certificate (C). This scenario occurs when SSI/TLS security measures are stringent, requiring that the hostname used to



connect to the LDAP server must match one listed in the server's SSL certificate. If the hostname does not match, the connection
will fail due to SSL certificate validation errors.

NEW QUESTION # 39
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