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Fortinet FCP_FAZ_AN-7.4 Exam Syllabus Topics:

Topic Details

Topic 1
Features and Concepts: This section of the exam measures the skills of Fortinet Security Analysts and
covers the fundamental concepts of FortiAnalyzer.

Topic 2
Logging: Candidates will learn about logging mechanisms, log analysis, and gathering log statistics to
effectively monitor security events and incidents.
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Topic 3

SOC Events and Incident Management: This domain targets Fortinet Network Analysts and focuses on
managing security operations center (SOC) events. Candidates will explain SOC features on
FortiAnalyzer, manage events and incidents, and understand the incident lifecycle to enhance incident
response capabilities.

Topic 4
Reports: This section evaluates the skills of Fortinet Security Analysts in managing reports within
FortiAnalyzer. Candidates will learn to create, troubleshoot, and optimize reports to ensure accurate data
presentation and insights for security analysis.

Topic 5
Playbooks: This domain measures the skills of Fortinet Network Analysts in creating and managing
playbooks. Candidates will explain playbook components and develop workflows that automate responses
to security incidents, improving operational efficiency in SOC environments.
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Fortinet FCP - FortiAnalyzer 7.4 Analyst Sample Questions (Q45-Q50):
NEW QUESTION # 45 
After a generated a repot, you notice the information you were expecting to see in not included in it. However, you confirm that the
logs are there:
Which two actions should you perform? (Choose two.)

A. Disable auto-cache.
B. Check the time frame covered by the report.
C. Increase the report utilization quota.
D. Test the dataset.

Answer: B,D

Explanation:
When a generated report does not include the expected information despite the logs being present, there are several factors to check
to ensure accurate data representation in the report.
* Option A - Check the Time Frame Covered by the Report:
* Reports are generated based on a specified time frame. If the time frame does not encompass the period when the relevant logs
were collected, those logs will not appear in the report. Ensuring the time frame is correctly set to cover the intended logs is crucial
for accurate report content.
* Conclusion:Correct.
* Option B - Disable Auto-Cache:
* Auto-cache is a feature in FortiAnalyzer that helps optimize report generation by using cached data for frequently used datasets.
Disabling auto-cache is generally not necessary unless there is an issue with outdated data being used. In most cases, it does not
directly impact whether certain logs are included in a report.
* Conclusion:Incorrect.
* Option C - Increase the Report Utilization Quota:
* The report utilization quota controls the resource limits for generating reports. While insufficient quota might prevent a report from
generating or completing, it does not typically cause specific log entries to be missing. Therefore, this option is not directly relevant to
missing data within the report.
* Conclusion:Incorrect.
* Option D - Test the Dataset:
* Datasets in FortiAnalyzer define which logs and fields are pulled into the report. If a dataset is misconfigured, it could exclude
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certain logs. Testing the dataset helps verify that the correct data is being pulled and that all required logs are included in the report
parameters.
* Conclusion:Correct.
Conclusion:
* Correct Answer:A. Check the time frame covered by the reportandD. Test the dataset.
* These actions directly address the issues that could cause missing information in a report when logs are available but not displayed.
References:
* FortiAnalyzer 7.4.1 documentation on report generation settings, time frames, and dataset configuration.

NEW QUESTION # 46 
Which statement about automation connectors in FortiAnalyzer is true?

A. The actions available with FortiOS connectors are determined by automation rules configured on FortiGate.
B. The local connector becomes available after you configured any external connector.
C. The local connector becomes available after you connectors are displayed.
D. An ADOM with the Fabric type comes with multiple connectors configured.

Answer: A

NEW QUESTION # 47 
A playbook contains five tasks in total. An administrator runs the playbook and four out of five tasks finish successfully, but one task
fails.
What will be the status of the playbook after it is run?

A. Success
B. Failed
C. Attention required
D. Upstream_failed

Answer: C

Explanation:
In FortiAnalyzer, when a playbook is run, each task's status impacts the overall playbook status. Here's what happens based on task
outcomes:
Status When All Tasks Succeed:
If all tasks finish successfully, the playbook status is marked as Success.
Status When Some Tasks Fail:
If one or more tasks in the playbook fail, but others succeed, the playbook status generally changes to Attention required. This status
indicates that the playbook completed execution but requires review due to one or more tasks failing.
This is different from a complete Failed status, which is used if the playbook cannot proceed due to a critical error in an early task,
often one that upstream tasks depend on.
Option Analysis:
A . Attention required: This is correct as the playbook has completed, but with partial success and a task requiring review.
B . Upstream_failed: This status is used if a task cannot run because a prerequisite or "upstream" task failed. Since four out of five
tasks completed, this is not the case here.
C . Failed: This status would imply that the playbook completely failed, which does not match the scenario where only one task out
of five failed.
D . Success: This status would apply if all tasks had completed successfully, which is not the case here.
Conclusion:
Correct Answe r : A. Attention required
The playbook status reflects that it completed, but an error occurred in one of the tasks, prompting the administrator to review the
failed task.
Reference:
FortiAnalyzer 7.4.1 documentation on playbook execution statuses and task error handling.

NEW QUESTION # 48 
For proper log correlation between the logging devices and FortiAnalyzer, FortiAnalyzer and all registered devices should:



A. Use real-time forwarding
B. Use DNS
C. Use host name resolution
D. Use an NTP server

Answer: D

NEW QUESTION # 49 
Exhibit.

Assume these are all the events that exist on the FortiAnalyzer device.
How many events will be added to the incident created after running this playbook?

A. No events will be added.
B. Eleven events will be added.
C. Four events will be added.
D. Seven events will be added

Answer: C

Explanation:
In the exhibit, we see a playbook in FortiAnalyzer designed to retrieve events based on specific criteria, create an incident, and
attach relevant data to that incident. The "Get Event" task configuration specifies filters to match any of the following conditions:
* Severity= High



* Event Type= Web Filter
* Tag= Malware
Analysis of Events:
In the FortiAnalyzer Event Monitor list:
* We need to identify events that meet any one of the specified conditions (since the filter is set to "Match Any Condition").
Events Matching Criteria:
* Severity = High:
* There are two events with "High" severity, both with the "Event Type" IPS.
* Event Type = Web Filter:
* There are two events with the "Event Type" Web Filter. One has a "Medium" severity, and the other has a "Low" severity.
* Tag = Malware:
* There are two events tagged with "Malware," both with the "Event Type" Antivirus and
"Medium" severity.
After filtering based on these criteria, there arefour distinct events:
* Two from the "Severity = High" filter.
* One from the "Event Type = Web Filter" filter.
* One from the "Tag = Malware" filter.
Conclusion:
* Correct Answer:D. Four events will be added.
* This answer matches the conditions set in the playbook filter configuration and the events listed in the Event Monitor.
References:
* FortiAnalyzer 7.4.1 documentation on event filtering, playbook configuration, and incident management criteria.
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......
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