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FIRE #36
Which GitHub feature is responsible for tracking dependencies and known vulnerabilities in those dependencies fiom an advisory
database?

A. CodeQL

B. Repository Insights
C. Security Policy

D. Dependency Graph
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The Dependency Graph continuously analyzes your repository's manifest and lock files to build an inventory of direct and transitive
dependencies and flags any that match entries in the GitHub Advisory Database, surfacing known vulnerabilities.

i 8 #37
How does Dependabot determine which security update PRs to open?

A. Tt compares your codebase to the GitHub Trending list.

B. It waits for manual triage of all CVEs.

C. It uses the dependency graph and Dependabot alerts to open PRs for patched versions.
D. It reads the GitHub Issues and automatically suggests fixes.

ER: C

i RE S -
Dependabot relies on your repository's enabled Dependency Graph and Dependabot Alerts to identify vulnerable dependencies; it
then automatically opens pull requests to update to the patched versions that resolve those alerts.

R #38
A teammember is unable to push to a repository due to a 403-error related to branch protection. What should the GitHub
Enterprise admmistrator do first?

A. Remove the user from the team and re-add them

B. Revert the branch to an earlier state

C. Raise a GitHub Support request for permissions issues

D. Check the user's permissions and rulesets applied to the branch

EX: D

fR AR A -

The admnistrator should first review the user's repository role and the branch protection rules applied to that branch. A 403 error on
push almost always indicates that the user either lacks the necessary write permissions or is not listed among the actors authorized by
the branch protection settings.

FIRE #39
What additional capability does secret scanning offer for private repositories on GitHub Enterprise Cloud?

A. Revokes GitHub access tokens automatically.

B. Allows custom pattern definitions for internal secret formats.
C. Disables any code that contains a secret.

D. Rewrites history to remove secrets.

£%: B

fE R A«
Secret scanning in private repositories on GitHub Enterprise Cloud lets you define and use custom regular-expression patterns - so
you can detect internal or proprietary secret formats beyond the default partner-provided types.

FIRE #40
What is the new capability of GitHub's billing dashboard?

A. Offers real-time Slack alerts for billing

B. Allows self-service plan upgrades

C. Enables tracking of GitHub Copilot usage by user
D. Automatically removes unused users from billing



ER: C

e

The revamped Billing&Licensing dashboard now includes a dedicated"Copilot" tab that shows per-user seat assignments, usage
counts, and estimated costs for your organization's GitHub Copilot licenses, enabling you to track Copilot consumption by individual
users.
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