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Fortinet FCSS - Network Security 7.4 Support Engineer Sample Questions
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NEW QUESTION # 77 
When investigating FortiGuard connectivity issues, which action is a valid troubleshooting step?

A. Verify that DNS requests are being proxied if auto-update tunneling is enabled.
B. Use the FortiGuard real-time debug command to verify rating requests.
C. Configure a virtual IP to forward port 443 to the FortiGate external IP.
D. Verify management VDOM internet access.

Answer: D

NEW QUESTION # 78 
Refer to the exhibit, which shows the output of a BGP debug command.
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What can you conclude about the router in this scenario?

A. The BGP session with peer 10.127.0.75 is up.
B. An inbound route-map on local router is blocking the prefixes from neighbor 100.64.3.1.
C. The router 100.64.3.1 needs to update the local AS number in its BGP configuration in order to bring up the 8GP session
with the local router.
D. All of the neighbors displayed are part of a single BGP configuration on the local router with the neighbor-range set to a
value of 4.

Answer: A

NEW QUESTION # 79 
Which exchange lakes care of DoS protection in IKEv2?

A. IKE_Req_INIT
B. Create_CHILD_SA
C. IKE_Auth
D. IKE_SA_NIT

Answer: A

NEW QUESTION # 80 
Refer to the exhibit, which shows a partial web fillet profile configuration. Which action does FortiGate lake if a user attempts to
access www.dropbox.com, which is categorized as File Sharing and Storage?



A. FortiGate allows the connection, based on the URL Filter configuration.
B. FortiGate exempts the connection, based on the Web Content Filter configuration.
C. FortiGate blocks the connection, based on the FortiGuard category based filter configuration.
D. FortiGate blocks the connection as an invalid URL.

Answer: C

NEW QUESTION # 81 
Refer to the exhibit, which shows the partial output of diagnose sys session stat.

Which statement about the output shown in the exhibit is correct?

A. 562 TCP sessions have their proto_stateset to 01if there is no inspection.
B. 113 sessions have been dropped because of memory page exhaustion.
C. 15 sessions have been categorized as ephemeral.
D. 27 sessions have expired but are still in the session table in case any out-of-order packets arrive.

Answer: A

Explanation:
The 562 sessions shown as "in ESTABLISHED state" correspond to proto_state 01 when no deeper inspection is applied.
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