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Palo Alto Networks Certified Cybersecurity Practitioner Sample Questions
(Q161-Q166):
NEW QUESTION # 161 
Which method is used to exploit vulnerabilities, services, and applications?

A. encryption
B. port scanning
C. port evasion
D. DNS tunneling

Answer: C

Explanation:
Attack communication traffic is usually hidden with various techniques and tools, including:
# Encryption with SSL, SSH (Secure Shell), or some other custom or proprietary encryption
# Circumvention via proxies, remote access tools, or tunneling. In some instances, use of cellular networks enables complete
circumvention of the target network for attack C2 traffic.
# Port evasion using network anonymizers or port hopping to traverse over any available open ports
# Fast Flux (or Dynamic DNS) to proxy through multiple infected endpoints or multiple, ever-changing C2 servers to reroute traffic
and make determination of the true destination or attack source difficult
# DNS tunneling is used for C2 communications and data infiltration

NEW QUESTION # 162 
When signature-based antivirus software detects malware, what three things does it do to provide protection?
(Choose three.)

A. remove the infected file's extension
B. delete the infected file
C. quarantine the infected file
D. alert system administrators
E. decrypt the infected file using base64

Answer: B,C,D

Explanation:
Signature-based antivirus software is a type of security software that uses signatures to identify malware.
Signatures are bits of code that are unique to a specific piece of malware. When signature-based antivirus software detects a piece
of malware, it compares the signature to its database of known signatures12. If a match is found, the software can do three things to
provide protection:
* Alert system administrators: The software can notify the system administrators or the users about the malware detection, and
provide information such as the name, type, location, and severity of the malware. This can help the administrators or the users to
take appropriate actions to prevent further damage or infection3.
* Quarantine the infected file: The software can isolate the infected file from the rest of the system, and prevent it from accessing or
modifying any other files or processes. This can help to contain the malware and limit its impact on the system4.
* Delete the infected file: The software can remove the infected file from the system, and prevent it from running or spreading. This
can help to eliminate the malware and restore the system to a clean state4.
What is a signature-based antivirus? - Info Exchange
What is a Signature and How Can I detect it? - Sophos
How Does Heuristic Analysis Antivirus Software Work?
What Is Signature-based Malware Detection? | RiskXchange

NEW QUESTION # 163 
Which two statements describe the Jasager attack? (Choose two.)

A. # It actively responds to beacon reguests.
B. # It tries to get victims to conned at random.
C. # The victim must manually choose the attacker s access point



D. # The attacker needs to be wilhin close proximity of the victim.

Answer: A,D

Explanation:
A Jasager attack is a type of wireless man-in-the-middle attack that exploits the way mobile devices search for known wireless
networks. A Jasager device will respond to any beacon request from a mobile device by saying "Yes, I'm here", pretending to be
one of the preferred networks. This way, the Jasager device can trick the mobile device into connecting to it, without the user's
knowledge or consent. The Jasager device can then intercept, modify, or redirect the traffic of the victim. For this attack to work,
the attacker needs to be within close proximity of the victim, and the victim must have at least one known network in their preferred
list. The victim does not need to manually choose the attacker's access point, nor does the attacker try to get victims to connect at
random. References: Wireless Man in the Middle - Palo Alto Networks, Man-in-the-middle attacks with malicious & rogue Wi-Fi
access points - Privacy Guides

NEW QUESTION # 164 
Which technique changes protocols at random during a session?

A. tunneling within commonly used services
B. port hopping
C. hiding within SSL encryption
D. use of non-standard ports

Answer: B

Explanation:
Port hopping is a technique that changes protocols at random during a session to evade detection and analysis by security devices.
Port hopping can be used by malware or attackers to communicate with command and control servers or to exfiltrate data. Port
hopping makes it difficult to identify and block malicious traffic based on port numbers or signatures. References: Port Hopping,
Ports Used for Management Functions, Adding a Custom Application/Ports to Security Policy

NEW QUESTION # 165 
What differentiates SOAR from SIEM?

A. SOAR platforms filter alerts with their broader coverage of security incidents.
B. SOAR platforms focus on analyzing network traffic.
C. SOAR platforms integrate automated response into the investigation process.
D. SOAR platforms collect data and send alerts.

Answer: C

Explanation:
SOAR (Security Orchestration, Automation, and Response) differs from SIEM by adding automated incident response and
workflow orchestration to the detection and alerting capabilities found in SIEM. This enables faster and more efficient handling of
security incidents.

NEW QUESTION # 166
......
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