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EC-COUNCIL EC Council Certified Incident Handler (ECIH v3) Sample
Questions (Q185-Q190):
NEW QUESTION # 185 
Ren is assigned to handle a security incident of an organization. He is tasked with forensics investigation to find the evidence needed
by the management.
Which of the following steps falls under the investigation phase of the computer forensics investigation process?

A. Secure the evidence
B. Risk assessment
C. Setup a computer forensics lab
D. Evidence assessment

Answer: A

NEW QUESTION # 186 
Which of the following types of digital evidence is temporarily stored in a digital device that requires constant power supply and is
deleted if the power supply is interrupted?
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A. Swap file
B. Event logs
C. Slack space
D. Process memory

Answer: D

Explanation:
Process memory (RAM) is a type of digital evidence that is temporarily stored and requires a constant power supply to retain
information. If the power supply is interrupted, the information stored in process memory is lost. This type of evidence can include
data about running programs, user actions, system events, and more, making it crucial for forensic analysis, especially in identifying
actions taken by both users and malware.
Collecting data from process memory helps incident responders understand the state of the system at the time of an incident and can
reveal valuable information that is not persisted elsewhere on the device.
References:Incident handling and response training, such as the ECIH v3 program, emphasize the importance of collecting and
analyzing volatile data, including process memory, to effectively investigate and respond to cybersecurity incidents.

NEW QUESTION # 187 
Bran is an incident handler who is assessing the network of the organization. He wants to detect ping sweep attempts on the network
using Wireshark. Which of the following Wireshark filters would Bran use to accomplish this task?

A. icmp.lype==8
B. icmp.ident
C. icmp.redir_gw
D. icmp.scq

Answer: A

Explanation:
In the context of using Wireshark, a popular network protocol analyzer, to detect ping sweep attempts on a network, the
filtericmp.type==8is used. ICMP (Internet Control Message Protocol) is utilized for sending error messages and operational
information indicating, for example, that a requested service is not available or that a host or router could not be reached. ICMP
type 8 messages are echo requests, which are used by the ping command to test the reachability of a host on an IP network. A ping
sweep consists of ICMP echo requests sent to multiple hosts to find which ones are alive. By applying theicmp.type==8filter in
Wireshark, Bran can isolate and examine the echo request messages, helping to identify ping sweep attempts, which are
characterized by a high volume of ICMP echo requests over a broad range of IP addresses in a short period.
References:The ECIH v3 program by EC-Council covers network monitoring and analysis techniques, including the use of
Wireshark and its filters to detect various types of network scanning activities, such as ping sweeps.

NEW QUESTION # 188 
A national research agency was recently subjected to a comprehensive cybersecurity compliance audit.
During the audit, reviewers evaluated how the agency's incident response unit manages harmful code samples during investigations.
The assessment revealed that team members often interacted with dangerous file payloads directly on enterprise-connected systems
used for general operations. Furthermore, no precautionary renaming was applied to prevent accidental triggering, and sensitive
materials were placed in areas accessible by non-specialized personnel. The auditors flagged these practices as severely
noncompliant with safe sample processing protocols and recommended urgent changes to prevent operational fallout or accidental
outbreaks.
Which best practice for secure handling of malicious code was most clearly disregarded in this case?

A. Encrypting all malware sample files using symmetric encryption.
B. Create vulnerability documentation for each malware sample to support threat profiling and archival.
C. Tagging malware sample files with platform-specific behavior indicators for improved categorization.
D. Storing malware samples with non-executable file extensions in isolated environments.

Answer: D

Explanation:
Comprehensive and Detailed Explanation (ECIH-aligned):
This scenario highlights violations of forensic readiness and safe malware handling, which are explicitly covered in the ECIH First



Response and Malware Analysis modules. ECIH stresses that malware samples must never be handled on production or enterprise-
connected systems, as this creates a high risk of accidental execution, lateral infection, and organizational impact.
Option A is correct because ECIH mandates that malicious code samples be stored in isolated, non- networked environments and
renamed with non-executable extensions (for example, .malware, .bin, or .txt) to prevent accidental execution. This practice ensures
operational safety and preserves forensic integrity.
Option B improves confidentiality but does not prevent accidental execution. Option C supports documentation but does not
mitigate execution risk. Option D aids classification but does not address safe handling.
The described behavior-handling live malware on enterprise systems without isolation or renaming- directly contradicts ECIH best
practices. Proper sample isolation, renaming, and access restriction are mandatory controls to prevent secondary incidents during
investigations, making Option A the correct answer.

NEW QUESTION # 189 
Installing a password cracking tool, downloading pornography material, sending emails to colleagues which irritates them and hosting
unauthorized websites on the company's computer are considered:

A. Network based attacks
B. Unauthorized access attacks
C. Malware attacks
D. Inappropriate usage incidents

Answer: D

NEW QUESTION # 190
......
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