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Microsoft GH-200 Exam Syllabus Topics:

Topic Details

Topic 1

Manage GitHub Actions in the Enterprise: This section measures the expertise of Enterprise Administrators
and Platform Engineers in distributing and managing GitHub Actions and workflows at the organizational
level. It includes reuse and sharing of templates, strategies for managing reusable components via
repositories and naming conventions, controlling access to actions, setting organization-wide usage policies,
and planning maintenance to ensure efficient enterprise-wide deployment of GitHub Actions.

Topic 2

Author and Maintain Workflows: This section of the exam measures skills of DevOps Engineers and
Automation Specialists and covers building and managing workflows triggered by events such as pushes,
scheduled times, manual triggers, and webhooks. It includes understanding workflow components like
jobs, steps, actions, and runners, syntax correctness, environment variables, secrets management, and
dependencies between jobs. Candidates will also demonstrate practical abilities to create workflows for
various purposes, including publishing packages, using service containers, routing jobs, and deploying
releases to cloud providers.

Topic 3

Author and Maintain Actions: This domain evaluates the abilities of Action Developers and Automation
Engineers to select and create suitable types of GitHub Actions, such as JavaScript, Docker containers, or
run steps. It emphasizes troubleshooting action code, understanding the components and file structures of
actions, and using workflow commands within actions to communicate with runners, including exit code
management.

Topic 4

Consume Workflows: This domain targets Software Developers and Quality Assurance Engineers and
focuses on interpreting workflow runs and their outcomes. It covers identifying triggering events, reading
workflow configurations, troubleshooting failures by analyzing logs, enabling debug logging, managing
environment variables, caching dependencies, and passing data between jobs. Candidates also manage
workflow runs, artifacts, approvals, and status badges, as well as locating workflows within repositories
and leveraging organizational templated workflows.

Microsoft GitHub Actions Sample Questions (Q20-Q25):
NEW QUESTION # 20 
As a developer, your self-hosted runner sometimes looses connection while running jobs. How should you troubleshoot the issue
affecting your self-hosted runner?

A. Set the DEBUG environment variable to true before starting the self-hosted runner to produce more verbose console
output.
B. Locate the self-hosted runner in your repository's settings page and download its log archive.
C. Start the self-hosted runner with the --debug flag to produce more verbose console output.
D. Access the self-hosted runner's installation directory and look for log files in the _diag folder.

Answer: D

Explanation:
When troubleshooting a self-hosted runner, you can access the _diag folder located in the self-hosted runner's installation directory.
This folder contains diagnostic logs that can help you identify the root cause of issues, such as connection problems.

NEW QUESTION # 21 
Which of the following is the lowest repository permission you need to have for downloading workflow artifacts?

A. Triage
B. Maintain
C. Read
D. Write
E. Admin
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Answer: C

Explanation:
Downloading workflow artifacts
You can download archived artifacts before they automatically expire.
Who can use this feature?
People who are signed into GitHub and have read access to a repository can download workflow artifacts.
Reference:
https://docs.github.com/en/actions/how-tos/manage-workflow-runs/download-workflow-artifacts

NEW QUESTION # 22 
In the following workflow file, line 5 interprets lines 3 and 4 as Python. Which of the following is a valid option to complete line 5?
1 steps:
2 - run: |
3 import os
4 print(os.environ['PATH'])
5

A. shell: bash
B. shell: python
C. with: python
D. working-directory: .github/python

Answer: B

Explanation:
Workflow syntax for GitHub Actions
Example: Running an inline Python script
steps:
- name: Display the path
shell: python
run: |
import os
print(os.environ['PATH'])
Reference:
https://docs.github.com/en/actions/reference/workflows-and-actions/workflow-syntax

NEW QUESTION # 23 
You are a developer working on developing reusable workflows for your organization. What keyword should be included as part of
the reusable workflow event triggers?

A. pull_request
B. workflow_call
C. workflow_run
D. check_run

Answer: B

Explanation:
The workflow_call event is used to trigger a reusable workflow from another workflow. This allows you to create workflows that
can be reused in multiple places within your organization, enabling better modularity and reducing duplication.

NEW QUESTION # 24 
Which of the following scenarios would require the use of self-hosted runners instead of GitHub-hosted runners?

A. running more than the three concurrent workflows supported by GitHub-hosted runners
B. using specialized hardware configurations required for workflows
C. performing builds on macOS



D. exceeding 50,000 monthly minutes of build time
E. using Docker containers as part of the workflow

Answer: A,B

Explanation:
GitHub-hosted runners have a limit on the number of concurrent workflows (typically 20 for free-tier accounts and 5 for enterprise).
If your organization needs to run more workflows simultaneously, you would need to use self-hosted runners to increase the
available concurrency.
Self-hosted runners allow you to configure specialized hardware or software setups that are necessary for certain workflows.
GitHub-hosted runners may not have access to custom hardware configurations like GPUs or other specialized resources, so self-
hosted runners are required in such cases.

NEW QUESTION # 25
......
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