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Z| &l CrowdStrike Falcon Certification Program CCFH-202b S 2 S &EX|
(Q31-Q36):

AE #31
Which of the following is a suspicious process behavior?

A. PowerShell running an execution policy of RemoteSigned

B. An Internet browser (eg, Internet Explorer) performing multiple DNS requests

C. PowerShell launching a PowerShell script

D. Non-network processes (eg, notepad exe) making an outbound network connection

He:. D

dE:

Non-network processes are processes that are not expected to commumicate over the network, such as notepad.exe. If they make
an outbound network connection, it could indicate that they are compromised or maliciously used by an adversary. PowerShell
running an execution policy of RemoteSigned is a default setting that allows local scripts to run without digital signatures. An Internet
browser performing multiple DN'S requests is a normal behavior for web browsing. PowerShell launching a PowerShell script is also
a common behavior for legitimate tasks.

A2 #32
‘Which SPL (Splunk) field name can be used to automatically convert Unix times (Epoch) to UTC readable time within the Flacon
Event Search?

A. utc_time
B. time

C. time

D. conv_time

He: B

Y.

_time is the SPL (Splunk) field name that can be used to automatically convert Unix times (Epoch) to UTC readable time within the
Falcon Event Search. It is a default field that shows the timestamp of each event in a human-readable format. utc _time, conv_time,
and time are not valid SPL field names for converting Unix times to UTC readable time.

HEE #33
You need details about key data fields and sensor events which you may expect to find from Hosts running the Falcon sensor.
Which documentation should you access?

A. Events Data Dictionary

B. Streaming API Event Dictionary
C. Hunting and Investigation

D. Event stream APIs

HE: A

MY

The Events Data Dictionary found in the Falcon documentation is useful for writing hunting queries because it provides a reference of
information about the events found in the Investigate > Event Search page of the Falcon Console. The Events Data Dictionary
describes each event type, field name, data type, description, and example value that can be used to query and analyze event data.
The Streaming API Event Dictionary, Hunting and Investigation, and Event stream APIs are not documentation that provide details
about key data fields and sensor events.

EAE #34
‘What Search page would help a threat hunter differentiate testing, DevOPs, or general user activity from adversary behavior?



A. User Search

B. IP Search

C. Hash Search
D. Domain Search

HE: A

Y.

User Search is a search page that allows a threat hunter to search for user activity across endpoints and correlate it with other
events. This can help differentiate testing, DevOPs, or general user activity from adversary behavior by identifying anomalous or
suspicious user actions, such as logging into muiltiple systems, running unusual commands, or accessing sensitive files.

HEE #35
What kind of activity does a User Search help you investigate?

A. A count of failed user logon activity

B. A list of DNS queries by the specified user account

C. A list of process activity executed by the specified user account
D. A history of Falcon Ul logon activity

e C

3.

User Search is an Investigate tool that helps you investigate a list of process activity executed by the specified user account. It shows
mformation such as process name, command line, parent process name, parent command line, etc. for each process that was
executed by the user account on any host in your environment. It does not show a history of Falcon UI logon activity, a count of
failed user logon activity, or a list of DNS queries by the specified user account.
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