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Oracle Cloud Infrastructure 2025 Foundations Associate Sample Questions
(Q15-Q20):
NEW QUESTION # 15 
Where are cryptographic operations performed for a Vault Master Encryption Key protected by a Hardware Security Module
(HSM)?

A. On the cloud
B. On the HSM
C. On the server
D. On the client

Answer: B

Explanation:
Cryptographic operations for a Vault Master Encryption Key protected by an HSM are performed directly on the HSM. The HSM
is a specialized hardware device designed to securely generate, store, and perform cryptographic operations, ensuring the
confidentiality and integrity of the encryption keys.

NEW QUESTION # 16 
In Oracle Cloud Infrastructure Block Volume Service, which feature enables you to increase the size of a block volume without any
downtime?

A. Volume Bursting
B. Dynamic Volume Resizing
C. Online Resizing
D. Volume Elasticity

Answer: C

Explanation:
Online Resizing allows you to increase the size of a block volume without any downtime. This feature enables you to scale up your
storage capacity as needed without interrupting the services running on the block volume.

NEW QUESTION # 17 
What is a key advantage of using virtual nodes in an Oracle Container Engine for Kubernetes cluster?

A. They require manual upgrades of the data plane infrastructure.
B. They allow for a serverless Kubernetes experience, reducing operational overhead.
C. They provide more configuration flexibility as compared to managed nodes.
D. They can only be used in basic clusters.

Answer: B

Explanation:
Virtual nodes abstract away the underlying infrastructure management, providing a serverless Kubernetes experience that reduces
the operational burden on users.

NEW QUESTION # 18 
What is the primary purpose of a Network Security Group (NSG) in the Oracle Cloud Infrastructure Networking service?

A. To connect a VCN to the public Internet
B. To control traffic flow between specific resources within a VCN
C. To provide a private connection between a VCN and an on-premises network
D. To control traffic routing between VCNs

Answer: B



Explanation:
Network Security Groups (NSGs) act as virtual firewalls in OCI, controlling inbound and outbound traffic for specific resources
within a VCN. You can define rules based on IPs, ports, and protocols.

NEW QUESTION # 19 
Which security service in OCI helps protect against Distributed Denial-of-Service (DDoS) attacks?

A. OCI Bastion
B. OCI Cloud Guard
C. OCI Vault
D. OCI Web Application Firewall

Answer: D
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