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HE #15
What is a supported certificate format for retrieving the LDAPS certificate when not using the Cyberark provided LDAPS certificate

A. .der
B.pl2
C.pT7c
D. .p7b

EfE: A

TR

For retrieving the LDAPS certificate when not using the CyberArk provided LDAPS certificate tool, the supported certificate format
is .der. The DER (Distinguished Encoding Rules) format is a binary form of a certificate rather than the ASCII PEM format. This
format is widely supported across various systens for securing LDAP connections by providing a mechanism for LDAP servers to
authenticate themselves to users.

This information can be verified by checking LDAP configuration guides and CyberArk's secure implementation documentation
which outline supported certificate formats for LDAP integrations.

HM #16
According to best practice, when considering the location of PSM Connector servers in Privilege Cloud environments, where should

the PSM be placed?

A. near the Users

B. near the Vault (closer to the external internet connection)
C. near the target devices

D. near the CPM servers

Ef#: C

fERL:

According to best practice, when considering the location of PSM Connector servers in Privilege Cloud environments, the PSM
should be placed near the target devices. This placement minimizes latency and maximizes performance by reducing the distance that
data has to travel between the PSM servers and the devices they are managing. This is particularly important for maintaining high
efficiency and response times during remote session management and operations, which are critical for the overall effectiveness of the
Privilege Cloud environment.

H #17
To use SAML authentication in Privilege Cloud Standard Services, users must first be defined in Privilege Cloud. What are correct
methods for defining users? (Choose two.)

A. Create users in the CyberArk Privilege Cloud database using the CAVaultManager createuser command.

B. Create users in Privilege Cloud with details identical to those who access Privilege Cloud through SAML authentication.
C. Integrate Privilege Cloud with Email System.

D. Integrate Privilege Cloud with SIEM.

E. Integrate Privilege Cloud with your LDAP server.

IEf#: B. E

AR :

CyberArk's Privilege Cloud Standard SAML configuration documentation states that, before using SAML, users must already be
defined in Privilege Cloud and provides two supported methods:

* Integrate with your LDAP server (recommended) # this provisions users into Privilege Cloud.

(Answer A)

* Create CyberArk users in Privilege Cloud with identical details as the users who will access via SAML. (Answer D) The other
options are not valid "user definition" methods for this requirement:

* SIEM and Email system integrations don't define users in Privilege Cloud.

* E is not a supported/customer method in Privilege Cloud Standard documentation (and Privilege Cloud is a managed service; you
don't create users by directly manipulating the service database).



HE#18
You are implementing LDAPS Integration for a standard Privilege Cloud environment.
‘Which information must be provided to the CyberArk Privilege Cloud support team through a Service Request? (Choose 2.)

A. remote port set during secure tunnel configuration for each domain controller to be integrated

B. Fully Qualified Domain Name and IP Address of the domain controllers to be integrated

C. LDAPS certificate chain for all domain controllers to be integrated

D. LDAP bind username and password used to authenticate to the directory to be integrated C Domain Base Context used
to locate the users and groups in the Active Directory to be integrated

_EE%: A\ C

TR

When implementing LDAPS Integration for a standard Privilege Cloud environment, certain information is crucial and must be
provided to the CyberArk Privilege Cloud support team through a Service Request. The necessary details include:

* LDAPS certificate chain for all domain controllers to be integrated (Option A): This information is critical to establishing a trusted
secure connection between the Privilege Cloud and the domain controllers using LDAP over SSL (LDAPS).

* Fully Qualified Domain Name and IP Address of the domain controllers to be integrated (Option D):

This information is essential for accurately identifying and configuring the network connections to each domain controller that will be
mtegrated with the Privilege Cloud.

Reference: The process of setting up LDAPS integration typically requires detailed network and security information about the
domain controllers to ensure secure and reliable comectivity. CyberArk support documentation and service request forns usually
specify the need for these details.

B #19
Which Safe(s) does the AllowedSafes=Win platform parameter configuration match? (Choose two.)

A. CXD-WIN-ADMINS
B. WindowsPasswords
C. WINdOwWS_ Accts

D. win-ssh-keys

E. SQL-Win-SA

IEf#: B. E

fiR .-

AllowedSafes is a regular expression and is case sensitive.

The regex Win (with no anchors) will match any Safe name that contains the exact substring "Win" with the same case:

* WindowsPasswords # starts with Win #

* SQL-Win-SA # contains Win #

* win-ssh-keys # contains win (lowercase) # (case sensitive)

* CXD-WIN-ADMINS # contains WIN (all caps) #

* WINdOWS _ Accts # mixed case, does not contain the exact substring Win # Therefore the correct choices are A and D.
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