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Palo Alto Networks Certified Network Security Engineer Exam Sample
Questions (Q158-Q163):
NEW QUESTION # 158 
A firewall architect is attempting to install a new Palo Alto Networks NGFW. The company has previously had issues moving all
administrative functions onto a data plane interface to meet the design limitations of the environment. The architect is able to access
the device for HTTPS and SSH; however, the NGFW can neither validate licensing nor get updates. Which action taken by the
architect will resolve this issue?

A. Create a loopback from the management interface to the data plane interface, then make a service route from the
management interface to the data plane interface
B. Enable OCSP for the data plane interface so the firewall will create a certificate with the data plane interface's IP
C. Create a service route that sets the source interface to the data plane interface in question
D. Validate that all upstream devices will allow and properly route the outbound traffic to the external destinations needed

Answer: D

Explanation:
When administrative functions (licensing, updates) use a data plane interface, the firewall requires outbound connectivity to Palo Alto
Networks servers (e.g., updates.paloaltonetworks.com) via that interface. If HTTPS
/SSH work but licensing/updates fail, the issue is likely upstream blocking or misrouting. Validating upstream devices (Option B)
ensures ports (e.g., 443) and destinations are accessible, resolving the issue.

NEW QUESTION # 159 
Which PAN-OS® policy must you configure to force a user to provide additional credentials before he is allowed to access an
internal application that contains highly-sensitive business data?

A. Authentication policy
B. Security policy
C. Application Override policy
D. Decryption policy

Answer: A

Explanation:
Authentication policy enables you to authenticate end users before they can access services and applications. Whenever a user
requests a service or application (such as by visiting a web page), the firewall evaluates Authentication policy. Based on the matching
Authentication policy rule, the firewall then prompts the user to authenticate using one or more methods (factors), such as login and
password, Voice, SMS, Push, or One-time Password (OTP) authentication
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/authentication/authentication-policy

NEW QUESTION # 160 
An engineer is monitoring an active/passive high availability (HA) firewall pair.
Which HA firewall state describes the firewall that is currently processing traffic?

A. Active
B. Active-secondary
C. Initial
D. Active-primary

Answer: A

NEW QUESTION # 161 
Which three user authentication services can be modified to provide the Palo Alto Networks NGFW with both usernames and role
names? (Choose three.)

A. Kerberos



B. SAML
C. LDAP
D. RADIUS
E. PAP
F. TACACS+

Answer: A,B,C

Explanation:
https://docs.paloaltonetworks.com/pan-os/8-0/pan-os-admin/firewall-administration/manage-firewall-administrators/administrative-
authentication

NEW QUESTION # 162 
Where can an administrator see both the management plane and data plane CPU utilization in the WebUI?

A. System log
B. CPU Utilization widget
C. Resources widget
D. System Utilization log

Answer: C

Explanation:
Explanation
System Resources (widget)Displays the Management CPU usage, Data Plane usage, and the Session Count (the number of sessions
established through the firewall or Panorama).https://docs.paloaltonetworks.com/pan-os/8-0/pan-os-web-interface-
help/dashboard/dashboard-widge

NEW QUESTION # 163
......
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