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HE#11

A user connected to Prisma Access reports that traffic intermittently is denied after matching a Catch- All Deny rule at the bottom
and bypassing HIP-based policies. Refreshing VPN connection restores the access.

What are two reasons for this behavior? (Choose two.)

A. HIP-enforced policy is scheduled for certain hours of the day.

B. Firewall loses user mapping due to missed HIP report checks.

C. User mapping is learned from sources other than gateway authentication.
D. "Collect HIP data' needs to be enabled in the configuration.

Eﬁ: B\ C
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User mapping learned from sources other thangateway authenticationcan cause intermittent access issues if it conflicts with the
expected user identity used in HIP-based policies. If the firewall is associatingthe user with an outdated or incorrect mapping, traffic
may not match the intended security policies, leading todenials by the Catch-All Deny rule.

Ifthefirewall loses user mapping due to missed HIP report checks, the user may temporarily lose access to policies that require a
validHost Information Profile (HIP)match. When the VPN connection is refreshed, the HIP check is re-initiated, restoring access
until the issue repeats.

HA #12
How can a senior engineer use Strata Cloud Manager (SCM) to ensure that junior engineers are able to create compliant policies
while preventing the creation of policies that may result in security gaps?

¢ A. Configure an auto tagging rule in SCM to trigger a Security policy review workflow based on a security rule tag, then
instruct junior engineers to use this tag for all new Security policies.

¢ B. Configure role-based access controls (RBACs) for all junior engineers to limit them to creating policies in a disabled state,
manually review the policies, and enable them using a senior engineer role.

e (. Use security checks under posture settings and set the action to "deny" for all checks that do not meet the compliance
standards.

¢ D. Runa Best Practice Assessment (BPA) at regular ntervals and manually revert any policies not meeting company
compliance standards.

Eff: C
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By usingsecurity checks under posture settingsinStrata Cloud Manager (SCM), the senior engineer can enforcepolicy compliance
standardsbyautomatically denyingany security policy that does notalign with best practices. This ensures that junior engineers can
create policies while preventing configurations that might introduce security gaps. This proactive approachelimnates manual
oversightand enforces compliance at the time of policy creation, reducing risk and ensuring consistent security enforcement.

HR#13

A customrer using Prisma Access (Managed by Panorama) wants to monitor traffic patterns across all remote networks and use
Strata Logging Service to gather insights on network usage. An engineer notices that some network data is missing from the
Application Command Center (ACC).

‘What should the engineer do to ensure conplete data visibility?

¢ A. Reconfigure the Prisma Access remote networks to log directly to Panorama instead of using Strata Logging Service.

¢ B. Verify that the Panorama web interface has been configured to aggregate logs from both the Panorama data and RN-
SPNs.

¢ C. Ensure that log forwarding profiles are applied to all Prisma Access policies and directed to Strata Logging Service.

¢ D. Enable the Use Data for Pre-Defined Reports' setting in the Logging and Reporting configuration on Panorama.

EfE: C
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For complete data visibility inPrisma Access (Managed by Panorama),log forwarding profilesmust be applied toall security policiesto
ensure that traffic logs are correctly sent toStrata Logging Service. If log forwarding is missing or misconfigured, some traffic data
may not appear in theApplication Command Center (ACC), leading to incomplete insights. Verifying and correctly assigning log
forwarding ensures that all relevant network activity is captured and available for analysis.

HH #14

An engineer has configured IPSec tunnels for two remote network locations; however, users are experiencing intermittent
connectivity issues across the tunnels.

‘What action will allow the engineer to receive notifications when the IPSec tunnels are down or experiencing instability?

A. Select the IPSec tunnel monitoring and notifications checkbox when configuring the remote network IPSec tunnels.
B. Create a new notification profile specifying conditions for remote network [PSec tunnels.

C. Create a tunnel log notification rule to alert on specified remote network IPSec tunnel conditions.

D. Set up the operational health dashboard to email alerts for remote Network IPSec tunnel issues.

IEf#: B
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InPrisma Access, configuring anotification profileallows engineers to receive alerts when IPSec tunnels experience downtime or
nstability. By definingspecific conditions for remote network IPSec tunnels, the notification profile ensures that the engineer is
proactively mformed abouttunnel failures, flapping, or degraded performance. This approach enables timely troubleshooting and
minimizes disruptions for users relying on the IPSec tunnels.

HE#15
How can an engineer use risk score customization in SaaS Security Inline to limit the use of unsanctioned SaaS applications by
employees within a Security policy?

A. Build an application filter using unsanctioned SaaS as the category.

B. Increase the risk score for all SaaS applications to automatically block unwanted applications.

C. Lower the risk score of sanctioned applications and increase the risk score for unsanctioned applications.
D. Build an application filter using unsanctioned SaaS as the characteristic.

Ef: C
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SaaS Security Inline allows engineers to customize the risk scores assigned to different SaaS applications based on various factors.
By manipulating these risk scores, you can influence how these applications are treated within Security policies.
To limit the use of unsanctioned SaaS applications:



* Lower the risk score of sanctioned applications:This makes them less likely to trigger policies designed to restrict high-risk
activities.

* Increase the risk score of unsanctioned applications:This elevates their perceived risk, making them more likely to be caught by
Security policies configured to block or limit access based on risk score thresholds.

Then, you would create Security policies that take action (e.g., block access, restrict features) based on these adjusted risk scores.
For example, a policy could be configured to block access to any SaaS application with a risk score above a certain threshold,
which would primarily target the unsanctioned applications with their inflated scores.

Let's analyze why the other options are incorrect based on official documentation:

* B. Increase the risk score for all SaaS applications to automatically block unwanted applications.

Increasing the risk score forallSaaS applications, including sanctioned ones, would lead to unintended blocking and disruption of
legitimate business activities. Risk score customization is intended for differentiation, not a blanket increase.

* C. Build an application filter using unsanctioned SaaS as the category. While creating an application filter based on the
"unsanctioned SaaS" category is a valid way to identify these applications, it directly filters based on the category itself, not the risk
score. Risk score customization provides a more nuanced approach where you can define thresholds and potentially allow some
low- risk activities within unsanctioned applications while blocking higher-risk ones.

* D. Build an application filter using unsanctioned SaaS as the characteristic. Similar to option C, using "unsanctioned SaaS" as a
characteristic in an application filter allows you to directly target these applications. However, it doesn't leverage the risk score
customization feature to control access based on a graduated level of risk.

Therefore, the most effective way to use risk score customization to limit unsanctioned SaaS application usage is by lowering the risk
scores of sanctioned applications and increasing the risk scores of unsanctioned ones, and then building Security policies that act
upon these adjusted risk scores.
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