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NEW QUESTION # 65
In the pull request, how can developers avoid adding new dependencies with known vulnerabilities?

A. Enable Dependabot alerts.

B. Enable Dependabot security updates.

C. Add Dependabot rules.

D. Add a workflow with the dependency review action.

Answer: D

Explanation:

To detect and blockvulnerable dependencies before merge, developers should use theDependency Review GitHub Actionin their
pull request workflows. It scans all proposed dependency changes and flags any packages with known vulnerabilities.

This is apreventative measureduring development, unlike Dependabot, which reactsafter the fact.

NEW QUESTION # 66
A dependency has a known vulnerability. What does the warning message include?

A. How many projects use these components

B. The security impact of these changes

C. A brief description of the vulnerability

D. An easily understandable visualization of dependency change

Answer: C

Explanation:

When a vulnerability is detected, GitHub shows a warning that includes abrief description of the vulnerability. This typically covers
the name ofthe CVE (if available), a short summary of the issue, severity level, and potential impact. The message also links to
additional advisory data from the GitHub Advisory Database.

This helps developers understand the context and urgency of the vulnerability before applying the fix.

NEW QUESTION # 67
What happens when you enable secret scanning on a private repository?

A. GitHub perforns a read-only analysis on the repository.

B. Dependency review, secret scanning, and code scanning are enabled.
C. Your teamis subscribed to security alerts.

D. Repository administrators can view Dependabot alerts.

Answer: A

Explanation:

When secret scanning is enabled on a private repository,GitHub performs a read-only analysisof the repository's contents. This
includes the entire Git history and files to identify strings that match known secret patterns or custom-defined patterns.

GitHub does not alter the repository, and enabling secret scanningdoes not automatically enablecode scanning or dependency review
- each must be configured separately.

NEW QUESTION # 68
Which CodeQL query suite provides queries of lower severity than the default query suite?

e A github/codeql-go/ql/src@main
e B. github/codeql/cpp/ql/src@main
e C. security-extended

Answer: C

Explanation:
Thesecurity-extendedquery suite includes additional CodeQL queries that detectlower severity issuesthan those in the default



security-and-quality suite.
It's often used when projects want broader visibility into code hygiene and potential weak spots beyond critical vulnerabilities.
The other options listed arepaths to language packs, not query suites themselves.

NEW QUESTION # 69
Which of the following options would close a Dependabot alert?

A. Viewing the dependency graph

B. Creating a pull request to resolve the vulnerability that will be approved and merged
C. Viewing the Dependabot alert on the Dependabot alerts tab of your repository

D. Leaving the repository in its current state

Answer: B

Explanation:

ADependabot alertis only marked asresolvedwhen the related vulnerability is no longer present in your code

- specifically after youmerge a pull requestthat updates the vulnerable dependency.

Simply viewing alerts or graphs doesnotaffect their status. Ignoring the alert by leaving the repo unchanged keeps the vulnerability
active and unresolved.

NEW QUESTION # 70
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