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Refer to the exhibits.
How will the application vulnerabilities be patched, based on the exhibits provided? (Choose one answer)

A. The vulnerability will be patched by installing the patch from the vendor's website.

B. The end user will patch the vulnerabilities using the FortiClient software.

C. The vulnerability will be patched automatically based on the endpoint profile configuration.
D. An admnistrator will patch the vulnerability remotely using FortiSASE.

Ef#: D

it

Based on the settings shown in the provided exhibits, the vulnerability remediation workflow is determined by the Endpoint Profile
and the Vulnerability Dashboard.

* Endpoint Profile Evaluation: The top exhibit displays the Scan for Vulnerabilities settings. The toggle for Automatically patch
vulnerabilities is explicitly set to Disabled. Consequently, the system will not perform autormated remediation when a scan completes.
* Manual Patching Requirement: The Vulnerability Dashboard (bottom exhibit) lists several application vulnerabilities with a Patching
status of Manual patching required. In a FortiSASE environment, "Manual" indicates that the vulnerability cannot be handled by the
client's autonomous update process and requires a direct instruction from the management plane.

* Administrative Intervention: The dashboard includes a Patch endpoints action button. Since auto- patching is disabled in the
profile, an administrator must manually select the vulnerabilities and click the "Patch endpoints” button to remotely trigger the
patching sequence on the managed endpoints via the FortiSASE cloud service.

* Workflow Logic: While FortiClient acts as the "conductor” on the local machine to facilitate the download and installation, the
trigger for this specific scenario is the admmistrator’s remote action within the portal. This differentiates it from Option D (which is
disabled) and Option C (which would nvolve a user manually browsing a website outside the managed SASE workflow).

E #20

Refer to the exhibit.

An organization must inspect all the endpoint internet traffic on FortiSASE, and exclude Google Maps traffic from the FortiSASE
tunnel and redirect it to the endpoint physical interface.

Which configuration must you apply to achieve this requirement? (Choose one answer)

¢ A. Exempt Google Maps in URL filtering in the web filter profile.

¢ B. Add the Google Maps URL in the zero trust network access (ZTNA) TCP access proxy forwarding rule.

¢ C. Add the Google Maps URL as a steering bypass destination in the endpoint profile.

¢ D. Configure a steering bypass tunnel firewall policy using Google Maps FQDN to exclude and redirect the traffic.

EfE: C

fiR .-

In FortiSASE, the requirement to redirect specific traffic away from the secure tunnel and through the local physical interface is
achieved through Steering Bypass (commonly referred to as split tunneling).

* Steering Bypass Destinations: This feature is configured within the Endpoint Profile settings. When an administrator adds a
destination (such as the Google Maps URL or FQDN) to the Steering Bypass table, the FortiClient agent updates the local routing
table on the endpoint.

* Traffic Redirection: Traffic matching these bypass rules is explicitly excluded from the FortiSASE VPN tunnel and instead sent
directly out of the device's local internet gateway (physical interface). This is ideal for optimizing bandwidth and reducing latency for
trusted, high-volume applications like mapping services or video conferencing.

* Analysis of Other Options:

* Option A: ZTNA TCP access proxy rules are designed for secure access to private applications, not for managing how internet-
bound traffic is routed.

* Option B: While it uses the term "steering bypass," there is no "tunnel firewall policy” configuration for this purpose; the
configuration is done at the endpoint profile level.

* Option C: Exempting a URL in the Web Filter profile only instructs FortiSASE to skip security scanning (AV, DLP, etc.) for that
traffic. The traffic would still be encapsulated in the tunnel and sent to FortiSASE, which does not meet the requirement to redirect it
to the physical interface.

By configuring the Google Maps URL as a steering bypass destination, the organization ensures the traffic never enters the SASE
tunnel, fulfilling the requirement for both traffic inspection (for all other traffic) and local redirection (for Google Maps).



R #21
‘Which two components are part of onboarding a secure web gateway (SWG) endpoint for secure internet access (SIA)? (Choose

two.)

A. FortiSASE certificate authority (CA) certificate
B. proxy auto-configuration (PAC) file

C. tunnel policy

D. FortiClient software

IE%: B\ D

TR
A PAC file is used to redirect client web traffic through the SWG, and FortiClient software is required to connect endpoints to the
FortiSASE service for secure internet access (SIA).

H #22
‘When configuring the DLP rule in FortiSASE using Regex format, what would be the correct order for the configuration steps?
(Place the four correct steps in order)

Ef#:

fEEHL -

Explanation:

1. DLP Data Pattern

2. DLP Dictionary

3. DLP Sensor

4. DLP Profile

The FortiSASE Data Loss Prevention (DLP) framework follows a hierarchical object-oriented structure.

When creating a custom DLP rule using Regular Expressions (Regex), the administrator must build the components from the most
granular level upward to the policy level

* DLP Data Pattern: This is the first step where the actual Regex string is defined. The pattern specifies what specific data string
(e.g., a specific credit card format or employee ID) the engine should look for.

* DLP Dictionary: Once the pattern is created, it must be added to a Dictionary. The dictionary acts as a container that groups one
or more data patterns together for easier management.

* DLP Sensor: The dictionary is then linked to a DLP Sensor. Within the sensor, you define the "Rule" which specifies the dictionary
to use and the action to take (such as block, log, or quarantine) when a match occurs.

* DLP Profile: Finally, the sensor is applied to a DLP Profile. This profile is the high-level object that is ultimately selected within a
FortiSASE Security Policy to inspect traffic for sensitive data.

ER#23
What is required to enable the MSSP feature on FortiSASE?

A. The MSSP add-on license must be applied to FortiSASE.

B. Multi-tenancy must be enabled on the FortiSASE portal.

C. Role-based access control (RBAC) must be assigned to identity and access management (IAM) users using the
FortiCloud IAM portal.

D. MSSP user accounts and permissions must be configured on the FortiSASE portal

IEf: C

iRt aL -
To enable the MSSP feature on FortiSASE, you must use the FortiCloud IAM portal to assign RBAC permissions to users. This
grants appropriate access to manage nultiple tenants or customer accounts securely.

B #24
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