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NEW QUESTION # 135 
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A. Distributed denial-of-service (DDoS)
B. Phishing attacks
C. Social engineering
D. Ransomware deployment

Answer: C

NEW QUESTION # 136 
Which operating system features can be exploited by attackers to execute malicious payloads?
(Choose two)
Response:

A. AutoRun and AutoPlay features
B. Secure Shell (SSH) protocols
C. Secure Boot
D. Command-line interfaces

Answer: A,D

NEW QUESTION # 137 
What role does network segmentation play in mitigating lateral movement?
Response:

A. It limits the spread of attacks within subnets
B. It simplifies network management
C. It enhances the encryption level of data
D. It increases the bandwidth available for critical applications

Answer: A

NEW QUESTION # 138 
Which of the following best describes privilege escalation?
Response:

A. The reduction of privileges to enhance system security
B. The systematic review of user privileges over time
C. The addition of resources to a user's account to improve performance
D. The process by which a user or process gains higher access rights or privileges than those originally granted

Answer: D

NEW QUESTION # 139 
What are key indicators of lateral movement in a network?
(Choose two)
Response:

A. System crashes and restarts
B. Changes in system configuration files
C. Unusual outbound traffic
D. Anomalous login patterns across multiple machines

Answer: C,D

NEW QUESTION # 140
......
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