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Cisco Implementing and Operating Cisco Security Core Technologies Sample
Questions (Q666-Q671):
NEW QUESTION # 666 
An engineer has been tasked with implementing a solution that can be leveraged for securing the cloud users, data, and applications.
There is a requirement to use the Cisco cloud native CASB and cloud cybersecurity platform. What should be used to meet these
requirements?

A. Cisco Umbrella
B. Cisco NGFW
C. Cisco Cloud Email Security
D. Cisco Cloudlock

Answer: D
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Explanation:
Cisco Cloudlock: Secure your cloud users, data, and applications with the cloud-native Cloud Access Security Broker (CASB) and
cloud cybersecurity platform. Reference: https://www.cisco.com/c/dam/en/us/products/collateral/security/cloud-web-security/at-a-
glance-c45- 738565.pdf Cisco Cloudlock: Secure your cloud users, data, and applications with the cloud-native Cloud Access
Security Broker (CASB) and cloud cybersecurity platform. Reference:
https://www.cisco.com/c/dam/en/us/products/collateral/security/cloud-web-security/at-a-glance-c45- 738565.pdf

NEW QUESTION # 667 
An engineer enabled SSL decryption for Cisco Umbrella intelligent proxy and needs to ensure that traffic is inspected without
alerting end-users. Which action accomplishes this goal?

A. Upload the organization root CA to Cisco Umbrella.
B. Modify the user's browser settings to suppress errors from Cisco Umbrella.
C. Restrict access to only websites with trusted third-party signed certificates.
D. Install the Cisco Umbrella root CA onto the user's device.

Answer: D

Explanation:
Installing the Cisco Umbrella root CA onto the user's device is the action that accomplishes the goal of inspecting traffic without
alerting end-users. This is because the root CA allows the user's device to trust the certificates issued by the Cisco Umbrella
intelligent proxy, which acts as a man-in-the-middle for SSL sites on Umbrella's grey list. Without the root CA, the user's browser
would raise errors when accessing those sites, as it would detect an untrusted certificate. By installing the root CA, the user's
browser would accept the certificate and allow the traffic to be proxied and inspected by the intelligent proxy. References:
* Enable SSL Decryption - Umbrella User Guide
* SSL Decryption in the Intelligent Proxy - Cisco Umbrella
* Cisco Umbrella Intelligent Proxy and SSL Decryption
* Intelligent Proxy and SSL Decryption with Cisco Umbrella

NEW QUESTION # 668 
Which CoA response code is sent if an authorization state is changed successfully on a Cisco IOS device?

A. CoA-NCL
B. CoA-NAK
C. COA-AB
D. CoA-ACK

Answer: D

NEW QUESTION # 669 
What is the target in a phishing attack?

A. perimeter firewall
B. endpoint
C. IPS
D. web server

Answer: B

NEW QUESTION # 670 
The Cisco ASA must support TLS proxy for encrypted Cisco Unified Communications traffic. Where must the ASA be added on
the Cisco UC Manager platform?

A. Certificate Trust List
B. Secured Collaboration Proxy
C. Enterprise Proxy Service



D. Endpoint Trust List

Answer: A

Explanation:
The Cisco ASA must support TLS proxy for encrypted Cisco Unified Communications traffic. This means that the ASA acts as a
proxy between the Cisco IP Phone and the Cisco Unified Communications Manager (UCM), decrypting, inspecting, and re-
encrypting the voice signaling traffic. To do this, the ASA needs to have the certificates of the devices that the phone trusts, such as
the UCM servers and the TFTP servers. These certificates are stored in a Certificate Trust List (CTL) file that the phone downloads
from the UCM before registration. Therefore, the ASA must be added to the CTL file on the UCM platform, so that the phone can
verify the identity of the ASA as a proxy. The other options are not relevant for this scenario. The Endpoint Trust List is a list of
certificates that the UCM trusts for encrypted endpoints. The Enterprise Proxy Service is a feature that allows the UCM to route
calls to and from the public switched telephone network (PSTN) through a SIP proxy server. The Secured Collaboration Proxy is a
feature that allows the UCM to encrypt the media streams between endpoints using Secure Real-Time Transport Protocol (SRTP).
References :=
* Cisco Secure Firewall ASA Unified Communications Guide - TLS Proxy for Encrypted Voice Inspection
* TLS Proxy for Encrypted Voice Inspection - Cisco
* Where must the ASA be added on the Cisco UC Manager platform?

NEW QUESTION # 671
......
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