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CompTIA Linux+ Certification Exam Sample Questions (Q34-Q39):
NEW QUESTION # 34 
A Linux administrator needs to create an image named sda.img from the sda disk and store it in the /tmp directory. Which of the
following commands should be used to accomplish this task?

A. dd if=/dev/sda of=/tmp/sda.img
B. dd --of=/dev/sda --if=/tmp/sda.img
C. dd of=/dev/sda if=/tmp/sda.img
D. dd --if=/dev/sda --of=/tmp/sda.img

Answer: A

NEW QUESTION # 35 

https://drive.google.com/open?id=1pOsFt2LiPUmElJn5p6dllPqLGMhaHe2l
https://www.validtorrent.com/XK0-005-valid-exam-torrent.html
https://www.dumpsquestion.com/XK0-005-exam-dumps-collection.html
https://www.dumpsmaterials.com/XK0-005-real-torrent.html
https://www.practicevce.com/CompTIA/XK0-005-practice-exam-dumps.html


A user is unable to remotely log on to a server using the server name server1 and port 22. The Linux engineer troubleshoots the
issue and gathers the following information:
Which of the following is most likely causing the issue?

A. sshd is not an active service.
B. server 1 is not in the DNS.
C. sshd is running on a non-standard port.
D. serverl is using an incorrect IP address.

Answer: C

Explanation:
Explanation
The sshd is the Secure Shell Daemon, which is a service that allows remote login to a Linux system using the SSH protocol. The
output shows that the sshd is running on port 2222, which is a non-standard port for SSH.
The default port for SSH is 22, which is what the user is trying to use. Therefore, the statement B is most likely causing the issue.
The statements A, C, and D are incorrect because they do not explain why the user cannot log on using port 22. References: [How
to Change SSH Port in Linux]

NEW QUESTION # 36 
Which of the following actions are considered good security practices when hardening a Linux server? (Select two).

A. Renaming the root account to something else
B. Disabling public key authentication
C. Disabling the SSH root login possibility
D. Removing unnecessary packages
E. Changing the permissions on the root filesystem to 600
F. Changing the default shell to /bin/csh

Answer: C,D

Explanation:
Some good security practices when hardening a Linux server are:
Removing unnecessary packages (B) to reduce the attack surface and eliminate potential vulnerabilities Disabling the SSH root login
possibility (E) to prevent unauthorized access and brute-force attacks on the root account References:
[CompTIA Linux+ Study Guide], Chapter 9: Securing Linux, Section: Hardening Linux
[How to Harden Your Linux Server]

NEW QUESTION # 37 
After starting a long-running script, a systems administrator needs to verify the frequency of what is filling up the /var partition and kill
it because it is consuming too much space.
Which of the following is the correct sequence given only a terminal is available?

A. 1. CTRL-Z
2. bg
3. watch df /var
4. CTRL-C
5. fg
6. CTRL-C
B. 1. CTRL-C
2. fg
3. watch df /var
4. CTRL-Z
5. bg
6. CTRL-Z
C. 1. CTRL-C
2. bg
3. watch df /var
4. CTRL-C



5. fg
6. CTRL-Z
D. 1. CTRL-Z
2. bg
3. watch df /var
4. CTRL-Z
5. fg
6. CTRL-C

Answer: A

Explanation:
1. CTRL-Z When you press Ctrl+Z, the "long-running-script" will be stop or suspended.
2. bg will send the long-running-script to the background so you can use the terminal.
3. watch df /var will show used and available disk space. It displays its output on the terminal window that is temporarily cleared of
all other content (i.e., prompts, commands and results of commands). This makes it easy to observe the changing output of a
command over time.
4. CTRL-C will terminated the watch df /var command.
5. fg will bring back to foreground the long-running-script
6. CTRL-C will terminate the long-running-script

NEW QUESTION # 38 
A systems administrator is notified that the mysqld process stopped unexpectedly.
The systems administrator issues the following command:
sudo grep -i -r 'out of memory' /var/log
The output of the command shows the following:
kernel: Out of memory: Kill process 9112 (mysqld) score 511 or sacrifice child.
Which of the following commands should the systems administrator execute NEXT to troubleshoot this issue? (Select two).

A. lsblk
B. renice -15 $( pidof mysql )
C. killall -15
D. free -h
E. vmstat -a 1 4
F. nc -v 127.0.0.1 3306

Answer: D,E

Explanation:
The free -h command can be used to check the amount of free and used memory in the system in a human-readable format. This can
help to troubleshoot the issue of mysqld being killed due to out of memory. The vmstat -a 1 4 command can be used to monitor the
system's virtual memory statistics, such as swap usage, paging activity, and memory faults, every one second for four times. This can
help to identify any memory pressure or performance issues that may cause out of memory errors. The nc -v 127.0.0.1 3306
command would attempt to connect to the MySQL server on port 3306 and display any diagnostic messages, but this would not
help to troubleshoot the memory issue. The renice -15 $( pidof mysql ) command would change the priority of the mysql process to
-15, but this would not prevent it from being killed due to out of memory. The lsblk command would display information about block
devices, not memory usage. The killall -15 command would send a SIGTERM signal to all processes with a matching name, but this
would not help to troubleshoot the memory issue.

NEW QUESTION # 39
......
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