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Install, Configure, Administrate the VMware by Broadcom Solution: This area covers installing,
=x 1 configuring, and managing VMware solutions including VCF Fleet deployment, expansion, and reduction
operations.
Troubleshoot and Optimize the VMware by Broadcom Solution: This domain focuses on troubleshooting
VCF deployment, upgrades, conversions, workload domains, fleet operations (certificates, passwords,
FH 2 identity), licensing, compute resources, storage (VSAN, supplemental storage), networking (VDS, NSX),
VCF Operations tools, Identity Broker automation, and HCX workload migrations.
Plan and Design the VMware by Broadcom Solution: This domain addresses architectural planning and
FH 3 design principles for creating scalable, secure virtual environments aligned with business requirements.
IT Architectures, Technologies, Standards: This domain covers fundamental frameworks, tools, and best
FH 4 practices for building scalable, secure, and interoperable enterprise IT systems.
VMware by Broadcom Solution: This section focuses on understanding VMware by Broadconi's
5 virtualization and cloud infrastructure platform for managing modern enterprise workloads.
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EE #38

An administrator is asked to create a second provider gateway (provider gateway 02) in VMware Cloud Foundation (VCF)
Automation Region-A.

After launching the Create Provider Gateway workflow in the VCF Automation Provider Management Portal, no Tier-0 Gateway is
available for assignment.

How would you resolve this issue?

A. Retry the Create Provider Gateway workflow.

B. Create a new Region.

C. Log into the NSX Manager, create a new Tier- 1 Gateway.
D. Log into the NSX Manager, create a new TO Gateway.

HE: D

Y.

In VMware Cloud Foundation 9.0, aProvider Gatewayin VCF Automation is always backed by anexisting Tier-0 or Tier-0 VRF
gatewayin NSX. When the administrator launches theCreate Provider Gateway workflow and no Tier-0 gateways appear for
assignment, this indicates that VCF Automation cannot discover any valid Tier-0 gateways in the associated region.

The VMware Cloud Foundation 9.0 documentation explicitly states thatbefore adding a Provider Gateway, an administratormust
first create an Active-Standby Tier-0 Gateway in NSX Manager. The Provider Gateway workflow only lists Tier-0 gateways that
already exist and are properly configured in NSX. If none are present, the list will be empty.

From the documentation:'"To add a provider gateway, first you must create an Active Standby tier-0 gateway in the NSX Manager
associated with the region to back it.". Provider gateways in VCF Automationare discovered fiom these preexisting Tier-0
gatewaysand cannot be created until they exist.

Creating a Tier-1 gateway (Option B) does not satisfy the requirement because Provider Gateways must map specifically toTier-0,
not Tier-1. Retrying the workflow (Option D) will not resolve the issue because the Tier-

0 backing resource is missing, Creating a new region (Option A) is unnecessary unless required for other organizational reasons, and
it still would not produce a Tier-0 gateway.

Therefore, the correct and verified solution is tolog in to NSX Manager and create the required Tier-0 gateway, after which it will
appear in the Provider Gateway creation workflow.

A2 #39

An admmnistrator is responsible for managing a VMware Cloud Foundation (VCF) fleet. The following information has been
provided about the VCF fleet configuration:

* The VCF fleet consists of a single VCF instance with a single management domain and a single workload domain.

* VCF Automation has a single Organization for VM Apps configured with a VCF Cloud Account for the workload domain.

The administrator has been tasked with creating a new Organization for All Apps to support the developers need to deploy
Kubernetes-based applications in a new region in a workload domain.

The administrator attempts to create a new region through the VCF Automation Provider Portal but the VMware NSX manager for
the workload domain does not appear on the list of available NSX managers.

What action must the administrator complete to resolve the issue?

A. Deploy a new VCF workload domain.

B. Trigger an inventory synch in VCF Operations fleet management.
C. Add the SDDC Manager integration for the VCF mstance.

D. Deploy an additional VCF workload domain cluster.

: C
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EE #40

An administrator is tasked with replacing a VMware vCenter certificate in VMware Cloud Foundation (VCF) Operations with an
external CA-signed certificate. The certificate import completes successfully but when running the certificate replacement task, it fails
with the following error: Certificate replacement has failed...

The Certificate Chain validation failed due to 'Signature does not match' What is the possible cause of this issue?

A. The Certificate Signing Request (CSR) included the IP address of the vCenter.
B. The external CA is not trusted by VCF Operations.

C. The external CA is not accessible to VCF Operations.

D. The server certificate was copied to the wrong field.



HE: D

Y.

When replacing certificates in VMware Cloud Foundation (VCF) Operations, the system performs strict certificate chain validation.
The error shown:

"Certificate chain validation failed due to 'Signature does not match"' indicates that VCF Operations attempted to validate the
presented certificate chain but detected that the server certificate did not correctly match the signing CA certificate. This occursmost
commonly when the administrator pastes the server certificate and CA root/mtermediate certificates into the wrong fields during
import.

VCF requires the certificate bundle to be uploaded in the correct format:

* Server certificate# Server Certificate field

* Intermediate certificates# Intermediate Chain field

* Root certificate# Root CA field

Ifthe chain order is wrong or the server certificate is mistakenly placed in an intermediate or root CA field, the cryptographic
signature validation fails. This exact failure mode is documented in VMware certificate replacement workflows.

Option A is incorrect because including an IP address in a CSR does not invalidate chain signatures.

Option B is incorrect because an untrusted CA produces atrustfailure, not asignature mismatch.

Option C is unrelated: accessibility is not required for certificate validation.

HE #41

An administrator logs into the vSphere client to check the health of a cluster. An alert appears on the cluster stating, "vSphere HA
host status".

The administrator toggles vSphere HA off and on and the following error appears on the host "A general system error occurred:
Failed to start fdm service on host".

What is the cause of this issue?

A. The vimware-fdm service is disabled on the ESX host.

B. vSphere HA startup policy is not configured correctly.

C. The vmware-fdm vib is missing from the ESX host.

D. vSphere HA Admission Control settings are not configured correctly.

e C

MH.

vSphere High Availability (HA) depends on theFDM agent(Fault Domain Manager) that runs on every ESXi host in the cluster.
‘When an administrator enables HA on a cluster, vCenter automatically installs or updates thevimware-fdm VIBon each participating
ESXi host. This VIB contains the HA agent binaries and is mandatory for HA services to start.

The error encountered:

"A general system error occurred: Failed to start fdm service on host"

is a classic and well-documented symptom of amissing or corrupted vimware-fdm VIB. When vSphere HA is toggled offand on,
vCenter attempts to reinstall or restart the FDM agent; if the VIB is not present, HA cannot deploy successfully, and the FDM
service fails to start.

Why the other answers are incorrect:

* A. The vmware-fdm service is disabledESXi does not allow manual disabling of this system service in normal operations. If the
service fails to start, the root cause is usually the absence or corruption of the VIB-not a disabled service.

* C. Admission Control settings not configured correctlyAdmission Control errors affectVM failover capacity, not the ability to start
FDM services.

* D. HA startup policy not configured correctlyThere isno per-host HA startup policythat prevents FDM from starting,

EE #42

An administrator is creating a new workload domain from VMware Cloud Foundation (VCF) Operations.

They are blocked at the Hosts selection screen as no ESX hosts are available. They see the following message:

"No suitable hosts available to create a VI workload domain. Hosts must be unassigned, commissioned with at least one physical
NIC and the same storage type as the VI workload domain, and the ESX version must be compatible with the lowest ESX version
present in the management domain." How can the administrator commission new hosts to enable the creation of the VI workload
domain?

e A Using the VCF Installer.
e B. Using the vSphere client.



¢ C. Using VCF Operations.
e D. Using the Cloud Builder.

HE. C

ME:

In VMware Cloud Foundation 9.0,all host commissioning operationsare performed throughVCF Operations

, not through vSphere Client, Cloud Builder, or the VCF Installer. Once VCF is deployed, Cloud Builder is no longer used, and the
VCF Installer is for lifecycle and bundle management-not for host workflows. The vSphere Client also cannot commission hosts
because host commissioning is a foundational VCF workflow requiring hardware validation, storage type checks, NIC checks, HCL
conformance, and version compatibility.

The error message provided:

"Hosts must be unassigned, commissioned with at least one physical NIC and the same storage type... and the ESX version must be
compatible..." is a standard VCF 9.0 validation message shown whenno commissioned hostsmatching the workload domain
requirements exist. VMware documentation states that hosts must be commissioned under:

VCF Operations # Fleet Management # Hosts # Commission Host

Here, VCF validates:

* Storage type (VSAN ESA, vSAN OSA, NFS, FC, etc.)

* Network pool membership (matching the WLD plan)

* ESXi version compatibility with the Management Domain baseline

* NIC mapping and certifications

Until hosts are commissioned, they cannot appear in the workload domain creation wizard.

Thus, the correct method to commission hosts isD. Using VCF Operations.

HEE #43
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