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o SIA, SSA, and SPA" This section focuses on the skills of Security Admmistrators in designing security
profiles for content inspection and deploying SD-WAN and Zero Trust Network Access (ZTNA) using

FH1 SASE. Understanding these concepts is crucial for securing access to applications and data across the

network.
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¢ SASE Architecture and Components: This section measures the skills of Network Security Engineers and

covers the architecture and components of FortiSASE. It includes integrating FortiSASE into a hybrid
FH 2 network, identifying its components, and constructing deployment cases to effectively implement SASE
solutions.

¢ SASE Deployment: This domain assesses the capabilities of Cloud Security Architects in deploying SASE
=x 3 solutions. It includes implementing various user onboarding methods, configuring administration settings,
and applying security posture checks and compliance rules to ensure a secure environment.

¢ Analytics: This domain evaluates the skills of Data Analysts in utilizing analytics within FortiSASE. It
=X 4 mnvolves identifying potential security threats using traffic logs, configuring dashboards and logging settings,
and analyzing reports for user traffic and security issues to enhance overall security posture.
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EE#12

‘When configuring FortiSASE administration settings, which option is critical for ensuring compliance with data protection
regulations?

Response:

A. Enabling file sharing

B. Disabling encryption

C. Setting up geographic restrictions
D. Limiting the number of user sessions
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EE#13
Refer to the exhibit. To allow access, which web filter configuration must you change on FortiSASE?
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Security Logs

A. mline cloud access security broker (CASB) headers
B. content filter

C. FortiGuard category-based filter

D. URL Filter
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To allow access to the URL blocked due to a banned word ("fight" in this case), you need to change the content filter configuration
in FortiSASE.

The content filter checks the content within URLs and blocks access based on specific keywords or phrases. Since the block was
triggered by the word "fight," modifying the content filter settings to either remove this word from the banned list or adjust the filtering
criteria would allow access to the URL.

AE#14
What are the key features of ZTNA that differentiate it from traditional VPN solutions?
Response:

A. Persistent session connectivity
B. Application-level access controls
C. Device posture checks

D. Network level encryption
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HE #15
Which FortiSASE feature ensures least-privileged user access to all applications?

A. secure web gateway (SWG)

B. thin branch SASE extension

C. zero trust network access (ZTNA)
D. SD-WAN

e, C

MH.

Zero Trust Network Access (ZTNA) is the FortiSASE feature that ensures least-privileged user access to all applications. ZTNA
operates on the principle of "never trust, always verify," providing secure access based on the identity of users and devices,
regardless of their location.

Zero Trust Network Access (ZTNA):

ZTNA ensures that only authenticated and authorized users and devices can access applications.

It applies the principle of least privilege by granting access only to the resources required by the user, minimizing the potential for
unauthorized access.

Implementation:

ZTNA continuously verifies user and device trustworthiness and enforces granular access control policies.

This approach enhances security by reducing the attack surface and limiting lateral movement within the network.

Reference:

FortiOS 7.2 Administration Guide: Provides detailed information on ZTNA and its role in ensuring least-privileged access.
FortiSASE 23.2 Documentation: Explains the implementation and benefits of ZTNA within the FortiSASE environment.

A2 #16
Which two additional components does FortiSASE use for application control to act as an inline- CASB? (Choose two.)

A. Web filter with inline-CASB

B. DNS filter

C. mtrusion prevention system (IPS)
D. SSL deep inspection

Y. CD

Y.
IPS protocol decode and analyze network trafficto detect application traffic.
SSL deep inspection to control SaaS cloud application.
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