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Fortinet FCP_FSM _AN-7.2 Exam Syllabus Topics:

Topic Details

e Machine learning, UEBA, and ZTNA: This section of the exam measures the skills of Advanced Security
Architects and covers the integration of modern security technologies. It involves performing configuration
tasks for machine learning models, incorporating UEBA (User and Entity Behavior Analytics) data into
rules and dashboards for enhanced threat detection, and understanding how to integrate ZTNA (Zero
Trust Network Access) principles into security operations.

Topic 1

¢ Analytics: This section of the exam measures the skills of Security Analysts and covers the foundational

techniques for building and refining queries. It focuses on creating searches from events, applying grouping
Topic 2 and aggregation methods, and performing various lookup operations, including CMDB and nested queries
to effectively analyze and correlate data.

¢ Incidents, notifications, and remediation: This section of the exam measures the skills of Incident

Responders and enconpasses the entire incident management lifecycle. This includes the skills required to
Topic 3 manage and prioritize security incidents, configure policies for alert notifications, and set up automated
remediation actions to contain and resolve threats.

¢ Rules and subpatterns: This section of the exam measures the skills of SOC Engineers and focuses on the

construction and implementation of analytics rules. It involves identifying the different components that
Topic 4 make up a rule, utilizing advanced features like subpatterns and aggregation, and practically configuring
these rules within the FortiSIEM platform to detect security events.

Fortinet FCP - FortiSIEM 7.2 Analyst Sample Questions (Q54-Q59):

NEW QUESTION # 54
‘Which running mode takes the most time to perform machine learning tasks?

A. Regression
B. Local

C. Local auto

D. Forecasting

Answer: B

Explanation:
In Local mode, FortiSTEM performs machine learning tasks using the full dataset without optimization shortcuts, making it the most
time-consuming mode compared to Local Auto, Forecasting, or Regression.

NEW QUESTION # 55
Refer to the exhibit.
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Automation Policy

Name  SOC Notification
Severity: Low [ Medium High
Rules: ANY -

Time Range:

Z:RTINET

Affected Items: ANY v
Affected Orgs:  An a4

Action: Send Email/SMS/Webhook to the target users. [&
Run Remediation/Script. m
D Invoke an Integration Policy. Run: no poligy g
[ Create Case when an incident is cFeated. m
[:] Send SNMP message to the destination set in Admin > Settings > Analytics.
D Send XML file ovér HTTP(S) to the destination set in Admin > Settings > Analytics.
[J Open Reihedy ticket \using the configuration set in Admin > Settings » Analytics.

|:] Invake FortiAl and update Comments

Settings: Do not notify when an incident is cleared automatically.
D Lo not notify when an incident is cleared manually.

Do not notify when an incident is cleared by system.

Comments:

‘What happens when an analyst clears an incident generated by a rule containing the automation policy shown in the exhibit?

e A. No notification is sent.

e B. Anemil is sent to the SOC manager.

¢ (. The remediation script is run.

e D. A notification is sent to the SOC manager dashboard.

Answer: A
Explanation:

The automation policy has the option "Do not notify when an incident is cleared manually" enabled. Therefore, when an analyst
manually clears an incident, no notification or automation action is triggered.

NEW QUESTION # 56
Refer to the exhibits.
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Three events are collected over 10 minutes from two servers: Server A and Server B.
Based on the settings for the rule subpattern and a 10-minute condition window, how many incidents will the servers generate?

Answer: B

Explanation:

A. Server A will not generate any incidents and Server B will not generate any incidents.
B. Server A will generate one incident and Server B will not generate any incidents.

C. Server A will not generate any incidents and server B will generate one incident.

D. Server A will generate one incident and Server B will generate one incident.

The rule triggers when the average CPU utilization (AVG(CPU Util)) exceeds the device's CMDB critical threshold and there are at

least two matching events within the 10-minute window.

Server A: Average CPU = (90 +95) / 2 =92.5, which is greater than its critical threshold 0f 90, and it has two events, so one

incident is generated.

Server B: Average CPU = (70 + 60) / 2 = 65, which is below its critical threshold of 70, so no incident is generated.

So, Server A generates one incident, and Server B generates none.



NEW QUESTION # 57
Refer to the exhibit.
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An analyst wants the rule shown in the exhibit to trigger when three failed login attempts occur within three minutes.
‘What should the values be for the condition time window and aggregate count?

A. Time window 90 seconds, aggregate count 3
B. Time window 90 seconds, aggregate count 2
C. Time window 180 seconds, aggregate count 3
D. Time window 180 seconds, aggregate count 2

Answer: C

Explanation:
To detect three failed login attempts within three minutes, you must set the aggregate count to 3 in the subpattern and the time
window to 180 seconds in the rule condition. This ensures the rule triggers only if three or more failed logins occur in that timeframe.

NEW QUESTION # 58
An analyst wants to create a rule from a newly created analytics search. What is the quickest method?



A. On the upper menu bar on any tab, click the pencil icon.

B. Create a new rule under Resources > Rules and fill in the search details.
C. On the Analytics tab, click Actions > Create Rule.

D. On the Analytics tab, click the New button next to the Filter By box.

Answer: C

Explanation:

The quickest way to create a rule from an existing analytics search in FortiSIEM is to go to the Analytics tab and select Actions >
Create Rule. This automatically converts the current search filters and parameters into a correlation rule template, saving time
compared to manually re- entering all the search criteria.

NEW QUESTION # 59
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