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Google Cloud Certified - Professional Google Workspace Administrator
Sample Questions (Q74-Q79):

NEW QUESTION # 74

Your organization is in the process of deploying Google Drive for desktop so that your users can access Drive files directly from
their desktops. For security reasons, you want to restrict Drive for desktop to only company-owned devices. What two steps
should you take from the admin panel to restrict Drive for desktop to only company-owned devices?

Choose 2 answers

A. Create a company-owned device inventory using serial numbers of devices.

B. Create a company-owned device inventory using an asset tag.

C. Devices > Endpomnts > Add a filter-> Management Type > Drive for desktop > Apply

D. Install the Google Endpoint Verification extension on machines using Drive for Desktop.

E. Apps > Google Workspace > Drive and Docs > Features and Applications > Google Drive for Desktop > Only Allow
Google Drive for desktop on authorized devices

Answer: D,E

Explanation:

To restrict Drive for desktop to only company-owned devices, you should:

Go to Apps > Google Workspace > Drive and Docs > Features and Applications > Google Drive for Desktop and select Only
Allow Google Drive for desktop on authorized devices. This setting ensures that only authorized devices can use Drive for desktop.
Install the Google Endpoint Verification extension on machines using Drive for Desktop. This extension helps manage and verify
devices, ensuring that only company-owned devices are allowed access.

Reference:

Google Workspace Admin Help - Set up Drive for desktop

Google Workspace Admin Help - Google Endpoint Verification

NEW QUESTION # 75

The credentials of several individuals within your organization have recently been stolen. Using the Google Workspace login logs,
you have determined that in several cases, the stolen credentials have been used in countries other than the ones your organization
works in. What else can you do to increase your organization's defense-in-depth strategy?

¢ A Enforce higher complexity passwords by rolling it out to the affected users.

¢ B. Implement an IP block on the malicious user's IPs under Security Settings in the Admin Console.

e (. Use Context-Aware Access to deny access to Google services from geo locations other than the ones your organization
operates in.

¢ D. Use Mobile device management geo-fencing to prevent malicious actors from using these stolen credentials.

Answer: C

NEW QUESTION # 76
Your company has a globally distributed remote work team. You want to ensure all team members adhere to the company's data
security policies and only access authorized systens based on their location and role. What should you do?

A. Configure access control policies with conditional access.

B. Implement two- factor authentication for all remote team members.

C. Set up and mandate the use of a company-wide VPN for all remote access.
D. Create and enforce data loss prevention (DLP) rules to control data sharing,

Answer: A

Explanation:

To ensure that a globally distributed remote work team adheres to data security policies and only accesses authorized systenms based
on their location and role, you should configure access control policies with conditional access. Conditional access allows you to
define rules that grant or block access to resources based on various factors, including the user's location, the device they are using,
their role, and the application they are trying to access.

Here's why option D is the most comprehensive solution for the stated requirements and why the others address only parts of the



problen:

D . Configure access control policies with conditional access.

Conditional access is a security framework that evaluates multiple signals before granting access to resources. By implementing
conditional access policies, you can:Control access based on location: Restrict access to certain systems or data based on the
geographic location of the user.

Control access based on role: Ensure that only users with specific roles have access to certain applications or data.

Enforce device compliance: Require users to access resources only from company-managed or compliant devices.

Implement multi-factor authentication (MFA): Require additional verification steps based on the context of the access attempt.
Conditional access provides a granular and dynamic way to enforce security policies based on the specific context of each access
request, aligning with the goal of allowing access only to authorized systems based on location and role while maintaining data
security.

Associate Google Workspace Admmnistrator topics guides or documents reference: The Google Workspace Admin Help
documentation on "Context- Aware Access" (which is Google's implementation of conditional access) explains how to set up policies
based on user attributes (like group membership/role), device security status, and network location. This documentation details how
to create access levels and assign them to applications based on specific conditions, ensuring that access is granted only when the
requirements are met.

A . Create and enforce data loss prevention (DLP) rules to control data sharing,

DLP rules are crucial for preventing sensitive data from being shared nappropriately. However, they primarily focus on controlling
what users can do with data after they have gained access. DLP does not, by itself, control who can access which systens based on
their location and role. It's a complementary security layer but not the primary solution for access control based on these factors.
Associate Google Workspace Administrator topics guides or documents reference: The Google Workspace Admin Help
documentation on Data Loss Prevention (DLP) explains how to create rules to prevent the sharing of sensitive information. It focuses
on the content of the data and user actions related to sharing, not on controlling nitial access based on location and role.

B. Set up and mandate the use of a company-wide VPN for all remote access.

A VPN (Virtual Private Network) can secure the connection between remote users and the company network by encrypting traffic
and potentially routing it through company-controlled servers. While it can enhance security and provide a consistent network origin,
it does not inherently control access based on the user's role or their geographic location (unless the VPN infrastructure is configured
to enforce such restrictions, which would be part of a broader access control strategy). Mandating a VPN is a good security
practice but doesn't fully address the need for role-based and location-aware access control.

Associate Google Workspace Administrator topics guides or documents reference: Documentation on VPN and remote access
might be mentioned in the context of securing connections, but it's not the primary mechanism for implementing granular access
control based on user attributes and location within Google Workspace's administrative framework.

C . Implement two-factor authentication for all remote team members.

Two-factor authentication (2FA) adds an extra layer of security by requiring users to provide two forms of identification 1 before
gamning access. This significantly reduces the risk of unauthorized access 2 due to compromised passwords. While 2FA is a critical
security measure for remote teans, it doesn't, by itself; control which systems users can access based on their location and role. It
verifies the user's identity but not the context of their access attempt in terms of location or role-based authorization.

Associate Google Workspace Administrator topics guides or documents reference: The Google Workspace Admin Help strongly
recommends enabling 2-Step Verification (Google's implementation of 2FA) for enhanced security. However, it is primarily focused
on user authentication, not on contextual access control based on location and role.

Therefore, the most comprehensive solution to ensure adherence to data security policies and control access based on location and
role for a globally distributed remote work team s to configure access control policies with conditional access. This framework
allows for the creation of context-aware rules that take into account various factors to determine whether to grant or block access to
resources.

NEW QUESTION # 77

Your company frequently hires from five to ten interns for short contract engagements and makes use of the same generically named
Google Workspace accounts (e.g,, userl @your-company.com, user2(@your-company.com, user3@your-company.com). The
manager of this program wants all email to these accounts routed to the manager's mailbox account also.

What should you do?

A. Set up recipient address mapping in GMail Advanced Settings.
B. Give the manager delegated access to the mailboxes.

C. Setup address forwarding in each account's GMail setting menu.
D. Configure an Inbound Gateway route.

Answer: A

Explanation:
https7/support.google.conva/answer/6297084#address



NEW QUESTION # 78

In the years before your organization moved to Google Workspace, it was relatively common practice for users to create
unmanaged Google Accounts with their corporate email address (for example, to monitor Analytics, manage AdSense, and
collaborate in Docs with other partners who were on Google Workspace).

How do we provision users who previously owned unmanaged Google Accounts without having to lose access to their data?

¢ A. Contact Google Enterprise Support to provide a list of all accounts on your domains that access Google services outside
Workspace, and have them converted to managed accounts.

¢ B. Provision former user accounts with Cloud Identity licenses, generate a new Google password, and place them in an OU
with all Google Workspace and other Google services disabled.

e (. Use the Transfer Tool for Unmanaged Accounts to send requests to the former users to transfer their account to your
domain as a managed account.

¢ D. Provide a list of all active employees to the managers of your company's Analytics, AdSense, etc.accounts.

Answer: C

Explanation:
https/support.google.comva/answer/11112794%hi=en
https:/support.google.conva/answer/6178640

NEW QUESTION # 79
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