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P RE #198
In terms of availability requirements, how do IACS and IT difter?

e A BothIACS and IT have the same availability requirements.

e B. IACS tolerates occasional failures while IT does not.

e C. Continuous operation is expected in I'T while scheduled operation is sufficient for [ACS.
e D. Rebooting is never acceptable in T but tolerated in IACS.

ZER: C

fi# R -

The ISA/IEC 62443 standards explain that continuous operation is often required in IT systens (such as data centers and online
services), but for IACS environments, scheduled operation (for example, planned maintenance windows) is typically sufficient. IACS
systems may accept limited downtime for maintenance, but require high availability during production runs.

Reference: ISA/IEC 62443-1-1:2007, Section 4.4.4 ("Availability in IACS and IT contexts"); Table 7 (Comparison of IT and
TACS requirements).
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i RE #199
Which of the following is the BEST example of detection-in-depth best practices?
Auvailable Choices (select all choices that are correct)

A. Firewalls and unexpected protocols being used

B. Role-based access control and unusual data transfer patterns

C. IDS sensors deployed within multiple zones in the production environment
D. Role-based access control and VPNs

ER:. C
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The best practice for detection-in-depth according to ISA/IEC 62443 involves layering different types of security controls that
operate effectively under multiple scenarios and across various zones within an environment. IDS (Intrusion Detection Systemnns)
sensors deployed across multiple zones within a production environment exemplify this strategy. By positioning sensors in various
strategic locations, organizations can monitor for anomalous activities and potential threats throughout their network, thus enhancing
their ability to detect and respond to incidents before they escalate. This deployment aligns with the ISA/IEC 62443 focus on
comprehensive coverage and redundancy in cybersecurity mechanisis, contrasting with relying solely on perimeter defenses or
single-point security solutions.

i R #200
Which of the following is an example of a device used for ntrusion detection?

A. Host-based IDS
B. Router

C. Switch

D. Firewall

ER: A

BB«

A Host-based Intrusion Detection System (IDS) is a device or software application used to monitor and analyze the mternals of a
computing system (host) for malicious activity or policy violations. Unlike routers, switches, or even firewalls, which focus on
network traffic or connectivity, a host-based IDS operates on individual machines to detect unauthorized activity or changes.
Reference: ISA/IEC 62443-3-3:2013, Section 4.2.3.6 ("Intrusion detection and prevention'); Glossary:

"Intrusion Detection System (IDS)."

R RE #201
Which is a common pitfall when initiating a CSMS program?
Available Choices (select all choices that are correct)

A. Insufficient documentation due to lack of good follow-up
B. Immediate jump into detailed risk assessment

C. Failure to relate to the mission of the organization

D. Organizational lack of commumication

Z%: B

f R A«

"A common pitfall is to attempt to initiate a CSMS program without at least a high-level rationale that relates cyber security to the
specific organization and its mission." A CSMS program is a Cybersecurity Management System program that follows the IEC
62443 standards for securing industrial control systerns (ICS)1. A common pitfall when initiating a CSMS programis D.
Immediate jump into detailed risk assessment. This is because a detailed risk assessment requires a clear definition of the system
under consideration (SuC), the allocation of IACS assets to zones and conduits, and the identification of threats, vulnerabilities, and
consequences for each zone and conduit2. These steps are part of the assess phase of the CSMS program, which is the first phase
of the security program development process2. However, before starting the assess phase, it is important to have the management
team's support to ensure the CSMS program will have sufficient financial and organizational resources to implement necessary
actions2. Therefore, jumping into detailed risk assessment without having the management buy-in is a common mistake that can



jeopardize the success of the CSMS program

R #202
What is the name of the missing layer in the Open Systems Interconnection (OSI) model shown below?

A. Protocol
B. Transport
C. Control
D. User

£%: B

fE R A«

The Open Systens Interconnection (OSI) model is a framework that describes the fimctions of a networking system. The OSI
model categorizes the computing fimctions of the different network components, outlining the rules and requirement needed to
support the interoperability of the software and hardware that make up the network1.

The OSI model consists of seven abstraction layers arranged in a top-down order: Physical, Data Link, Network, Transport,
Session, Presentation, and Application. The Transport layer is the fourth layer in the OSI model, and 1t is responsible for ensuring
reliable and efficient data transfer between the Network layer and the Session layer2. The Transport layer uses protocols such as
Transmission Control Protocol (TCP) and User Datagram Protocol (UDP) to provide end-to-end communication services, such as
error detection and correction, flow control, congestion control, and segmentation2.

The image that you sent shows a 3D representation of the OSI model, with the layers stacked on top of each other. The missing
layer is the Transport layer, which is represented by a pink box with a white arrow pointing to it. The arrow is labeled "TCP, UDP".
1: What is the OSI Model? 7 Network Layers Explained | Fortinet 2: What is OSI Model | 7 Layers Explained
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