Latest CISA Braindumps Pdf | Dumps CISA Collection

CISA

Information
Systems
Auditor

Certification Questions
& Exams Dumps

www.edurely.com

DOWNLOAD the newest BraindumpsPrep CISA PDF dumps from Cloud Storage for free: https//drive.google.com/open?
id=1A3UoEATZ3DHNuGCXfEaXLcCXLITE6wWm7

As we all know, CISA certification is of great significance to highlight your resume, thus helping you achieve success in your
workplace. So with our CISA preparation materials, you are able to pass the exam more easily in the most efficient and productive
way and learn how to study with dedication and enthusiasm, which can be a valuable asset in your whole life. There are so many
advantages of our CISA Guide dumps which will let you interested and satisfied.

If you want to be a more successful person and become the best, the first step you need to take is to have our CISA exam
questions. Get an internationally certified CISA certificate to prove your strength. This is the best way. Your strength and efficiency
will really bring you more job opportunities. And our CISA study braindumps will help you pass the exam easily and get the
certification for sure.

>> Latest CISA Braindumps Pdf <<

Dumps CISA Collection | CISA New Exam Camp

If'you have interests with our CISA practice materials, we prefer to tell that we have contacted with many former buyers of our
CISA exam questions and they all talked about the importance of effective CISA practice material playing a crucial role in your
preparation process. Our practice materials keep exam candidates motivated and efficient with useful content based wholly on the
real CISA Guide materials.

ISACA Certified Information Systems Auditor Sample Questions (Q373-
Q378):

NEW QUESTION # 373
Which of the following would an IS auditor consider to be the MOST important to review when conducting a business continuity
audit?

e A. Abusiness continuity manual is available and current.
e B. Media backups are performed on a timely basis and stored offsite.
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e C. Ahot site is contracted for and available as needed.
¢ D. insurance coverage is adequate and premiuns are current.

Answer: B

Explanation:
Without data to process, all other components of the recovery effort are in vain. Even in the absence of a plan, recovery efforts of
any type would not be practical without data to process.

NEW QUESTION # 374
The MAIN criterion for determining the severity level of a service disruption incident is:

A. negative public opinion.
B. downtine.

C. geographic location.
D. cost of recovery.

Answer: B

Explanation:

Explanation/Reference:

Explanation:

The longer the period of time a client cannot be serviced, the greater the severity of the incident. The cost of recovery could be
mmimal yet the service downtime could have a major impact.

Negative public opinion is a symptom of an incident. Geographic location does not determine the severity of the incident.

NEW QUESTION # 375
Which of the following layer of an OSI model ensures that messages are delivered error-fiee, in sequence,
and with no losses or duplications?

A. Application layer
B. Transport layer
C. Session layer

D. Presentation layer

Answer: B

Explanation:

Section: Information System Operations, Mamntenance and Support

Explanation

Explanation/Reference:

The transport layer ensures that messages are delivered error-free, in sequence, and with no losses or
duplications. It relieves the higher layer protocols from any concern with the transfer of data between them
and their peers.

The size and complexity of a transport protocol depends on the type of service it can get from the network
layer. For a reliable network layer with virtual circuit capability, a minimal transport layer is required. Ifthe
network layer is unreliable and/or only supports datagram's, the transport protocol should include extensive
error detection and recovery.

The transport layer provides:

Message segmentation: accepts a message from the (session) layer above tt, splits the message into

smaller units (if not already small enough), and passes the smaller units down to the network layer. The
transport layer at the destination station reassembles the message.

Message acknowledgment: provides reliable end-to-end message delivery with acknowledgments.
Message traffic control: tells the transmitting station to "back-off" when no message buffers are available.
Session multiplexing: multiplexes several message streams, or sessions onto one logical link and keeps
track of which messages belong to which sessions (see session layer).

For your exam you should know below nformation about OSI model:

The Open Systems Interconnection model (OSI) is a conceptual model that characterizes and standardizes
the internal functions of a communication system by partitioning it into abstraction layers. The model is a



product of the Open Systers Interconnection project at the International Organization for Standardization
(ISO), maintained by the identification ISO/IEC 7498-1.

The model groups communication functions into seven logical layers. A layer serves the layer above it and
is served by the layer below it. For example, a layer that provides error-fiee communications across a
network provides the path needed by applications above it, while it calls the next lower layer to send and
receive packets that make up the contents of that path. Two instances at one layer are connected by a
horizontal.

OSI Model

PHYSICAL LAYER

The physical layer, the lowest layer of the OSI model, is concerned with the transmission and reception of
the unstructured raw bit stream over a physical medium. It describes the electrical/optical, mechanical, and
functional interfaces to the physical medium, and carries the signals for all of the higher layers. It provides:
Data encoding: modifies the simple digital signal pattern (1s and Os) used by the PC to better
accommodate the characteristics of the physical medium, and to aid in bit and frame synchronization. It
determines:

What signal state represents a binary 1

How the receiving station knows when a 'bit-time" starts

How the receiving station delimits a frame

DATA LINK LAYER

The data link layer provides error-free transfer of data frames from one node to another over the physical
layer, allowing layers above it to assume virtually error-free transmission over the link. To do this, the data
link layer provides:

Link establishment and termination: establishes and terminates the logical link between two nodes.

Frame traffic control: tells the transmitting node to "back-off" when no frame buffers are available.

Frame sequencing; transmits/receives frames sequentially.

Frame acknowledgment: provides/expects frame acknowledgments. Detects and recovers from errors that
occur in the physical layer by retransmitting non-acknowledged frames and handling duplicate frame
receipt.

Frame delimiting; creates and recognizes frame boundaries.

Frame error checking; checks received frames for integrity.

Media access management: determines when the node "has the right" to use the physical medium
NETWORK LAYER

The network layer controls the operation of the subnet, deciding which physical path the data should take
based on network conditions, priority of service, and other factors. It provides:

Routing: routes frames among networks.

Subnet traffic control: routers (network layer intermediate systems) can instruct a sending station to
"throttle back" its frame transmission when the router's buffer fills up.

Frame fragmentation: if it determines that a downstream router's maximum transmission unit (MTU) size is
less than the frame size, a router can fragment a frame for transmission and re-assembly at the destination
station.

Logical-physical address mapping; translates logical addresses, or names, into physical addresses.

Subnet usage accounting; has accounting functions to keep track of frames forwarded by subnet
ntermediate systens, to produce billing information.

Comnunications Subnet

The network layer software must build headers so that the network layer software residing in the subnet
mtermediate systenms can recognize them and use themto route data to the destination address.

This layer relieves the upper layers of the need to know anything about the data transmission and
mtermediate switching technologies used to connect systens. It establishes, maintains and terminates
connections across the intervening communications facility (one or several intermediate systems in the
communication subnet).

In the network layer and the layers below, peer protocols exist between a node and its immediate neighbor,
but the neighbor may be a node through which data is routed, not the destination station. The source and
destination stations may be separated by many intermediate systemns.

TRANSPORT LAYER

The transport layer ensures that messages are delivered error-fiee, in sequence, and with no losses or
duplications. It relieves the higher layer protocols from any concern with the transfer of data between them
and their peers.

The size and complexity of a transport protocol depends on the type of service it can get from the network
layer. For a reliable network layer with virtual circuit capability, a minimal transport layer is required. If the
network layer is unreliable and/or only supports datagranis, the transport protocol should include extensive
error detection and recovery.



The transport layer provides:

Message segmentation: accepts a message from the (session) layer above tt, splits the message into
smaller units (if not already small enough), and passes the smaller units down to the network layer. The
transport layer at the destination station reassembles the message.

Message acknowledgment: provides reliable end-to-end message delivery with acknowledgments.
Message traffic control: tells the transmitting station to "back-off" when no message buffers are available.
Session multiplexing: multiplexes several message streans, or sessions onto one logical link and keeps
track of which messages belong to which sessions (see session layer).

Typically, the transport layer can accept relatively large messages, but there are strict message size limits
imposed by the network (or lower) layer. Consequently, the transport layer must break up the messages
into smaller units, or frames, pretending a header to each frame.

The transport layer header information must then include control information, such as message start and
message end flags, to enable the transport layer on the other end to recognize message boundaries. In
addition, if the lower layers do not maintain sequence, the transport header must contain sequence
mformation to enable the transport layer on the receiving end to get the pieces back together in the right
order before handing the received message up to the layer above.

End-to-end layers

Unlike the lower "subnet" layers whose protocol is between immediately adjacent nodes, the transport layer
and the layers above are true "source to destination" or end-to-end layers, and are not concerned with the
details of the underlying communications facility. Transport layer software (and software above it) on the
source station carries on a conversation with similar software on the destination station by using message
headers and control messages.

SESSION LAYER

The session layer allows session establishment between processes running on different stations. It
provides:

Session establishment, maintenance and termination: allows two application processes on different
machines to establish, use and terminate a connection, called a session.

Session support: performs the functions that allow these processes to communicate over the network,
performing security, name recognition, logging, and so on.

PRESENTATION LAYER

The presentation layer formats the data to be presented to the application layer. It can be viewed as the
translator for the network. This layer may translate data from a format used by the application layer into a
common format at the sending station, then translate the common format to a format known to the
application layer at the receiving station.

The presentation layer provides:

Character code translation: for example, ASCII to EBCDIC.

Data conversion: bit order, CR-CR/LF, integer-floating point, and so on.

Data compression: reduces the number of bits that need to be transmitted on the network.

Data encryption: encrypt data for security purposes. For example, password encryption.
APPLICATION LAYER

The application layer serves as the window for users and application processes to access network
services. This layer contains a variety of commonly needed functions:

Resource sharing and device redirection

Remote file access

Remote printer access

Inter-process communication

Network management

Directory services

Electronic messaging (such as mail)

Network virtual terminals

The following were incorrect answers:

Application Layer - The application layer serves as the window for users and application processes to
access network services.

Presentation layer - The presentation layer formats the data to be presented to the application layer. It can
be viewed as the translator for the network. This layer may translate data froma format used by the
application layer into a common format at the sending station, then translate the common format to a
format known to the application layer at the receiving station.

Session layer - The session layer allows session establishment between processes running on different
stations.

The following reference(s) were/was used to create this question:
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NEW QUESTION # 376
Which of the following is a reason for implementing a decentralized IT governance model?

A. IT synergy among business units

B. Greater responsiveness to business needs

C. Greater consistency among business units

D. Standardized controls and economies of scale

Answer: B

NEW QUESTION # 377
Effective separation of duties in an online environment can BEST be achieved by utilizing;

e A appropriate supervision.

¢ B. transaction logging.

e C. written procedure manuals.
e D. access authorization tables.

Answer: D

Explanation:

Access authorization tables are the best way to achieve effective separation of duties in an online environment, as they allow the
definition and enforcement of different access rights and privileges for different users or roles, based on the principle of least
privilege12. Access authorization tables can help to prevent unauthorized or mappropriate actions, such as fraud, errors, or misuse of
the system, by ensuring that no user has enough privileges to performall parts of a transaction or business process34.

References

1: Separation of Duty (SOD) - Glossary | CSRC3 2: Separation of Duties within Information Systems4 3:

Separation of Duties: Implementation and Challenges in IT2 4: Implementing Segregation of Duties: A Practical Experience Based on
Best Practices - ISACAL
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