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NEW QUESTION # 349

A company is planning to securely manage one-time fixed license keys in AWS. The company's development team needs to access
the license keys in autormaton scripts that run in Amazon EC2 instances and in AWS CloudFormation stacks.

‘Which solution will meet these requirements MOST cost-effectively?

A. AWS Secrets Manager secrets with a tag that is named SecretString
B. AWS Systems Manager Parameter Store SecureString parameters
C. Amazon S3 with encrypted files prefixed with "config"

D. CloudFormation NoEcho parameters

Answer: B

Explanation:

AWS Systenrs Manager Parameter Store is a service that provides secure, hierarchical storage for configuration data and secrets.
Parameter Store supports SecureString parameters, which are encrypted using AWS Key Management Service (AWS KMS) keys.
SecureString parameters can be used to store license keys in AWS and retrieve them securely from automation scripts that run in
EC2 instances or CloudFormation stacks. Parameter Store is a cost-effective solution because it does not charge for storing
parameters or API calls. Reference: Working with Systenms Manager parameters

NEW QUESTION # 350

A company must encrypt sensitive data that the company will store in Amazon S3. A developer must retain total control over the
company's AWS Key Management Service (AWS KMS) key and the company's data keys. The company currently uses an on-
prenises hardware security module (HSM) solution. The company wants to move its key management onto AWS.

‘Which solution will meet these requirements?

e A Implement server-side encryption with customer-provided encryption keys (SSE-C). Use AWS CloudHSM to generate
the KMS key and manage the data keys that the company will use to read and write objects to Amazon S3.

¢ B. Implement server-side encryption with AWS KMS managed keys (SSE-KMS). Use AWS CloudHSM to generate the
KMS key and data keys to use with AWS KMS.

e C. Implement server-side encryption with Amazon S3 managed encryption keys (SSE-S3). Use AWS CloudHSM to
generate the KMS key and manage the data keys that the company will use to read and write objects to Amazon S3.

¢ D. Inplement server-side encryption with AWS KMS managed keys (SSE-KMS). Use the AWS KMS custom key store
feature to manage the data keys. Then read or write objects to Amazon S3 as normal.

Answer: D

Explanation:

httpsz/docs.aws.amazon.convcloudhsnylatest/userguide/best-practices.html Q: Can other AWS services use CloudHSM to store
and manage keys?

AWS services integrate with AWS Key Management Service, which in turn is integrated with AWS CloudHSM through the KMS
custom key store feature. If you want to use the server-side encryption offered by many AWS services (such as EBS, S3, or
Amazon RDS), you can do so by configuring a custom key store in AWS KMS.

NEW QUESTION # 351

A developer needs to deploy the code for a new application on an AWS Lambda finction. The application needs a dependency file
that is 500 MB to run the business logic.

Which solution will meet these requirements?

e A. Package the application code and dependencies into a container image. Upload the image to an Amazon S3 bucket.
Configure the Lambda fimction to run the code in the image.

e B. Compress the application code and dependencies into a .zip file. Upload the .zip file to an Amazon S3 bucket. Configure
the Lambda function to run the code from the .zip file in the S3 bucket.

e (. Package the application code and dependencies into a container image. Push the image to an Amazon Elastic Container
Registry (Amazon ECR) repository. Deploy the image to the Lambda function.

e D. Compress the application code and dependencies into a .zip file. Directly upload the .zip file as a deployment package for
the Lambda finction instead of copying the code.

Answer: C



NEW QUESTION # 352

A developer is creating a template that uses AWS CloudFormation to deploy an application. The application is serverless and uses
Amazon API Gateway, Amazon DynamoDB, and AWS Lambda.

Which AWS service or tool should the developer use to define serverless resources in YAML?

A. CloudFormation serverless intrinsic functions

B. AWS Serverless Application Model (AWS SAM)
C. AWS Cloud Development Kit (AWS CDK)

D. AWS Elastic Beanstalk

Answer: B

Explanation:

AWS Serverless Application Model (AWS SAM) is an open-source framework that enables developers to build and deploy
serverless applications on AWS. AWS SAM uses a template specification that extends AWS CloudFormation to simplify the
definition of serverless resources such as API Gateway, DynamoDB, and Lambda. The developer can use AWS SAM to define
serverless resources in YAML and deploy them using the AWS SAM CLL

NEW QUESTION # 353

A developer is designing an AWS Lambda finction that creates temporary files that are less than 10 MB during invocation. The
temporary files will be accessed and modified multiple times during invocation. The developer has no need to save or retrieve these
files in the future.

Where should the temporary files be stored?

A. Amazon Elastic File System (Amazon EFS)
B. Amazon S3

C. Amazon Elastic Block Store (Amazon EBS)
D. the /tmp directory

Answer: D

NEW QUESTION # 354
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