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Google Cloud Certified - Professional Google Workspace Administrator
Sample Questions (Q79-Q84):

NEW QUESTION # 79

Security and Compliance has identified that data is being leaked through a third-party application connected to Google Workspace.
You want to investigate using an audit log.

What log should you use?

A. Drive usage audit log
B. OAuth Token audit log
C. Admin audit log

D. SAML audit log

Answer: B

Explanation:

* Admin Console: Log into the Google Admin console at admin.google.com.

* Security Settings: Navigate to Security > Access and Data Control > API controls.
* Audit Log:

* Click on "OAuth Token Audit Log'"

* Review the log entries for any suspicious third-party applications that have access to your Google Workspace data.
* Investigate:

* Identify and mvestigate any suspicious activities or applications listed in the audit log.
* Revoke access to any untrusted third-party applications.

References

* Google Workspace Admin: View OAuth Token audit log

NEW QUESTION # 80

Your organization has hired temporary employees to work on a sensitive internal project. You need to ensure that the sensitive
project data in Google Drive is limited to only internal domain sharing. You do not want to be overly restrictive. What should you
do?

A. Configure the Drive sharing options for the domain to internal only.

B. Create a Drive DLP rule, and use the sensitive internal Project name as the detector.
C. Restrict the Drive sharingoptions for the domain to allowlisted domains.

D. Turn off the Drive sharing setting from the Team dashboard.

Answer: A

Explanation:

By configuring the Drive sharing options for your domain to "mternal only," you ensure that sensitive project data is restricted to your
organization's internal users. This prevents any external sharing while allowing your team members to collaborate freely within the
organization. It strikes the right balance between maintaining security and avoiding unnecessary restrictions on collaboration.

NEW QUESTION # 81

Your company is using Google Workspace Business Standard. The company has five meeting roons that are all registered as
resources in Google Workspace and used on a daily basis by the employees when organizing meetings. The office layout was
changed last weekend, and one of the meeting rooms is now a dedicated room for management. The CEO is complaining that
anyone can book the room and requested this roomto be used only by the management team and their executive assistants (EAs).
No one else must be allowed to book it via Google Calendar. What should you do?

¢ A. Move the roomresource to the management and EAs group so that only they can use it.

B. As a super administrator, modify the room calendar sharing settings, and limit it to the management and EAs group.

C. As a super administrator, create a group calendar named "Management Room," and share it only with the management and
the EAs.

D. Delete the room from Google Workspace resources, and suggest using a spreadsheet shared with the management and



EAs only for the room schedule.

Answer: B

NEW QUESTION # 82

Your organization has noticed several incidents of accidental oversharing inside the organization. Specifically, several users have
shared sensitive Google Drive items with the entire organization by clicking 'anyone in this group with this link can view'. You have
been asked by senior management to help users share more appropriately and also to prevent accidental oversharing to the entire
organization. How would you best accomplish this?

A. Create groups, add users accordingly, and educate users on how to share to specific groups of people.

B. Temporarily disable the Google Drive service for individuals who continually overshare.

C. Determine sharing boundaries for users that work with sensitive information, and then implement target audiences.
D. Disable sharing to the entire organization so that users must consciously add every person who needs access.

Answer: C

Explanation:

* Identify Sensitive Information: Determine which users handle sensitive information and assess the current sharing practices.

* Define Sharing Boundaries: Establish clear boundaries and guidelines for sharing sensitive information within the organization.

* Implement Target Audiences: In the Google Admin console, go to Apps > Google Workspace > Drive and Docs > Sharing
settings. Set up target audiences for different groups of users based on their roles and the sensitivity of the nformation they handle.
* Educate Users: Conduct training sessions to educate users on how to share information securely and the importance of adhering to
the defined sharing boundaries.

* Monitor Sharing Activity: Regularly monitor sharing activity to ensure compliance with the new policies and to identify any
nstances of oversharing.

* Adjust Policies as Needed: Based on the monitoring results, make any necessary adjustments to the sharing policies and target
audiences to enhance security and prevent accidental oversharing,

References:

* Google Workspace Admin Help - Target Audiences

* Google Workspace Admin Help - Sharing Settings

NEW QUESTION # 83

Your organization has implemented Single Sign-On (SSO) for the multiple cloud-based services it utilizes. During authentication, one
service indicates that access to the SSO provider cannot be accessed due to invalid information.

‘What should you do?

A. Verify the NamelD Element in the SAML Response matches the Assertion Consumer Service (ACS) URL.
B. Verify the Recipient attribute in the SAML Response matches the Assertion Consumer Service (ACS) URL.
C. Verify the Subject attribute in the SAML Response matches the Assertion Consumer Service (ACS) URL.

D. Verify the Audience Element in the SAML Response matches the Assertion Consumer Service (ACS) URL.

Answer: D

Explanation:
Reference:
https://support.google.com/a/answer/2463723 ?hi=en
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