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Identify Network Access Control and Security Features: Covers the foundational concepts of NAC,
including how network access is controlled, monitored, and secured across wired and wireless
environments.

fEY 72

Define Authentication, Authorization, and Accounting (AAA) and how they work: Covers how AAA
frameworks operate within ClearPass to verify user identity, assign access rights, and track network
activity.

FEY 273

Identify HPE Aruba Networking ClearPass Modules and System Components: Covers the core
components and modules that make up the ClearPass platform, including Policy Manager, Guest,
Onboard, and related system architecture.
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Define Onboard Provisioning and Posture Attribute Enforcement: Covers device onboarding workflows
for issuing certificates and credentials, along with posture checks that enforce compliance before granting
access.

feEYZ5

Identify Service Configuration and Selection in HPE Aruba Networking ClearPass: Covers how ClearPass
services are configured and selected to process authentication and authorization requests based on defined
policies and rules.

FEY Z6

Define HPE Aruba Networking ClearPass Server Management and Administration: Covers the
admunistrative tasks involved in managing ClearPass servers, including configuration, licensing, updates,
backup, and cluster management.
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HM #51
A network engineer is configuring a policy enforcement service on a wired network to minimize deployment effort. They choose a

non-AAA enforcement method. What is the main benefit of this approach?

e A It allows dynamic VLAN assignment based on user roles.
¢ B. It enables advanced security protocols such as 802.1X.
e (. It does not require client configuration and requires minimal configuration on the actual switches.

EfE: C

A -

Non-AAA enforcement (often called Web-based authentication or MAC-based profiling without 802.1X ) is chosen for ease of
deployment. 802.1X is highly secure but requires a "Supplicant” (software) configuration on every client device. By using a non-
AAA method, the engineer can secure the network using the device's MAC address and a redirect to a web portal, which works on
any device with a browser without needing to touch the client's internal network settings.

B #52
An organization hosting a large conference expects over 500 guests to require network access. They want to streamline the process

and reduce the burden on their internal staff. Which feature should they implement to achieve this goal?

e A. Guest access with self-registration
¢ B. Guest access with pre-shared keys
¢ C. Basic guest access with internal account creation

EfE: A

fiR .-

For high-density events like conferences, manual account creation by IT staff'is unscalable. Self-registration allows guests to navigate
to a portal, enter their own details, and receive credentials without any administrative intervention. This offloads the entire
management burden from the internal staff while still allowing the organization to collect visitor data and enforce terms of service.

H #53

Which two methods are commonly used by ClearPass to discover and profile endpoints?
(Choose two)

Response:

A. DHCP fingerprinting
B. SNMP polling

C. SQL queries

D. NTP time requests

EME: AL B

HR #54
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After a guest user submits their self-registration form, their account is created in a disabled state. What visual cue indicates this status
on the registration receipt?

o A The page redirects to the home screen.
¢ B. The Log In button is grayed out.
¢ C. A warmning message is displayed.

Ef#: B
it

‘When an account is pending approval (either by a sponsor or via email verification), it is created in a

"Disabled" state in the Guest Repository. ClearPass Guest receipt pages are context-aware; they check the account status before
rendering. Ifthe account is disabled, the Log In button will be grayed out and unclickable, informing the user that they must wait for
further action before they can access the network.

B #55
In the context of AAA, what does Authorization typically determine?
Response:

A. Whether the device is compliant with antivirus policies
B. The username used during login

C. The VLAN assignment of the user

D. The user's authentication history

Ef#: C
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