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Fortinet NSE 7 - Enterprise Firewall 7.2 Sample Questions (Q77-Q82):

NEW QUESTION # 77
While configuring the BGP protocol, an administrator applies the set network-import-check disable command under config network.
‘What will FortiGate do as a result of this command?

¢ A FortiGate will not advertise any imported routes received from one BGP neighbor to another.

¢ B. FortiGate will advertise only the corresponding prefixes in the BGP network table to its BGP neighbor, even if it is not in
the routing table.

¢ C. FortiGate will advertise all the prefixes in the BGP network table to its BGP neighbor, even if it is not in the routing table.

¢ D. FortiGate will not advertise the prefixes, ifit is not in the routing table.

Answer: C

Explanation:

Fortigate doesn't advertise the prefix. You can change this behavior by disabling the network- import-check setting. After you
disable the setting, Fortigate advertises all prefixes in the BGP network table, regardless of the active routes present in the routing
table.

NEW QUESTION # 78
Exhibit.

Refer to exhibit, which shows a central management configuration
Which server will FortiGate choose for web filler rating requests if 10.0.1.240 is experiencing an outage?

A.10.0.1.243
B. Public FortiGuard servers
C.10.0.1.242
D. 10.0.1.244

Answer: D

Explanation:
In the event of an outage at 10.0.1.240, the FortiGate will choose the next server in the sequence for web filter rating requests,
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which is 10.0.1.244 according to the configuration shown in the exhibit. This is because the server list is ordered by priority, and the
server with the lowest priority number is chosen first. Ifthat server is unavailable, the next server with the next lowest priority number
is chosen, and so on. The public FortiGuard servers are only used if the include-default-servers option is enabled and all the custom
servers are unavailable. References = Fortinet Enterprise Firewall Study Guide for FortiOS 7.2, page 132.

NEW QUESTION # 79

An administrator has configured two fortiGate devices for an HA cluster. While testing HA failover, the administrator notices that
somre of the switches in the network continue to send traffic to the former primary device What can the admmistrator do to fix this
problem?

A. Configure set link -failed signal enable under-config system ha on both Cluster members

B. Configure set send-garp-on-failover enables under config system ha on both cluster members

C. Configure remote link monitoring to detect an issue in the forwarding path

D. Verify that the speed and duplex settings match between me FortiGate interfaces and the connected switch ports

Answer: B

NEW QUESTION # 80
Which statement about network processor (NP) offloading is true?

A. For TCP traffic FortiGate CPU offloads the first packets of SYN/ACK and ACK of the three-way handshake to NP
B. The NP provides IPS signature matching

C. You can disable the NP for each firewall policy using the command np-acceleration st to loose.

D. The NP checks the session key or [PSec SA

Answer: D

NEW QUESTION # 81

You created a VPN community using VPN Manager on FortiManager. You also added gateways to the VPN commumnity. Now
you are trying to create firewall policies to permit traffic over the tunnel however, the VPN interfaces do not appear as available
options.

e A install the VPN commumity and gateway configuration on the fortiGate devices so that the VPN mterfaces appear on the
Policy Objects on fortiManager.

¢ B. Create interface mappings for the [Psec VPN interfaces before you use themin a policy.

e C. Configure the phase 1 settings in the VPN community that you didnt initially configure. FortiGate automatically generates
the interfaces after you configure the required settings

¢ D. Refiesh the device status using the Device Manager so that FortiGate populates the IPSec interfaces

Answer: A

Explanation:

To use the VPN interfaces in a policy, you need to mstall the VPN community and gateway configuration on the FortiGate devices
first. This will create the VPN interfaces on the FortiGate and sync them with FortiManager. References:

* Creating [Psec VPN communities

* VPN | FortiGate / FortiOS 7.2.0

NEW QUESTION # 82
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