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GIAC Enterprise Incident Response Sample Questions (Q73-Q78):
NEW QUESTION # 73 
What is the primary purpose of the macOS Keychain application?
Response:

A. Monitor system performance
B. Install and update software
C. Manage passwords and encryption keys
D. Configure network settings

Answer: C
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NEW QUESTION # 74 
During an enterprise incident response, what is the significance of chain of custody for digital evidence?
Response:

A. It details the process for employee termination following an incident
B. It outlines the company's annual budget allocation for cybersecurity
C. It is used to track the stock prices of the company
D. It provides a record of all individuals who handled the evidence, maintaining its integrity for legal proceedings

Answer: D

NEW QUESTION # 75 
Which of the following best represents a use case for applying threat intelligence in detecting modern attacks?
Response:

A. Tailoring security measures based on recent attack vectors observed in the industry
B. Conducting annual performance reviews for the security team
C. Developing user training programs
D. Designing a new marketing strategy

Answer: A

NEW QUESTION # 76 
In the context of rapid response triage at scale, which macOS features assist in remote incident handling?
(Choose Three)
Response:

A. Time Machine
B. Terminal
C. Remote Desktop
D. System Preferences

Answer: B,C

NEW QUESTION # 77 
What role does 'contextual awareness' play in incident response to modern attacks?
Response:

A. It involves regular updates to the organization's website to inform stakeholders about the ongoing threats.
B. It refers to understanding the nature of the attack and its impact on business operations.
C. It deals exclusively with legal compliance and regulations.
D. It is about keeping the antivirus systems up to date.

Answer: B

NEW QUESTION # 78
......
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