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HM #52

A CloudOps engineer needs to set up alerting and remediation for a web application. The application consists of Amazon EC2
instances that have AWS Systens Manager Agent (SSM Agent) installed. Each EC2 instance runs a custom web server. The EC2
instances run behind a load balancer and write logs locally.

The CloudOps engneer must implement a solution that restarts the web server software automatically if specific web errors are
detected in the logs.

‘Which combination of steps will meet these requirements? (Select THREE.)

e A Install the Amazon CloudWatch agent on the EC2 instances.

¢ B. Create an AWS CloudTrail metric filter for the web logs. Configure an alarm for the specific errors.

e (. Create an Amazon CloudWatch metric filter for the web logs. Configure an alarm for the specific errors.

e D. Publish alarm findings to Amazon Simple Email Service (Amazon SES). Invoke an AWS Lambda finction to restart the
web server software.


https://www.passtest.jp/Amazon/SOA-C03-shiken.html
https://www.mogiexam.com/SOA-C03-exam.html
https://www.pass4test.jp/SOA-C03.html
https://www.it-passports.com/SOA-C03.html

¢ E. Create an Amazon Simple Notification Service (Amazon SNS) notification that responds to the alarm. Configure the
notification to invoke an AWS Systens Manager Automation runbook to restart the web server software.

¢ F. Create an Amazon EventBridge rule that responds to the alarm. Configure the rule to invoke an AWS Systerms Manager
Automation runbook to restart the web server software.

Eﬁ: A\ C\ F
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Per the AWS Cloud Operations, Monitoring, and Automation documentation, the correct workflow for automated operational
remediation is:

Amazon CloudWatch Agent is installed on each EC2 instance (Option A) to collect local log data and push it to Amazon
CloudWatch Logs.

A CloudWatch Metric Filter (Option C) is then defined to identify specific error strings or patterns within those logs (e.g., "HTTP
5xx" or "Service Unavailable'). When such an event occurs, CloudWatch Alarms are triggered.

Upon alarm activation, Amazon EventBridge rules (Option E) are configured to respond automatically by invoking an AWS Systens
Manager Automation runbook, which executes an action to restart the web server process on the affected instance via SSM Agent.
This approach aligns directly with AWS's recommended CloudOps remediation pattern, known as event-driven automation, which
ensures minimal downtime and elimmnates manual intervention.

Options involving CloudTrail (B) or SES notifications (D) are incorrect because they are unrelated to log-based application
monitoring and automated remediation workflows.

HM #53

Application A runs on Amazon EC2 instances behind a Network Load Balancer (NLB). The EC2 instances are in an Auto Scaling
group and are in the same subnet that is associated with the NLB. Other applications from an on-premises environment cannot
communicate with Application A on port 8080.

To troubleshoot the issue, a CloudOps engineer analyzes the flow logs. The flow logs include the following records:

ACCEPT from 192.168.0.13:59003 172.31.16.139:3080

REJECT from 172.31.16.139:8080 192.168.0.13:59003

What is the reason for the rejected traffic?

A. The security group of the NLB has no Allow rule for the traffic from the on-premises environment.

B. The ACL of'the on-premises environment does not allow traffic to the AWS environment.

C. The security group of the EC2 instances has no Allow rule for the traffic from the NLB.

D. The network ACL that is associated with the subnet does not allow outbound traffic for the ephemeral port range.

IEf#: D
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VPC Flow Logs show the request arriving and being ACCEPTed on dstport 8080 and the corresponding response being
REJECTed on the return path to the client's ephemeral port (59003). AWS networking guidance states that security groups are
stateful (return traffic is automatically allowed) while network ACLs are stateless and require explicit inbound and outbound rules for
both directions. CloudOps operational guidance for VPC networking further notes that when you allow an inbound request (for
example, TCP 8080) through a subnet's network ACL, you must also allow the outbound ephemeral port range (typically 1024?
5535) for the response traffic; otherwise, the return packets are dropped and appear as REJECT in flow logs. The observed
pattern--request accepted to 8080, response rejected to 59003--matches a missing outbound ephemeral-range allow on the
subnet's NACL. Therefore, the cause is the subnet NACL, not security groups or on-premises ACLs. The remediation is to add an
outbound ALLOW rule on the NACL for the appropriate ephemeral TCP port range back to the on-premises CIDR (and the
corresponding inbound rule if asymmetric).

HH #54

A conpany has an AWS CloudFormation template that includes an AWS::EC2:Instance resource and a custom resource (Lambda
function). The Lambda function fails because it runs before the EC2 instance is launched.

‘Which solution will resolve this issue?

A. Update the customresource's service token to point to a valid Lambda function.

B. Add a DependsOn attribute to the custom resource. Specify the EC2 instance in the DependsOn attribute.
C. Update the Lambda function to use the cfirresponse module to send a response to the custom resource.
D. Use the Fn:If intrinsic function to check for the EC2 instance before the custom resource runs.
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The AWS Cloud Operations and Infrastructure-as-Code documentation specifies that when using AWS CloudFormation, resources
are created in parallel by default unless explicitly ordered using DependsOn.

Ifa customresource (Lambda) depends on another resource (like an EC2 instance) to exist before execution, a DependsOn
attribute must be added to enforce creation order. This ensures the EC2 instance is launched and available before the custom
resource executes its autormation logic.

Updating the service token (Option B) doesn't affect order of execution. The cfi-response module (Option C) handles callback
commumnication but not sequencing. Fn:If (Option D) is for conditional creation, not dependency control.

Therefore, Option A is correct - adding a DependsOn attribute guarantees that CloudFormation provisions the EC2 instance before
executing the Lambda custom resource.

Reference: AWS Cloud Operations & Infrastructure-as-Code Guide - Using DependsOn for Resource Creation Order in
CloudFormation Templates

HM #55

An AWS CloudFormation template creates an Amazon RDS instance. This template is used to build up development environments
as needed and then delete the stack when the environment is no longer required.

The RDS-persisted data must be retained for further use, even after the CloudFormation stack is deleted.

How can this be achieved in a reliable and efficient way?

¢ A. Use the Snapshot Deletion Policy in the CloudFormation template definition of the RDS instance.

¢ B. Create an AWS Lambda finction to take a snapshot of the RDS instance, and manually invoke the finction before deleting
the stack.

¢ C. Create a new CloudFormation template to perform backups of the RDS instance, and run this template before deleting the
stack.

e D. Write a script to continue backing up the RDS instance every five mmnutes.

Ef: A

fEEL:

Comprehensive and Detailed Explanation From Exact Extract of AWS CloudOps Doocuments:

AWS CloudFormation supports the DeletionPolicy attribute to control what happens to a resource when a stack is deleted. For
Amazon RDS DB instances, setting DeletionPolicy: Snapshot instructs CloudFormation to retain a final DB snapshot automatically at
stack deletion. CloudOps best practice recommends using this native mechanism for data retention and auditability, avoiding manual
scripts or out-of-band processes.

Options A, B, and D introduce operational overhead and potential human error. With DeletionPolicy set to Snapshot, the
environment can be repeatedly created and torn down while preserving data states for later restoration with minimal manual steps.
This aligns with IaC principles-declarative, repeatable, and reliable

-and supports efficient lifecycle management of ephemeral development stacks.

References:* AWS Certified CloudOps Engineer - Associate (SOA-C03) Exam Guide - Deployment, Provisioning and
Automation* AWS CloudFormation User Guide - DeletionPolicy Attribute (Snapshot for RDS)* AWS Well- Architected
Framework - Operational Excellence Pillar

H #56

A company requires the rotation of administrative credentials for production workloads on a regular basis. A CloudOps engineer
must implement this policy for an Amazon RDS DB instance's master user password.

Which solution will meet this requirement with the LEAST operational effort?

e A. Create a new SecureString parameter in AWS Systens Manager Parameter Store. Encrypt the parameter with an AWS
Key Management Service (AWS KMS) key. Configure automatic rotation.

e B. Create a new RDS database secret in AWS Secrets Manager. Apply the secret to the RDS DB instance. Configure
automatic rotation.

e (. Create an AWS Lambda function to change the RDS master user password. Create an Amazon EventBridge scheduled
rule to invoke the Lambda finction.

e D. Create a new String parameter in AWS Systernrs Manager Parameter Store. Configure automatic rotation.

IEf#: B



R -

AWS Secrets Manager natively supports credential management and automatic rotation for Amazon RDS master user passwords.
When a secret is associated with an RDS instance, Secrets Manager automatically updates the password both in the secret and on
the database, without downtime or manual scripting,

AWS documentation confirns:

"AWS Secrets Manager can automatically rotate the master user password for Amazon RDS databases.

Rotation is fully managed and integrated, requiring no custom code or maintenance." Option A introduces unnecessary Lambda
automation. Option B and C use Parameter Store, which does not provide direct RDS password rotation. Therefore, Option D
achieves secure, automatic credential rotation with least operational effort, fully aligned with CloudOps security autormation
principles.

References:* AWS Certified CloudOps Engineer - Associate (SOA-C03) Exam Guide - Domain 4: Security and Compliance*
AWS Secrets Manager - Rotating Secrets for Amazon RDS* AWS Well- Architected Framework - Security Pillar* Amazon RDS
User Guide - Managing Master User Passwords
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