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M #240
A network engineer has been hired to perform a new MSE implementation on an existing network. The MSE must be installed in a

different network than the Cisco WLC. Which configuration allows the devices to commumicate over NMSP?

A. Allow TCP/16113 port on the firewall

B. Allow UDP/16113portonthe central switch.
C. Allow UDP/16666 port on the VPN router.
D. Allow TCP/16666 port on the router.
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EfE: A

fiE it
Explanation

Ciste
I - The TCP port (16113) that the controller and mobility services engine communicate over MUST Be opfiffiot blocked) on any firewall that exists between the controller and mobility services

engine.

https//www.cisco.com/en/US/docs/wireless/mse/3350/6.0/C AS/configuration/guide/msecg_chd CAS.html

i #241
What two actions must be taken by an engineer configuring wireless Identity-Based Networking for a WLAN to enable VLAN
tagging? (Choose two.)

A. enable AAA override on the WLAN

B. configure RADIUS server with WLAN subnet and VLAN 1D

C. update the RADIUS server attributes for tunnel type 64, medium type 65, and tunnel private group type 81
D. enable VLAN Select on the wireless LAN controller and the WLAN

E. create and apply the appropriate ACL to the WLAN

EfE: AL C

AR -

To enable VLAN tagging for wireless Identity-Based Networking on a WLAN, an engineer must enable AAA override, which
allows for dynamic VLAN assignment. Additionally, the RADIUS server attributes need to be updated to include tunnel type 64,
medium type 65, and tunnel private group type 81, which are necessary for VLAN tagging information. References: CCNP
Enterprise Wireless Design ENWLSD 300-425 and Implementation ENWLSI 300-430 Official Cert Guide

M #242
A network engineer is implementing BYOD on a wireless network. Based on the customer requirements, a dual SSID approach

nust be taken. Which two advanced WLAN configurations must be performed? (Choose two.)

A. Set DHCP Addr. Assignment to Required.
B. Set NAC State to Radius NAC.

C. Set Allow AAA Override to Enabled.

D. Select DHCP Profiling.

E. Select Enable Session Timeout.

Eﬁ: B\ C

M #243
Which customizable security report on Cisco Prime Infrastructure will show rogue APs detected since a point in time?

* A Rogue APs Events

¢ B. Network Summary

e C. Rogue APs Count Summary
e D. New Rogue APs

EfE: A

A«
Reports / Reports / Custom reports.
Open the Security tab, and boom... you will see "Rogue APs Events".

H A #244
A wireless engineer must inplement a corporate wireless network for a large company in the most eficient way possible. The

wireless network must support 32 VLANS for 300 employees in different departments.
Which solution must the engineer choose?



Ef#:
fEERA -

A. Configure 16 WLAN:Ss to be broadcast on the 2.4-GHz band and 16 WLANS to be broadcast on the

5.0-GHz band.

B. Configure different AP groups to support different VLANSs, so that all of the WLANSs can be broadcast on both radios.
C. Configure a second WLC to support half of the APs in the deployment.

D. Configure one single SSID and implement Cisco ISE for VLAN assignment according to different user roles.

D

Cisco WLAN solution addresses that limitation by support of identity networking. That allows the network to advertise @ single SSID, but allows specific users to inherit different QoS, VLAN attributes and/or security
policies based on the user credential

Dynamic VLAN assignment is one such feature that places a wireless user into a specific VLAN based on the credentials supplied by the user. This task of assigning users to a specific VLAN is handled by a RADIUS
authentication server, such as Cisco ISE. This can be used, for example, to allow the wireless hestto rémain on the same VLAN as it moves within a campus network

B #245
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