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NEW QUESTION # 44
‘Which of the following scenarios would indicate a risky Azure Service Principal as identified by a Cloud Infrastructure Entitlement

Manager (CIEM)?

A. A Service Principal with an expired credential and no associated roles.

B. A Service Principal with "Reader" role assigned to an isolated development environment.

C. A Service Principal with "Contributor" role used exclusively for deploying infrastructure.

D. A Service Principal with "Owner" role and no restrictions on its scope, accessible by an unused application.

Answer: D

Explanation:

Option A: The "Contributor" role has elevated permissions, but if the Service Principal is actively used for its intended purpose and
scoped appropriately, it is not inherently risky.

Option B: An expired credential and no roles assigned effectively nullify any risk associated with the Service Principal. It would not
be flagged as risky by CIEM.

Option C: The "Reader" role is read-only and does not allow modification of resources, making it a low-risk assignment. It is scoped
to an isolated environment, further reducing risk.

Option D: An unused application with "Owner" role poses significant risk because it has unrestricted permissions across the
subscription. If compromised, this Service Principal could enable attackers to gain full control over the environment.

NEW QUESTION # 45

A company using CrowdStrike Falcon Cloud Security wants to ensure that all container images deployed in their cloud environment
are scanned for vulnerabilities before deployment.

Which image assessment policy should they implement?

¢ A Enforce pre-deployment scanning to block images with critical vulnerabilities from being deployed.

¢ B. Enable post-deployment scanning to assess vulnerabilities after an image has already been running in production.

e C. Allow all container images to be deployed, regardless of vulnerabilities, but notify administrators if an image contains high-
severity vulnerabilities.

¢ D. Only assess images manually when security teams request a scan.

Answer: A

Explanation:

Option A: Pre-deployment scanning with enforcement ensures that only secure images are deployed, blocking those with critical
vulnerabilities. This helps mitigate security risks before they reach production.

Option B: While notifying administrators about vulnerabilities is useful, allowing all images regardless of severity increases risk by
deploying insecure workloads.

Option C: Relying on manual assessments makes security processes inefficient and inconsistent, leading to gaps in protection.
Option D: Post-deployment scanning is useful for continuous monitoring, but it does not prevent vulnerable images from being
deployed in the first place.

NEW QUESTION # 46

During a review of the CrowdStrike Falcon asset inventory, you notice a legacy Windows XP device that is not running an endpoint
protection solution. This asset has frequent outbound connections to unrecognized external IPs.

Which of the following is the best course of action to handle this risky asset?

A. Immediately block all outbound connections from this asset at the firewall

B. Quarantine the device using Falcon's network containment feature and initiate a vulnerability assessment.
C. Uninstall the device from the asset inventory to reduce noise in monitoring,

D. Ignore the asset as it might be part of a legitimate business process.

Answer: B

Explanation:

Option A: Even if the asset serves a legitimate purpose, ignoring it without addressing its risks leaves your environment exposed to
potential exploits or lateral movement by attackers.

Option B: Removing the asset from the inventory introduces blind spots in your monitoring and doesn't address the security risks it



poses.

Option C: Blocking connections at the firewall addresses only part of the issue and doesn't resolve the inherent vulnerability of the
device. The asset still requires further investigation and isolation.

Option D: Legacy systemns like Windows XP are inherently risky as they no longer receive security updates. Coupled with the lack
of endpoint protection and suspicious outbound traffic, this asset poses a significant threat. Quarantining the device ensures it is
isolated from the network while a vulnerability assessment identifies any further risks or malicious activity. This is a proactive and
effective approach to mitigating the risk.

NEW QUESTION # 47
How do Falcon Cloud Security components work together to provide comprehensive protection across cloud environments?

A. Each module operates independently, focusing on a specific area of security with no need for integration.

B. Threat data is stored locally on endpoints and shared manually with other components for analysis.

C. The platform uses endpoint agents to monitor network traffic and configure firewalls for cloud workloads.

D. Telemetry data collected by sensors is analyzed by Al and machine learning to detect threats across cloud workloads.

Answer: D

Explanation:

Option A: Falcon Cloud Security's components work together by using sensors to collect telemetry data, which is analyzed by Al-
powered detection engines to identify threats. This integration ensures swift and efficient threat response.

Option B: Falcon Cloud Security components are designed to work together seamlessly within a unified platform, sharing data and
sights to provide comprehensive protection.

Option C: Falcon Cloud Security is a cloud-native platform. Threat data collected by sensors is sent to the Falcon cloud for
centralized analysis, not stored locally or shared manually.

Option D: Falcon Cloud Security relies on sensors (endpoint agents) to gather telemetry data from workloads, but it does not
configure firewalls or directly monitor network traffic.

NEW QUESTION # 48
You are setting up registry credentials for Falcon Cloud Security to assess images from an approved registry.
What is the best practice to follow when managing these credentials?

A. Use default admin credentials for simplicity during setup.

B. Share the credentials across muiltiple teams for ease of use.

C. Use a service account with mmnimal permissions to generate the credentials.
D. Store the credentials in plain text within the configuration file.

Answer: C

Explanation:

Option A: Storing credentials in plain text poses a significant security risk. Credentials should always be encrypted or securely stored
using tools like AWS Secrets Manager or HashiCorp Vault.

Option B: Sharing credentials across muiltiple teams violates the principle of least privilege and increases the risk of unauthorized
access.

Option C: Using default admin credentials is highly msecure and can lead to unauthorized access if the credentials are compromised.
Option D: Best practices recommend using a service account with the least privilege necessary to reduce the risk of over-privileged
access in case of a breach. This ensures security while granting Falcon Cloud Security access for image assessments.

NEW QUESTION # 49
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