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NEW QUESTION # 10

A threat source does not present a risk if NO vulnerability that can be exercised for a particular threat source.
Identify the step in which different threat sources are defined:
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¢ D. System characterization

Answer: C

NEW QUESTION # 11
Allan performed a reconnaissance attack on his corporate network as part of a red-team activity. He scanned the IP range to find
live host IP addresses. What type of technique did he use to exploit the network?

A. Port scanning

B. DNS foot printing
C. Social engineering
D. Ping sweeping

Answer: D

Explanation:

Ping sweeping is a technique used in network reconnaissance to identify which IP addresses in a range are active or live. By sending
ICMP echo requests ("ping") to mutltiple hosts and observing which ones respond, an attacker or, in this case, a red team member
like Allan, can determine which systens are up and potentially vulnerable to firther exploration or attack. This method is
foundational for mapping the network before deploying more targeted exploits or scans.

References:EC-Council's Certified Incident Handler (ECIH v3) program discusses various reconnaissance techniques, including ping
sweeping, as a preliminary step in network analysis and vulnerability assessment.

NEW QUESTION # 12
Bonney's system has been compromised by a gruesome malware.
What is the primary step that is advisable to Bonney in order to contain the malware incident from spreading?

A. Turn off the infected machine

B. Call the legal department in the organization and inform about the incident
C. Leave it to the network admmistrators to handle

D. Conplaint to police in a formal way regarding the incident

Answer: B

NEW QUESTION # 13

Stanley works as an incident responder at a top MNC based in Singapore. He was asked to investigate a cybersecurity incident that
recently occurred in the company. While investigating the incident, he collected evidence from the victim systerms. He must present
this evidence in a clear and comprehensible manner to the members of a jury so that the evidence clarifies the facts and further helps
in obtaining an expert opinion on the incident to confrm the investigation process.

In the above scenario, which of the following characteristics of the digital evidence did Stanley attempt to preserve?

A. Admissibility
B. Conpleteness
C. Believability
D. Authenticity

Answer: C

NEW QUESTION # 14
An incident recovery plan is a statement of actions that should be taken before, during or after an incident. Identify which of the
followmng is NOT an objective of the incident recovery plan?

A. Avoiding the legal liabilities arising due to incident

B. Providing assurance that systens are reliable

C. Creating new business processes to maintain profitability after incident
D. Providing a standard for testing the recovery plan



Answer: C

NEW QUESTION # 15
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