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Fortinet EMEA Advanced Support Exam 38 X EMEA-Advanced-Support &4
BRI (Q39-Q44):

HM #39
‘Which of these BGP paths will be the preferred one ?

A. Prefer the path with the shortest AS Path

B. Prefer the path with the highest Local Preference value

C. Prefer External path (learned via EBGP) over Internal path (IBGP)
D. Prefer the path with the lowest Multi- Exit Discrimmator (MED)

Ef#: B
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fEERA -

BGP path selection follows a specific order of attributes to determine the best path. The process prefers the path with the highest
local preference first, as it is one of the earliest steps in the decision process. Local preference is used within an AS to influence
outbound traffic. Only if local preferences are equal does it move to the next criteria, such as shortest AS path. The AS path length is
considered after local preference, MED after that, and eBGP over iBGP even later. Therefore, among the options, the highest local
preference (D) is the most preferred criterion. The original document's answer B is incorrect based on standard BGP selection rules
implemented in Fortinet. Exact extract: This article describes the BGP route selection process. Scope FortiGate. Solution Consider
only routes with no AS loops and a valid next hop. BGP makes routing decisions based on path, network policies and rulesets ...
select the route with the lowest router ID as the best path. Network. Type. To achieve this, multiple route selection techniques can
be used. Some are protocol- agnostic (for example, weight) and others are protocol-specific (for example ...).

HA #40
What are source and destination MAC addresses of an ARP request?

A. The source MAC is that of the forwarding switch and destination of the targeted device
B. The source MAC is that of the sending device and the destination is a multicast address
C. The source MAC is that of the sending device and the destination MAC is a broadcast address
D. The source MAC is that of the sending device and the destination of the targeted device

EfE: C

A -

An ARP (Address Resolution Protocol) request is broadcast to resolve an IP address to a MAC address. The source MAC is the
sender's MAC address, and the destination MAC is the broadcast address (FF:FF:FF:FF:

FFFF) to reach all devices on the local network. Fortinet devices handle ARP for Layer 2 communication.

Options B, C, and D are incorrect as switches don't originate ARP requests, the target's MAC is unknown, and ARP uses
broadcast, not multicast. Exact extract: "In an ARP request, the source MAC address is that of the sending device, and the
destination MAC address is the broadcast address (FF:FF:FF:FF:FF:FF), sent to all devices in the local network segment."

A #41
What happens when a router receives a packet for forwarding with a TTL value of 1?7

e A The packet is only forwarded through the router to a locally attached network

e B. It increments it and passes it on to the next router

e C. The TTL is decreased to 0, the packet is dropped and an ICMP message is sent to the transmitting IP
e D. It decreases the value to 0 and then forwards it

IEfE: C

L2

When a router, such as a FortiGate, receives a packet with a TTL (Time to Live) of 1, it decrements the TTL to 0, drops the
packet, and sends an ICMP Time Exceeded message to the source IP. This prevents infinite loops in routing, Option A is incorrect
as TTL is decremented, not incremented; B and D are incorrect as the packet is not forwarded when TTL reaches 0. Exact extract:
"When a packet's TTL reaches 1, the router decrements it to 0, drops the packet, and sends an ICMP Time Exceeded message to
the source IP address to prevent routing loops."

HE #42
‘Which Router in an OSPF Dommin sends a Type-4 Summary LSA

A. ABR

B. ASBR

C. AllOSPF Routers
D. Stub Routers only

EfE: A

A -
In OSPF, the Area Border Router (ABR) generates Type-4 Summary LSAs to advertise the location of an Autonomous System



Boundary Router (ASBR) to other areas. This LSA informs routers in different areas how to reach the ASBR for external routes.
ASBR generates Type-5 LSAs for external routes, but ABR summarizes them with Type-4. Not all routers or stub routers do this.
Exact extract: This article describes the basic steps to configure FortiGates in an OSPF scenario where the FortiGates will be ABR
and ASBR OSPF routers across 3 areas. Router3 is the Autonomous System Border Router (ASBR). It routes all traffic to the ISP
BGP router for internet access. It redistributes routes from BGP and ... Type 4 LSAs exist to let the area know the router-id of the
ASBR, so the routers can look at the type 5 route, find advertising-router, and map

... An ASBR summary LSA is generated by an ABR and describes the location of an ASBR (Autonomous System Boundary
Router) that connects to an external network. The FortiGate in the middle shall be a ABR between the two areas. But I don't want
R2 inarea 0.0.0.0 to have every /32 route for every VPN client. So I tried ...

H #43
‘What happens when a FortiGate detects a SYN flood attack?

e A It applies rate limiting to SYN packets
¢ B. It drops all incoming packets

e (. It enables proxy-based inspection

e D. It redirects traffic to a backup gateway

EfE: A

R -

When FortiGate detects a SYN flood attack, it applies rate limiting to SYN packets via a DoS policy, dropping excessive packets
to mitigate the attack. It does not drop all packets (A), enable proxy inspection (B), or redirect traffic (D). Exact extract: "FortiGate
mitigates SYN flood attacks using DoS policies, which apply rate limiting to SYN packets to prevent overwhelming the system."
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