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NEW QUESTION # 47
‘What is a White Hat hacker?

e A. A hacker who exploits vulnerabilities to steal or sell sensitive information for personal profit.
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¢ B. A cybersecurity professional who uses their skills to legally identify and fix vulnerabilities in systers, networks, or
applications to improve security.
¢ (. A person who creates exploits solely to expose vulnerable systens without authorization.

Answer: B

Explanation:

A White Hat hacker is atrusted cybersecurity professionalwho uses hacking skills ethically and legally to improve system security,
making option A the correct answer. White Hat hackers operate with explicit authorization from system owners and follow strict
legal and professional guidelines.

White Hats perform tasks such as vulnerability assessments, penetration testing, code reviews, and security audits. Their objective is
not to cause harm but to identify weaknesses before malicious attackers exploit them. Their work directly contributes to risk
reduction, regulatory compliance, and improved organizational resilience.

Option B is incorrect because creating and exploiting vulnerabilities without authorization is unethical and illegal. Option C describes
a Black Hat hacker, whose actions are driven by financial gain and disregard for damage caused.

Understanding hacker classifications is essential in ethical hacking education. White Hats represent the defensive and professional
side of hacking, often working as security consultants, internal security teams, or researchers.

White Hat hacking promotes responsible disclosure, secure development practices, and continuous improvement of security
controls. Their role is findamental to modern cybersecurity defense strategies.

NEW QUESTION # 48
What is a public IP?

e A ltis the IP address assigned by the modem to the devices.
¢ B. Public IP addresses are assigned by Internet service providers.
e C. Itis an IP that everyone uses.

Answer: B

Explanation:

A public IP address is a findamental element of the global internet infrastructure, serving as a unique identifier for a device or
network gateway on the public web. These addresses are assigned by Internet Service Providers (ISPs) to their customers. Unlike
private IP addresses, which are used for internal communication within a local network (like your home or office Wi-Fi), a public IP
is globally unique and routable across the entire internet.

In the context of mformation security, the public IP represents the "front door" of an organization's digital presence. It is the address
that external servers, websites, and hackers see when a connection is made. For exanple, when an ethical hacker performs an
"External Penetration Test," they are targeting the organization' s public IP to see what services (like web servers or VPN gateways)
are exposed to the world.

Understanding the difference between a public IP and a private IP is crucial for managing security perimeters.

While a modem or router might assign private IPs to internal devices (Option B), the router itself holds the public IP assigned by the
ISP to communicate with the rest of the world. Protecting the public IP involve using firewalls and intrusion prevention systems to
ensure that only legitimate traffic is allowed into the internal network. Because this address is visible to everyone, it is often the first
point of contact for reconnaissance activities like port scanning or Google Dorking, making it a vital element to monitor and secure.

NEW QUESTION # 49
Which of the following is a network security protocol designed to authenticate and authorize remote users to securely access
network resources?

e A. SSL (Secure Sockets Layer).
e B. FTP (File Transfer Protocol).
e C. SSH (Secure Shell).

Answer: C

Explanation:

Secure Shell (SSH) is a robust cryptographic network protocol utilized for operating network services securely over an unsecured
network. Its primary application is the secure remote login to computer systens by administrators and users. Unlike earlier protocols
such as Telnet or rlogin, which transmitted data (including passwords) in plain text, SSH provides a secure, encrypted channel. It
achieves this through a suite of cryptographic techniques that ensure theconfidentiality, integrity, andauthenticityof the data being



transmitted between the client and the server.

The protocol operates using a client-server architecture, where an SSH client initiates a connection to an SSH server. SSH facilitates
both authentication and authorization. Authentication is typically performed using either a password or, more securely, a public-
private key pair. Once the user's identity is verified, the protocol authorizes the level of access based on the server's configuration.
Beyond simple terminal access, SSH supports secure file transfers (SFTP) and port forwarding, allowing other network protocols to
be "tunneled" through its encrypted connection. Froma security standpoint, while SSH is highly secure, it can be breached if
misconfigured-such as by allowing weak passwords or failing to disable root login. Consequently, ethical hackers prioritize hardening
SSH services as a fundamental control in protecting organizational assets.

NEW QUESTION # 50
What is a SQL Injection?

e A Itis a SQL code execution that only the administrator can perform
¢ B. It is a database used by hackers.
¢ (. Manipulation of SQL queries to access, modify or delete data in a database.

Answer: C

Explanation:

SQL Injection (SQLI) is a critical web security vulnerability that allows an attacker to nterfere with the queries that an application
makes to its database. It occurs when an application fails to properly sanitize or validate user nput before ncluding it in a Structured
Query Language (SQL) command. By injecting malicious SQL code into an input field-such as a login form or a search bar-an
attacker can trick the database into executing unintended commands.

The impact of a successful SQL injection attack can be devastating:

* Data Theft: Attackers can bypass authentication to view sensitive information they are not authorized to see, such as user
passwords, personal data, or credit card details.

* Data Manipulation: An attacker can modify or delete data within the database, potentially leading to permanent data loss or the
corruption of business records.

* Identity Theft: By gaining access to user tables, attackers can take over administrative accounts.

* Full System Compromise: In some configurations, SQLi can be used to gain access to the underlying server's operating system
Ethical hackers test for SQLi by entering special characters (like ' or --) into input fields to see if the application returns a database
error. Mitigation involves usingPrepared Statements(parameterized queries), which treat user input as data rather than executable
code, and implementing strict input validation. Despite being one of the oldest web vulnerabilities, SQLi remains a top threat on the
OWASP Top 10 list due to the prevalence of legacy code and poor coding practices.

NEW QUESTION # 51
What is a Whitehack?

e A ltis a type of hacker who exploits vulnerabilities in search of information that can compromise a company and sell this
information in order to make a profit regardless of the damage it may cause to the organization.

¢ B. A person who creates exploits with the sole purpose of exposing existing vulnerable systems.

e C. Refers to a computer security professional or expert who uses their skills and knowledge to identify and fix vulnerabilities in
systens, networks or applications for the purpose of improving security and protecting against potential cyber threats.

Answer: C

Explanation:

A "White Hat" hacker, often referred to in the provided text as a "Whitehack," represents the ethical side of the cybersecurity
spectrum. Unlike "Black Hat" hackers who operate with malicious intent for personal gain or "Gray Hat" hackers who operate in a
legal middle ground, White Hats are cybersecurity professionals or experts. Their primary objective is to use their extensive technical
skills and knowledge to identify and fix vulnerabilities within systeims, networks, or applications. This work is done with the explicit
goal of improving security and protecting against potential cyber threats that could cause significant damage to an organization.

In the phases of ethical hacking, White Hats follow a disciplined methodology that mirrors the steps a malicious actor might take, but
with two fundamental differences: authorization and intent. They are hired by organizations to perform penetration tests or
vulnerability assessments. By simulating an attack, they can discover where a system's defenses might fail before a real attacker finds
the same flaw. Once a vulnerability is identified, the White Hat provides a detailed report to the organization, including technical data
and remediation strategies to patch the hole.

This proactive approach is essential in modern information security management. White Hat hackers often hold certifications like the
CEH (Certified Ethical Hacker) and adhere to a strict code of ethics. They play a vital role in the "Defense-in-Depth" strategy,



ensuring that security controls like firewalls and encryption are functioning as intended. By acting as "security researchers" rather than
"criminals," they help create a safer digital environment where organizations can defend their sensitive data against the ever-evolving
landscape of global cyber threats.
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