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¢ Implementing Wireless Solutions: This section of the exam measures the skills of Wireless Implementation
Specialists and covers the practical implementation of wireless 10T solutions. It involves understanding key
issues related to automation, integration, monitoring, and management, and using best practices in
iplementation,n including pilot testing, configuration, installation, and documentation. The domain includes

=M1 validating implementations through testing and troubleshooting, performing installation procedures ncluding

equipment mounting and connectivity configuration, and implementing security solutions covering

authentication, authorization, and encryption. It also encompasses knowledge transfer practice,s including

staff training and solution documentation.

o Wireless Technologies: This section of the exam measures the skills of Wireless Architects and covers
foundational knowledge of wireless IoT technologies and their applications. It includes maintaining
awareness of emerging technologies through research, understanding common applications and their
associated frequencies and protocols, and familliarity with key standards organizations like IEEE, IETF,

FH 2 and Wi-Fi Alliance. The domain also encompasses defining various wireless network types including

WLAN, WPAN, and IoT implementations across industries, along with understanding the hardware and

software components of [oT devices and gateways, covering processors, memory, radios, sensors, and

operating systers.

e Supporting Wireless Solutions: This section of the exam measures the skills of Wireless Support Engineers
and focuses on the ongoing administration and support of wireless solutions across various vertical
markets. It involves administering solutions in healthcare, industrial, smart cities, retail, and other
environments while troubleshooting common problens including interference, configuration issues, and

FH 3 hardware malfinctions. The domain includes determining the best use of scripting and programming

solutions for IoT implementations, understanding data structures and APIs, and comprehending networking

and security protocols. It also covers understanding application architectures and their impact on wireless
solutions, including single-tier and multi-tier architectures, database systens, and application servers.
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¢ Radio Frequency Commumications: This section of the exam measures the skills of RF Engneers and
focuses on the fundamental principles of radio frequency communications. It involves explaining RF wave
characteristics such as frequency, wavelength, and amplitude, and understanding behaviors like

=X 4 amplification, attenuation, and free space path loss. The domain covers describing modulation techniques

including ASK, FSK, PSK, and QAM, and explaining the capabilities of RF components like radios,

antennas, and cabling. It also includes describing the use and capabilities of different RF bands in terms of

commumnication ranges and power levels.

¢ Planning Wireless Solutions: This section of the exam measures the skills of IoT Solutions Architects and
encompasses the planning phase of wireless 10T solutions. It involves identifying system requirements,
including use cases, capacity needs, security requirements, and integration needs, while considering

=5 constraints such as budgetary, technical, and regulatory limitations. The domain includes selecting
appropriate wireless solutions based on requirements, planning for technical needs, including LAN

¢ WAN networking and frequency coordination, and understanding the capabilities of common wireless IoT
solutions like Bluetooth, Zigbee, and LoRaWAN, along with location services and methods.
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HEE #64
What is the spacing between ZigBee channels when operating in the 2.4 GHz frequency band?

A. 5 MHz
B.2 MHz
C.25MHz
D. 1 MHz

HE: A

Y.
* ZigBee Channel Spacing: ZigBee channels in the 2.4 GHz band are spaced 5 MHz apart. This helps manage interference in the
crowded 2.4 GHz spectrum

HEE #65
‘What user authentication method is commonly used in guest Wi-Fi networks in the hospitality industry?

A.NTLM

B. Kerberos

C. SIM cards

D. Captive portal

HE: D

MY

* Captive Portals for Guest Access: These are web pages that intercept users' requests before granting full internet access. They
often require agreeing to terns, entering basic information, or viewing ads.

* Hospitality Fit: Captive portals are simple to deploy, require minimal user setup, and provide control for the hospitality provider
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(e.g., usage limits).

* Why Other Options Are Less Common:

* NTLM: Microsoft authentication, mainly for corporate networks, too complex for casual guest use.
* Kerberos: Complex authentication for enterprise, overkill for guest Wi-Fi

* SIM Cards: Used in cellular devices, not for general Wi-Fi access.

References:

Captive Portals: Explanations of how they work and their use cases.

Guest Wi-Fi in Hospitality: Best practices highlight the prevalence of captive portals in this industry.

EHE #66
‘What scripting language works natively inside of nearly all modern Web browsers and may also be used for automation within some
wireless solutions, such as Node-RED?

A. PHP

B. Python

C. JavaScript
D.R

HE. C

3.

* Browser Ubiquity: JavaScript has a native runtime environment within almost every modern web browser, making it the 'built-in'
scripting language for web-based interfaces.

* Node-RED: This IoT flow-based programming tool specifically uses JavaScript for its logic and automation fimctions.

* Other Languages:

* PHP: Primarily server-side for web applications

* Python: Versatile language, used in some back-end loT functions but not natively in browsers

* R: Statistical and data analysis, not typically embedded in wireless solutions References:

JavaScript (Browser Compatibility): Documentation of its near-universal support Node-RED (Programming Model): Descriptions of
how it uses JavaScript for node logic.

AR #67
What best describes the area covered or connected by a WWAN?

A. Region

B. In-building
C. Ciy

D. Campus

e A

ME:

* WWAN (Wide-Area Wireless Network): WWANS provide connectivity over extensive geographic areas, typically covering
regions or even entire countries.

* Cellular Technology: WWANSs often rely on cellular networks (3G, 4G, 5G) offered by mobile carriers.

References

* WWAN: httpsv/en. wikipedia.org/wiki/'Wireless wide area network

EE #68
What kind of PoE device can be used to power a non-PoE connected object assuming PoE power is provided on the Ethernet
cable?

A. PoE midspan injector
B. PoE coupler

C. PoE endspan switch
D. PoE splitter

02
m

: D



HE:

* PoE Splitter: A PoE splitter separates power and data froma PoE-enabled Ethernet cable, allowing the powering of non-PoE
devices.

* Other PoE Devices:

* PoE Injector: Adds power to non-PoE Ethernet cable.

* PoE Switch: Provides power directly through its ports.
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