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Microsoft Azure Security Technologies 52 5 AZ-500 X B B /& (Q62-Q67):

goiﬂhgvgzan Azure Active Directory (Azure AD) tenant that contains the users shown in the following table.

Name Member of Multi-factor authentication (MFA) status
User1 Group1, Group2 | Enabled rosof
User2 Group1 Disabled
User3 Group1 Disabled

You create and enforce an Azure AD Identity Protection sign-in risk policy that has the following settings:
Assignments: Include Group1, exclude Group2

Conditions: Sign-in risk level: Medium and above

Access Allow access, Require multi-factor authentication

You need to identify what occurs when the users sign in to Azure AD.
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What should you identify for each user? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

When User1 signs in frj:an aerJGIFQjSth | v

the user will:
Be blocked
Be prompted for MFA
Sign in by using a username and password only

When User2 signs in from an unfamiliar location, | v

the user will: ESolked
Be prompted for MFA
Sign in by using a username and password only

When User3 signs in from an infected device, | v

the user will: Behiockod
Be prompted for MFA
Sign in by using a username and password only

When User1 signs in from an anonymous IP address, | \ 4
the user will:

Be blocked
Be prompted fo MEA
Sign in by wsing a username and password only

- - .ge . " Y -
When User2 signs in from an unfamiliar location, Lﬁ‘\ | k4

the user will: B biocies
Be prompted for MFA
Signin by using a username and password only

When User3 signs in froii aninfected device, | v

the user will: -B Rt g
B%a omp ~
Sigmin bym Lﬁ%@ﬁ@fisword only
Reference:

http//www.rebeladmin.con/2018/09/step-step- guide-configure-risk- based-azure-conditional-access-policies/
httpsz/docs.microsoft.com/en-us/azure/active-directory/identity- protection/concept-identity- protection-policies
https:/docs.microsoft.com/en-us/azure/active-directory/identity- protection/concept-identity- protection-risks

P #63
You have an Azure AD tenant that contains the users shown in the following table.

You enable passwordless authentication for the tenant.

‘Which authentication method can each user use for passwordless authentication? To answer, drag the appropriate authentication
methods to the correct users. Each authentication method may be used once, more than once, or not at all. You may need to drag
the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.
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H #64

You have an Azure subscription that contains the following resources:

* An Azure key vault

* An Azure SQL database named Databasel

* Two Azure App Service web apps named AppSrv] and AppSrv2 that are configured to use system-assigned managed identities
and access Databasel You need to implement an encryption solution for Databasel that meets the following requirements:

* The data in a column named Discount in Databasel must be encrypted so that only AppSrv1 can decrypt the data.

* AppSrvl and AppSrv2 must be authorized by using managed identities to obtain cryptographic keys.



How should you configure the encryption settings fa Databasel To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point

To configure the encryption of Database!:

Abways Encrypted by using Azure Key Vault

Abways E by using the Windaws Certificate Store

Transparent Data Encryption (TDE) bywsing Azure Key Vault intagration.
Transparent Data Encryption,[TDET by using Bning Your Own Key (BYOK),

To obtain the cryptographic keys:

Credte an access pohcy in Azure
Generate a key on an HSM dewce

% Service centificates 1o AppSrv1 and AppSivz.
.' in Azure AD.

Ef#:

fiE L.
To configure the encryption of Database?;
L

Abways B
Abways E

ﬁvd by using the Windows Cerffiate Store
Transparent Data Encryption (TDEMOH uSing Azure Key Vault intagration.
Transparent Data Emrp&m (TDEYDy using Bing Your Own Key (BYQK),

To obtain the cryptographic keys;

Impaort App Senace certificates to AppSrv1 and AppSiv2.
Register an enterprise application in Azure AD.

Explanation:
Text Description automatically generated with medium confidence

To configure the encryption of Dal aba

.A.Mray‘s Em:ry;:-ted br usmg Ihe Windows Certificate Store.
Transparent Data Encrypnm (TDE) by using Azure Key Vault integration.
Transparent Data Encryption (TDE) by using Bring Your Own Key (BYOK).

To obtain the cryptographic keys: v
Create an access policy in Azure Key Vault.

a key on an HSM device.

l'nporl App Service certificates to AppSnv1 and AppSnvz2.
Register an enterprise application in Azure AD.

Reference:
httpsz/docs.microsoft.com/en-us/azure/azure-sql/database/always-encrypted-azure-key-vault-cor e?tabs=azn

HM #65
Your company has two offices in Seattle and New York. Each office connects to the Internet by using a NAT device. The offices
use the [P addresses shown in the following table.

Location IP address space Public NAT segment
Seattle 10.10.0.0/16 190.15.1.0/24
New York lg}72,16.0.0/16 194.25.2.024
B MICTOSOLT

The company has an Azure Active Directory (Azure AD) tenant named contoso.com. The tenant contains the users shown in the
following table.

The MFA service settings are configured as shown in the exhibit. (Click the Exhibit tab.)



L
J

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

N P s (1 No
Microsoft
If User1 signs in to Azure from a device that uses an IP address ¢i 134.18:1410, User1 0O 0
must be authenticated by using a phone.
If User2 signs in to Azure from a device ifithe Seattle office, User2 must be authenticated 0O ')
by using the Microsoft Authenticatorapp.
If User2 signs in to Azure from a device in the New York office, User1 must be authenticated (O O
by using a phone
Ef&:
il
A Yes No
f User1 signs in to Azure from a device that uses an IP address of 134.18.14.1C, User1 0 0

must be authenticated by using a phone.

If User2 signs in to Azure from a device in the Seattle office, User2 must be authenticated 0
by using the Microsoft Authenticator app.

f User2 signs in to Azure from a device in the New York office, User1 must be authenticated O

W 1sina a nhone
References:

https//www.cayosoft.convdifference-enabling-enforcing-mifa/

H A #66
You have an Azure subscription that contains a resource group named RG1 and an Azure policy named Policyl.
Youneed to assign Policyl to RG1.

How should you conplete the script? To answer, drag the appropriate values to the correct targets. Each value may be used once,
more than once, or not at all. You may need to drag the split bar between panes or scroll to view content NOTE: Each correct

selection is worth one point.



Values Answer Area

i Get-AzPolicyAssignment $rg = Get-AzResourceGroup -Nase 'RGL‘

sPollcy = | -Name 'Policyl’

i Get-AzPolicyDefinition

# Get-azPolicySetDefinition

[ o ‘AliitStorageAccounts® -PolicyDefinition

$Policy -Scope $rg. Rese

i New-AzPolicyAssignment

i New-AzPolicySetDefinition

cnd

i Set-AzPolicySetDefinition

i Set-AzPolicyAssignment

_% __

I
I
|
I
[E Mew-azpo1icyDesinttion
I
I
|
|

it Set-AzPolicyDefinition

B Microsoft

Ei Get-AzPolicyAssignment $rg = Get-AzResourcebroup -Nase 'RG1S

tPolicy = 3 Get-AzPolicyDefini ~Name ‘Policyl’

'_ Get-AzPolicyDefinition

3 Mew-Az Puli::,lui ‘AugitStorageAccounts” -PollcyDefinition

*’b
N

Microsoft

L‘EE Get-AzPolicySetDefinition

[* Mew-azPolicyassigneent

l 3 Mew-AzPolicyDefinition

[EE MNew-AzPolicySetDefinition

L L JL JE_ 8L 1L )] |

I
||EE Set-AzPolicySetDefinition

|EE Set-AzPolicyAssignment l:

||EE Set-AzPolicyDefinition

-

Explanation:
Values | Answer Area
i Get-AzPolicyAssignment $rg = Get-AzResourceGroup -Neme 'RG1'
- - - €1 -Nome ‘Policyl’
5 Get-AzPolicyDefinition ; $Policy be! AzPolicyDefinition |
| Pm-A:Pn.li:yAssunm: ]—llane ‘AuditStorsgeAccounts’ -PolicyDefinition

£ Get-AzPolicySetOefinition

I $Policy -Scope $rg.Resourceld

3 New-ArPolicyAssignment

i New-AzPolicySetDefinition

i1 Set-AzPolicySetDefinition

i Set-AzPolicyAssignment

IEE New-AzPolicyDefinition

i Set-AzPolicyDefinition

B Microsoft
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