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Fortinet FCP_FMG_AD-7.6 Exam Syllabus Topics:

Topic Details

Topic 1
Policy and Objects: This section of the exam measures the skills of System Administrators and evaluates
their ability to manage policies and objects within FortiManager. It involves ADOM revisions, workspace
mode, and policy imports and installations, emphasizing consistent policy control across networks.

Topic 3
Device Manager: This section of the exam measures the skills of Network Security Engineers and focuses
on registering devices within ADOMs and handling device configurations. Candidates also learn how to
install changes through scripts and diagnose issues using the revision history.
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Fortinet FCP - FortiManager 7.6 Administrator Sample Questions (Q46-
Q51):
NEW QUESTION # 46 
What are two outcomes of ADOM revisions? Choose two answers.

A. ADOM revisions can save the current state of all policy packages and objects for an ADOM.
B. ADOM revisions do not increase the size of configuration backups.
C. ADOM revisions can save the current state of the entire ADOM.
D. ADOM revisions appear in the Install Policy and Package Settings section of the install wizard.

Answer: A,C

Explanation:
The correct answers are A and C . The FortiManager 7.6 Administrator Study Guide states: "An ADOM revision creates a
snapshot of all policy and object configurations for the ADOM" . The lab guide says the same thing in practical terms: "An ADOM
revision creates a snapshot of the policy and object configuration for the ADOM" and that these revisions are useful for comparing
differences and reverting to a previous revision .
Because the revision is a snapshot of the ADOM's policy-and-object state, it saves the current ADOM policy
/object state, which supports A and directly proves C . B is false because the study guide warns: "ADOM revisions can significantly
increase the size of the configuration backup files." D is not supported by the uploaded sources.
=========

NEW QUESTION # 47 
Which is recommended when you are managing a high volume of logs in your network?

A. Enable advanced ADOM mode on FortiManager.
B. Add and manage FortiAnalyzer from FortiManager.
C. Store logs on FortiManager and use FortiView.
D. Forward logs from FortiAnalyzer to FortiManager daily.

Answer: B

NEW QUESTION # 48 
Which two conditions trigger FortiManager to create a new revision history? (Choose two.)

A. When a provisioning template is assigned to a managed device on the device-level database
B. When changes to the device-level database are made on FortiManager
C. When FortiManager installs device-level changes on a managed device
D. When FortiManager is auto-updated with configuration changes made directly on a managed device

Answer: C,D

Explanation:
Conditions for Revision History and Troubleshooting
FortiManager creates a revision history when:
1- FortiGate is added to FortiManager
2- Device changes are installed
3- FortiGate configuration is retrieved from FortiManager
4- A local change on FortiGate causes an automatic update
Scripts run directly on remote devices also cause automatic updates and create a revision history
5- You revert to a previous revision and install the changes
How to check managed FortiGate configuration issues:
1- View and download FortiGate configuration revision
Compare differences between revisions
2- View who made the changes
3- View what has been installed on the managed device



NEW QUESTION # 49 
An administrator is copying a system template profile between ADOMs by running the following command:
execute fmprofile export-profile ADOM 3547 /tmp/Backup_File
output dump to file: [/tmp/Backup_File]
Where does this command export the system template profile from?

A. FortiManager configuration backup file
B. ADOM device database
C. FortiManager /tmp/Backup_File folder
D. FortiManager ADOM policy database

Answer: B

Explanation:
The FortiManager 7.6 Administrator Study Guide states under Copying System Templates Between ADOMs: "The first step is to
export the system template from the original ADOM with the execute fmprofile export-profile command" and shows the output file
being written to /tmp/Training , described as "File copied in FortiManager tmp folder." The key point is that the command exports
the system template profile from the original ADOM , while
/tmp/Backup_File is only the destination path on FortiManager where the exported file is stored. The same study guide also defines
system templates as a "subset of model device configuration-system-level settings" , which means they belong to the device-level side
of the ADOM , not the policy database.
So the export source is the ADOM device database , and the file is saved afterward in the FortiManager /tmp folder.

NEW QUESTION # 50 
An administrator sees that the policy package status of HQ-NGFW-1 is Never Installed.
What can you conclude from this status?

A. The firewall policies were created or changed in the ADOM, and they need to be installed on the managed HQ-NGFW-1
for the first time.
B. The firewall policies exist only in the HQ-NGFW-1 device-level database, and no policy package has been assigned to the
firewall.
C. The policies have not yet been retrieved from the HQ-NGFW-1 device-level database of FortiManager.
D. The policy package was never imported to the revision history after HQ-NGFW-1 was registered on FortiManager.

Answer: A

Explanation:
In FortiManager, when a device shows the policy package status as "Never Installed," it means that a policy package has been
assigned to that device, but it has never been installed on it. This typically happens when policies were created or modified in the
ADOM, but no installation to the firewall has yet occurred.

NEW QUESTION # 51
......
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