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You have a Microsoft Entra tenant that contains the users shown in the following table.
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You use Microsoft Security Copilot.
From Microsoft Security Store, User1 attempts to deploy a partner built agent named Agent1 and reports that the Get agent option
is unavailable.
You need to identify whether Agent1 can run in Security Copilot successfully. The solution must follow the principle of least
privilege.
How should you complete the deployment? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:

Explanation:

To complete approval for Agent1: Instruct User4 to approve Agent1; To complete the agent setup:
Create an app registration for Agent1
Security Store partner-built agents require organization-level approval before contributors can acquire and use them. User4 is the
Security Copilot Owner, so User4 is the least-privilege approver among the listed accounts.
The agent also needs an app registration so the agent identity and permissions can be represented through Microsoft Entra. Global
Administrator could approve many things, but using the Security Copilot Owner avoids unnecessary tenant-wide privilege for this
operational approval. This answer also follows operational scalability. Microsoft security architecture favors policy-driven
deployment, agentless assessment, managed identities, and Defender workload plans where possible. Those mechanisms reduce



manual configuration while keeping enforcement tied to the resource type, which is why the selected choice is stronger than manual
or after-the-fact alternatives. The result is a direct exam-style implementation choice: it changes the required security behavior
without relying on unrelated monitoring, manual cleanup, or excessive privilege. Official Microsoft source/topic: SC-500 Study
Guide > Microsoft Security Copilot agents; Microsoft Learn > Security Store agent approval and app registration.

NEW QUESTION # 20 
Drag and Drop Question
You have a Microsoft 365 subscription.
You use Microsoft Entra Agent ID to manage an agent identity.
You manage AI agents from the Microsoft 365 admin center.
An autonomous agent named Agent1 runs without a signed-in user. The agent must access Microsoft Graph and read secrets from a
single Azure key vault.
You need to grant Agent1 access to Microsoft Graph and Key Vault without requiring user interaction or consent at runtime.
What should you do for the agent identity? To answer, drag the appropriate actions to the correct services. Each action may be used
once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:

NEW QUESTION # 21 
You have a Microsoft Entra tenant.
You need to implement password less authentication. The solution must meet the following requirements:
*Users can sign in without a password by using a mobile device.
*New users that sign in for the first time must use a helpdesk issued sign in method that expires.
Which authentication method should you enable for each requirement? To answer, drag the appropriate methods to the correct
requirements. Each method may be used once, more than once, or not at all. You may need to drag the split bar between panes or
scroll to view content.
NOTE: Each correct selection is worth one point.

Answer:



Explanation:

Explanation:
Passwordless sign-in: Microsoft Authenticator; First-time sign-in for new users: Temporary Access Pass

Microsoft Authenticator supports passwordless phone sign-in, allowing users to authenticate from a mobile device without typing a
password. Temporary Access Pass is a time-limited, helpdesk-issued credential designed for onboarding or recovery, so it fits first-
time sign-in for new users. SMS and voice call are authentication methods but are not passwordless sign-in methods in the same
strong sense, and hardware OATH tokens are not the requested mobile-device experience. For SC-500, the decisive distinction is
whether the control authenticates an identity, grants authorization, or merely changes configuration visibility. The incorrect choices
generally either grant excessive privilege, change the application model, or operate at the wrong scope. Microsoft expects the least-
privilege identity path that satisfies the scenario without introducing shared secrets or unnecessary tenant-wide rights. The result is a
direct exam-style implementation choice: it changes the required security behavior without relying on unrelated monitoring, manual
cleanup, or excessive privilege. Official Microsoft source/topic: SC-500 Study Guide > passwordless authentication methods;
Microsoft Learn > Microsoft Authenticator and Temporary Access Pass.

NEW QUESTION # 22 
You have an Azure subscription named Sub1 that contains a storage account named storage1.
Sub1 has Microsoft Defender for Storage enabled. Defender for Storage has on-upload malware scanning enabled for a monthly
cap of 10,000 GB per storage account.
You use a Microsoft Sentinel workspace to monitor security events on all Azure resources.
You need to configure storage1 to use a malware scanning cap of 2,000 GB per month.
What should you do?

A. From Microsoft Sentinel, modify the data collection rule (DCR) to restrict log ingestion from storage1.
B. Enable the Override Defender for Storage subscription-level settings for storage1.
C. From the Microsoft Sentinel workspace, modify the daily cap.
D. Modify the malware scanning configuration of Sub1.

Answer: B

Explanation:
Defender for Storage settings can be overridden for an individual storage account when the subscription-level configuration applies a
different malware scanning cap. Enabling the override for storage1 allows its on-upload malware scanning monthly cap to be
changed to 2,000 GB while the subscription-level 10,000-GB setting continues to apply to other storage accounts.
Reference:
https://learn.microsoft.com/en-us/azure/defender-for-cloud/defender-for-storage-introduction
https://learn.microsoft.com/en-us/azure/defender-for-cloud/defender-for-storage-azure-portal-enablement?tabs=enable-subscription

NEW QUESTION # 23 
You have an Azure virtual network named VNet1 that contains an Azure Bastion Subnet. VNet1 contains a subnet named Subnet1
Subnet1 contains multiple virtual machines.
You plan to deploy Azure Bastion to provide secure RDP access to the virtual machines on Subnet1. You associate a network



security group (NSG) named NSG1 to Azure Bastion Subnet.
You need to configure rules for NSG1. The solution must meet the following requirements:
*Allow required inbound access to Azure Bastion from the internet.
*Allow user access to the virtual machines by using Azure Bastion.
Which TCP ports should you allow for the NSG1 rules? To answer, drag the appropriate ports to the correct rules. Each port may
be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:

Explanation:
Inbound from the internet: 443; Outbound to Subnet1: 3389

Azure Bastion requires inbound HTTPS access on TCP 443 from the internet to the AzureBastionSubnet so users can reach the
Bastion service. For RDP to Windows virtual machines, Bastion then needs outbound access to the target subnet on TCP 3389.
Port 22 would be required for SSH, but the scenario is specifically secure RDP. Other listed ports do not satisfy Bastion RDP
access requirements. For this domain, least privilege means granting only the required data operation or allowing only the required
network flow. The correct response avoids shared keys, broad peering, general contributor roles, or log-only controls when the
scenario demands prevention, routing, event triggering, or account-specific configuration. The result is a direct exam-style
implementation choice: it changes the required security behavior without relying on unrelated monitoring, manual cleanup, or
excessive privilege. Official Microsoft source/topic: SC-500 Study Guide > Azure Bastion; Microsoft Learn > Azure Bastion NSG
access and port requirements.

NEW QUESTION # 24
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