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EC-COUNCIL EC-Council Ethical Hacking Essentials (EHE) Sample
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NEW QUESTION # 42 
Which countermeasure is effective in protecting cloud environments against data breaches?

A. Regular software patching
B. Multi-factor authentication
C. Frequent password rotation
D. Continuous monitoring
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Answer: B

NEW QUESTION # 43 
Which of the following is the primary objective of information security?

A. Increasing employee productivity
B. Ensuring network speed
C. Protecting confidentiality, integrity, and availability of data
D. Reducing software costs

Answer: C

NEW QUESTION # 44 
Which tool is commonly used for wireless network hacking?

A. Aircrack-ng
B. Nessus
C. Metasploit
D. Wireshark

Answer: A

NEW QUESTION # 45 
Which of the following is an effective countermeasure against cloud-based data breaches?

A. Disabling multi-factor authentication
B. Allowing unrestricted access to cloud storage
C. Using weak passwords for cloud accounts
D. Encrypting data at rest and in transit

Answer: D

NEW QUESTION # 46 
Which term refers to an unauthorized device that connects to a wireless network?

A. War driving
B. Evil twin
C. Rogue access point
D. Packet sniffer

Answer: C

NEW QUESTION # 47
......
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