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Amazon AWS Certified Solutions Architect - Associate (SAA-C03) Sample
Questions (Q255-Q260):

NEW QUESTION # 255
Is it possible to get a history of all EC2 API calls made on your account for security analysis and operational troubleshooting

purposes?

A. Yes, by default, the history of your API calls is logged.

B. No, you can only get a history of VPC API calls.

C. No, you cannot store history of EC2 API calls on Amazon.
D. Yes, you should turn on the CloudTrail in the AWS console.

Answer: D

Explanation:

To get a history of all EC2 API calls (including VPC and EBS) made on your account, you simply turn on CloudTrail in the AWS
Management Console.

Reference: https:/aws.amazon.convec2/faqs/

NEW QUESTION # 256

A conpany is implementing a new business application. The application runs on two Amazon EC2 instances and uses an Amazon
S3 bucket for document storage. A solutions architect needs to ensure that the EC2 instances can access the S3 bucket.

‘What should the solutions architect do to meet this requirement?

A. Create an IAM policy that grants access to the S3 bucket. Attach the policy to the EC2 instances.

B. Create an IAM role that grants access to the S3 bucket. Attach the role to the EC2 instances.

C. Create an IAM group that grants access to the S3 bucket. Attach the group to the EC2 instances.

D. Create an IAM user that grants access to the S3 bucket. Attach the user account to the EC2 instances.

Answer: B

Explanation:
httpsz//aws.amazon.com/premiunmsupport/knowledge- center/ec2- instance-access-s3-bucket/

NEW QUESTION # 257

An organization is planning to setup a management network on the AWS VPC. The organization is trying to secure the webserver on
a single VPC instance such that it allows the internet traffic as well as the back-end management traffic. The organization wants to
make so that the back end management network interface can receive the SSH traffic only froma selected IP range, while the
internet facing webserver will have an IP address which can receive traffic from all the internet IPs.

How can the organization achieve this by running web server on a single instance?

¢ A The organization should create two network interfaces with the same subnet and security group to assign separate IPs to
each network interface.

¢ B. It is not possible to have two IP addresses for a single instance.

¢ C. The organization should launch an instance with two separate subnets using the same network interface which allows to
have a separate CIDR as well as security groups.

¢ D. The organization should create two network interfaces with separate subnets so one instance can have two subnets and the
respective security groups for controlled access.

Answer: D

Explanation:

Explanation/Reference:

Explanation:

A Virtual Private Cloud (VPC) is a virtual network dedicated to the user's AWS account. It enables the user to launch AWS
resources into a virtual network that the user has defined. An Elastic Network Interface (ENI) is a virtual network interface that the
user can attach to an instance ina VPC. The user can create a management network using two separate network interfaces. For the
present scenario it is required that the secondary network interface on the instance handles the public facing traffic and the primary
network mterface handles the back-end management traffic and it is connected to a separate subnet in the VPC that has more



restrictive access controls. The public facing interface, which may or may not be behind a load balancer, has an associated security
group to allow access to the server from the internet while the private facing interface has an associated security group allowing SSH
access only from an allowed range of TP addresses either within the VPC or from the internet, a private subnet within the VPC or a
virtual private gateway.

Reference:

httpz//docs.aws.amazon.comy AWSEC2/latest/UserGuide/using-eni. html

NEW QUESTION # 258

A company wants to use high performance computing (HPC) infrastructure on AWS for financial risk modeling. The company's
HPC workloads run on Linux. Each HPC workflow runs on hundreds of Amazon EC2 Spot Instances, is shorl-lived, and generates
thousands of output files that are ultimately stored in persistent storage for analytics and long-term future use.

The company seeks a cloud storage solution that permits the copying of on-premises data to long-term persistent storage to make
data available for processing by all EC2 instances. The solution should also be a high performance file system that is integrated with
persistent storage to read and write datasets and output files.

‘Which combination of AWS services meets these requirements?

¢ A. Amazon FSx for Lustre integrated with Amazon S3

¢ B. Amazon S3 bucket with a VPC endpoint integrated with an Amazon Elastic Block Store (Amazon EBS) General Purpose
SSD (gp2) volume

e C. Amazon S3 Glacier integrated with Amazon Elastic Block Store (Amazon EBS)

¢ D. Amazon FSx for Windows File Server integrated with Amazon S3

Answer: A

Explanation:

httpsz/aws.amazon.convfsx/lustre/

Amazon FSx for Lustre is a fully managed service that provides cost-effective, high-performance, scalable storage for compute
workloads. Many workloads such as machine learning, high performance computing (HPC), video rendering, and financial
simulations depend on compute instances accessing the same set of data through high-performance shared storage.

NEW QUESTION # 259

A solutions architect must migrate a Windows Internet Information Services (IIS) web application to AWS The application currently
relies on a file share hosted in the user's on-premises network-attached storage (NAS) The solutions architect has proposed
migrating the MS web servers to Amazon EC2 mstances in multiple Availability Zones that are connected to the storage solution,
and configuring an Elastic Load Balancer attached to the instances Which replacement to the on-premises file share is MOST
resilient and durable?

A. Migrate the file share to Amazon Elastic File System (Amazon EFS)
B. Migrate the file share to Amazon FSx for Windows File Server

C. Migrate the file share to AWS Storage Gateway

D. Migrate the file share to Amazon RDS

Answer: B

NEW QUESTION # 260
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