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R #137

An organization has implemented a Customer Address API to retrieve customer address information. This API has been deployed
to multiple environments and has been configured to enforce client IDs everywhere.

A developer is writing a client application to allow a user to update their address. The developer has found the Customer Address
API in Anypoint Exchange and wants to use it in their client application.

What step of gaining access to the API can be performed automatically by Anypoint Platform?

e A. Approve the client application request for the chosen SLA tier

¢ B. Create a new application in Anypoint Exchange for requesting access to the API

e (. Request access to the appropriate API Instances deployed to multiple environments using the client application's
credentials

e D. Modify the client application to call the API using the client application's credentials

EfE: A
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fEERA -
Correct Answe 1: Approve the client application request for the chosen SLA tier
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>> Only approving the client application request for the chosen SLA tier can be autormated
>> Rest of the provided options are not valid

H #138

An organization wants to make sure only known partners can invoke the organization's APIs. To achieve this security goal, the
organization wants to enforce a Client ID Enforcement policy in API Manager so that only registered partner applications can invoke
the organization's APIs. In what type of API implementation does MuleSoft recommend adding an AP proxy to enforce the Client
ID Enforcement policy, rather than embedding the policy directly in the application's JVM?

A. A Non-Mule application

B. A Mule 3 application using APIkit

C. A Mule 3 or Mule 4 application modified with custom Java code
D. A Mule 4 application with an API specification

EfE: A

R -

Correct Answe 1: A Non-Mule application
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>> All type of Mule applications (Mule 3/ Mule 4/ with APIkit/ with Custom Java Code etc) running on Mule Runtimes support the
Embedded Policy Enforcement on them

>> The only option that cannot have or does not support embedded policy enforcement and must have API Proxy is for Non-Mule
Applications.

So, Non-Mule application is the right answer.

E #139

A developer from the Central IT team has created an initial version of the RAML definition in Design Center for an OAuth 2.0-
protected System API and published it to Exchange. Another developer from LoB IT discovered the System API in Exchange and
would like to leverage it in the Process APL

What is the MuleSoft-recommended approach for Process API to invoke the System API?

¢ A The Process API uses property YAML files to store the System API URLs and uses the HTTP Request Connector to
mvoke the Systerm API

e B. The Process APL uses the REST Connect Connector autogenerated in Exchange for the System API

e C. The Process API needs to import an CAuth 2.0 module from Exchange first and update it with OAuth 2.0 credentials
before the System API can be invoked

e D. The Process API manually updates the Process API POM file to include the System API as a dependency

IEf#: B

AR

In MuleSoft's ecosystem, when a Process API needs to consume a System API (published to Exchange and protected by OAuth
2.0), the recommended approach is to utilize the REST Connect Connector. Here's how it aligns with best practices:

Automated Connector Generation:

When a RAML or OAS specification is published in Exchange, MuleSoft automatically generates a REST Connect Connector for
that APL This connector simplifies integration as it abstracts the complexity of making HTTP requests and handling O Auth
authentication.

Streamlined Integration:

The Process API can import this generated connector from Exchange and configure OAuth credentials, streamlining secure access
to the System API without manual HTTP setup.

Why Option C is Correct:

Using the REST Connect Connector directly leverages MuleSoft's automated tooling, mnimizing manual configurations and ensuring
a more maintainable integration.

of Incorrect Options:

Option A (importing an O Auth module) is unnecessary; OAuth is handled within the connector's configuration.

Option B (property YAML files with HTTP requests) mvolves manual setup, which is more error-prone and not recommended.



Option D (manually updating POM file) does not directly aid in invoking an API through Exchange.

Reference

For more information on using REST Connect Connectors and OAuth integration in MuleSoft, refer to the MuleSoft documentation
on API Management and Connectors.

H R #140

A set of tests must be performed prior to deploying API implementations to a staging environment. Due to data security and access
restrictions, untested APIs cannot be granted access to the backend systems, so instead mocked data must be used for these tests.
The amount of available mocked data and its contents is sufficient to entirely test the API implementations with no active connections
to the backend systems. What type of tests should be used to incorporate this mocked data?

A. Untt tests (Whitebox)

B. Functional tests (Blackbox)
C. Performance tests

D. Integration tests

EE: A
A -
Correct Answe 1: Unit tests (Whitebox)

s ste st sfe sfe steste she she steste she sk steste she st steste sk sk skeste sk stttk skokokokokokskokoskokoskskosk

Reference:

As per general IT testing practice and MuleSoft recommended practice, Integration and Performance tests should be done on full
end to end setup for right evaluation. Which means all end systens should be connected while doing the tests. So, these options are
OUT and we are left with Unit Tests and Functional Tests.

As per attached reference documentation from MuleSoft:

Unit Tests - are limited to the code that can be realistically exercised without the need to run it inside Mule itself. So good candidates
are Small pieces of modular code, Sub Flows, Custom transformers, Custom components, Custom expression evaluators etc.
Functional Tests - are those that most extensively exercise your application configuration. In these tests, you have the freedom and
tools for simulating happy and unhappy paths. You also have the possibility to create stubs for target services and make them
success or fail to easily simulate happy and unhappy paths respectively.

As the scenario in the question demands for API implementation to be tested before deployment to Staging and also clearly indicates
that there is enougly sufficient amount of mock data to test the various components of API implementations with no active
connections to the backend systens, Unit Tests are the one to be used to incorporate this mocked data.

R #141

Refer to the exhibit.

Three business processes need to be implemented, and the implementations need to communicate with several different SaaS
applications.

These processes are owned by separate (siloed) LOBs and are mainly independent of each other, but do share a few business
entities. Each LOB has one development team and their own budget In this organizational context, what is the most effective
approach to choose the API data models for the APIs that will implement these business processes with minimal redundancy of the
data models?

A) Build several Bounded Context Data Models that align with coherent parts of the business processes and the definitions of
associated business entities

B) Build distinct data models for each API to follow established micro-services and Agile API-centric practices C) Build all API
data models using XML schema to drive consistency and reuse across the organization D) Build one centralized Canonical Data
Model (Enterprise Data Model) that unifies all the data types from all three business processes, ensuring the data model is consistent
and non-redundant

A. Option C
B. Option A
C. Option D
D. Option B

IEf#: B

A -
Correct Answe 1: Build several Bounded Context Data Models that align with coherent parts of the business processes and the



definitions of associated business entities.
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>> The options w.r.t building API data models using XML schema/ Agile API-centric practices are irrelevant to the scenario given
in the question. So these two are INVALID.

>> Building EDM (Enterprise Data Model) is not feasible or right fit for this scenario as the teams and LOBs work i silo and they
all have different initiatives, budget etc.. Building EDM needs mtensive coordination among all the team which evidently seens not
possible in this scenario.

So, the right fit for this scenario is to build several Bounded Context Data Models that align with coherent parts of the business
processes and the definitions of associated business entities.

B #142
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