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H #139
Refer to the exhibit showing a FortiSOAR playbook.
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&= FortiSOAR™

~ Acive  Investigate Suspicious Email

Investigate Suspicious Spoofing Alert, and Escalate to Incident i Malicious Indicators are foun
£t Save Version

ManualAction

Check for Drive by Download
REFERENCE A PLAYBOOK

Mark Drive by Download
MANUAL INPUT

W Sy > Not Mark Add Drive By Download I..
L O UPDATE REDORD

Update summary
UPDATE RECORD.

You are investigating a suspicious e-mail alert on FortiSOAR, and after reviewing the executed playbook, you can see that it
requires intervention.
What should be your next step?

A. Run the Mark Drive by Download playbook action

B. Click on the notification icon on FortiSOAR GUI and run the pending input action
C. Reply to the e-mail with the requested Playbook action

D. Go to the Incident Response tasks dashboard and run the pending actions

IEf#: D

A -

The exhibited playbook requires intervention, which means that the playbook has reached a point where it needs a human operator
to take action. The next step should be to go to the Incident Response tasks dashboard and run the pending actions. This will allow
you to see the pending actions that need to be taken and to take those actions. The other options are not correct.

HH #140

The SECOPS team in your company has started a new project to store all logging data in a disaster recovery center. All FortiGates
will log to a secondary FortiAnalyzer and establish a TCP session to send logs to the syslog server.

Which two configurations will achieve this goal? (Choose two.)

config log syslogd setting
set port 514
set reliable enable

ATIEEETserver 172.20.120.24
set.status enable

confiy 1o FOrtianal¥Eer SeTCing
adit 2
sot statuls anable

mat mamverc172.20,120.23
sot cofs-tisecut 100

set status enableF::RATINET
C set server 172.20.120.23

config log fortianalyzer2 settingi

config log syElogt IEEEEing
set csv enable
set facility local 5
sat port TCP 514
sat server 172.20.120.24
[ ] D set status enable

Ef: A C

R #141
A customer has a SCADA environmental control device that is triggering a false-positive IPS alert whenever the Web GUI of the



device is accessed. You cannot create a functional custom IPS filter to exempt this behavior, and it appears that the device is so old
that it does not have HTTPS support. You need to prevent the false positive IPS alerts from occurring,
In this scenario, which two actions will accomplish this task? (Choose two.)

A. Create a very specific firewall policy for that device IP address which does not perform IPS scanning.
B. Create a URL filter with the Exempt action for that device IP address.

C. Reconfigure the FortiGate to operate in proxy-based inspection mode instead of flow-based.

D. Change the relevant firewall policies to use SSL certificate-inspection instead of SSL deep- inspection.

Eﬁ: A\ B

HE #142
Refer to the exhibit.
FWB (HC-Combo) # show
config server-policy health
edit "HC-Combo"
config health-list
edit 1
set type tcp-half-open
next
edit 2
set type~http
set.url>path f’ilr?_ciexl.:l'lll-rrllpET
set match-type response-code

next
edit 3
set type icmp
next
end
next
end

You created a custom health-check for your FortiWeb deployment.
Given the output shown in the exhibit, which statement is true?

A. The FortiWeb must match the hash value of the page index.html.

B. The FortiWeb must receive an ICMP Echo Request from the server.

C. The FortiWeb must receive an HTTP 200 response code from the server.
D. The FortiWeb must receive an RST packet from the server.

F
®

: C

HH #143
‘Which Fortinet product is used for antispam protection?

A. FortiSwitch
B. FortiWeb
C. FortiGate
D. FortiDB

M
R

: C
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