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FE LLEL
¢ Troubleshooting; In this final section, CheckPoint Security Administrators will demonstrate their
T | troubleshooting skills related to Harmony Endpoint. This involves identifying and resolving issues that may

arise during deployment or operation of the endpoint security solution.

¢ Advanced Threat Prevention: CheckPoint Security Administrators will be assessed in this area, which
D covers advanced techniques for preventing sophisticated threats. This includes leveraging threat intelligence
and proactive measures to safeguard endpoints from emerging cyber risks.
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o [arge-Scale Harmony Endpoint Deployment: This domain is aimed at Harmony Endpoint Security

Professionals and addresses the challenges associated with deploying Harmony Endpoint at scale.
FE3 Candidates will learn about strategies for efficient large-scale implementation while maintaining security
standards across numerous devices.
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FIRE #44
‘What capabilities does the Harmony Endpoint NGAV include?

A. Threat Extraction, Threat-Emulation & Zero-Phishing
B. Anti-IPS, Anti-Firewall & Anti-Guard
C. Zero-Phishing, Anti-Bot & Anti-Virus
D. Anti-Ransomware, Anti-Exploit & Behavioral Guard

ZE: D

i RE R «

Harmony Endpoint's Next-Generation Anti- Virus (NGAV) is designed to combat advanced threats using a combination of
behavioral analysis, exploit prevention, and ransomware protection. The documentation specifies that NGAV includesAnti-
Ransonmware, Anti- Exploit, andBehavioral Guardas core capabilities.

TheCP_R81.20 Harmony Endpoint Server AdminGuide.pdfoutlines these onpage 20, under "Endpoint Security Client"™:
"Harmony Endpoint Anti-Ransomware, Behavioral Guard and Forensics: Prevents ransomware attacks.

Monttors files and the registry for suspicious processes and network activity. Analyzes incidents reported by other components."
Additionally, onpage 358, under "Harmony Endpoint Threat Extraction, Emulation and Anti-Exploit™:

"Anti- Exploit: Detects and prevents exploitation of vulnerabilities in software." While the term "NGAV" is not explicitly used, these
components- Anti- Ransomware, Behavioral Guard, and Anti- Exploit-represent the next-generation approach to antivirus protection,
focusing on behavior-based detection and prevention of advanced threats like exploits and ransomware. This matchesOption A.
The other options are incorrect:

* Option B ("Anti-IPS, Anti-Firewall & Anti-Guard"): These are not recognized capabilities in the documentation; they appear to be
fabricated terms.

* Option C ("Zero-Phishing, Anti-Bot & Anti- Virus"): Zero-Phishing (page 366) and Anti-Bot (page

353) are separate features, and Anti-Virus is traditional, not NGAV-specific.

* Option D ("Threat Extraction, Threat-Emulation & Zero-Phishing"): These relate to document sanitization and phishing protection
(pages 358-366), not NGAV's core focus.

Thus,Option Aaccurately reflects Harmony Endpoint NGAYV capabilities.

References:

CP_R81.20 Harmony Endpoint Server AdminGuide.pdf, Page 20: "Endpoint Security Client" (lists Ant- Ransomware and
Behavioral Guard).

CP_R81.20 Harmony Endpomnt Server AdminGuide.pdf, Page 358: "Harmony Endpoint Threat Extraction, Emulation and Anti-
Exploit" (mentions Anti-Exploit).

F 8 #45
Which command in CLI session is used to check status of Check Point processes on Harmony Endpoint Management server?

e A show mgnt server state
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¢ B. cpwd state
e C.ps-aux| grep EPM
e D.cpwd admin fist

ZX: D
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The correct CLI command to check the status of Check Point processes on the Harmony Endpoint Management server is
cpwd_admin list. This command provides details of all Check Point-related processes and their operational status.

Exact Extract from Official Document:

"Use the CLI command 'cpwd _admin list' to check the status of Check Point processes on the management server."
Reference:Check Point Harmony Endpoint Specialist R81.20 Administration Guide, "Troubleshooting,"

RI& #46
‘Which solution encrypts various types of removable storage media including USB drives, backup hard drives, and SD cards?

A. Endpomnt's Media Encryption (ME) Software Capability
B. Full Disk Encryption and File Recovery

C. Full Recovery with Media Encryption

D. Media Encryption and Port Protection (MEPP)

ER: A

FIRE #47
In the OVERVIEW Tab of the Harmony Endpoint portal which Overview shows the Active Alerts?

A. The Computer Management view
B. The Security Overview

C. The Operational Overview

D. The Policy Overview

ER: C

FIRE #48
Endpoint's Media Encryption (ME) Software Capability protects sensitive data on what, and how?

e A Storage devices, removable media, and other input/output devices by requiring authorization before a user accesses the
device

¢ B. Removable media and other input/output devices by using encryption methods

e C. Input/output devices using Anti-Malware

¢ D. Storage devices by requiring multi-factor authorization

BEE: A

fE R A«

The Media Encryption & Port Protection component specifically safeguards sensitive information by encrypting data and mandating
authorization for access to storage devices, removable media, and other input

/output devices. Users need explicit authorization to interact with these encrypted storage devices.

Exact Extract from Official Document:

"The Media Encryption & Port Protection component protects sensitive information by encrypting data and requiring authorization
for access to storage devices, removable media, and other input/output devices." Reference:Check Point Harmony Endpoint
Specialist R81.20 Administration Guide, Section: "Media Encryption & Port Protection'.
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