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Microsoft SC-401 Exam Syllabus Topics:

Topic Details

Topic 1

Protect Data Used by AI Services: This section evaluates AI Governance Specialists on securing data in
AI-driven environments. It includes implementing controls for Microsoft Purview, configuring Data Security
Posture Management (DSPM) for AI, and monitoring AI-related security risks to ensure compliance and
protection.

Topic 2

Manage Risks, Alerts, and Activities: This section assesses Security Operations Analysts on insider risk
management, monitoring alerts, and investigating security activities. It covers configuring risk policies,
handling forensic evidence, and responding to alerts using Microsoft Purview and Defender tools.
Candidates must also analyze audit logs and manage security workflows.

Topic 3

Implement Data Loss Prevention and Retention: This section evaluates Data Protection Officers on
designing and managing data loss prevention (DLP) policies and retention strategies. It includes setting
policies for data security, configuring Endpoint DLP, and managing retention labels and policies.
Candidates must understand adaptive scopes, policy precedence, and data recovery within Microsoft 365.
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Topic 4

Implement Information Protection: This section measures the skills of Information Security Analysts in
classifying and protecting data. It covers identifying and managing sensitive information, creating and
applying sensitivity labels, and implementing protection for Windows, file shares, and Exchange.
Candidates must also configure document fingerprinting, trainable classifiers, and encryption strategies using
Microsoft Purview.
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100% Pass Quiz Unparalleled Microsoft - SC-401 - Exam Administering
Information Security in Microsoft 365 Questions Answers
Preparing for the SC-401 real exam is easier if you can select the right test questions and be sure of the answers. The SC-401 test
answers are tested and approved by our certified experts and you can check the accuracy of our questions from our free demo.
Expert for one-year free updating of SC-401 Dumps PDF, we promise you full refund if you failed exam with our dumps.

Microsoft Administering Information Security in Microsoft 365 Sample
Questions (Q210-Q215):
NEW QUESTION # 210 
You have a Microsoft 365 subscription. You create a retention policy and apply the policy to Exchange Online mailboxes.
You need to ensure that the retention policy tags can be assigned to mailbox items as soon as possible.
What should you do?

A. From the Microsoft Purview portal, create a label policy.
B. From Exchange Online PowerShell. run Start-ManagedFolderAssistant.
C. From the Microsoft Purview portal, create a data loss prevention (DLP) policy.
D. From Exchange Online PowerShell, run start -RetentionAutoTagLearning.

Answer: B

Explanation:
Retention policy tags (MRM) for Exchange Online are applied by the Managed Folder Assistant (MFA). To apply a newly created
Exchange retention policy to mailbox items immediately, you manually invoke MFA with Start-ManagedFolderAssistant for the
mailbox or set of mailboxes. Creating DLP policies or label policies in Purview does not accelerate MRM processing.

NEW QUESTION # 211 
Hotspot Question
You plan to implement Microsoft 365 Endpoint data loss prevention (Endpoint DLP).
You need to identify which end user activities can be audited on the endpoints, and which activities can be restricted on the
endpoints.
What should you identify for each activity? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:
Explanation:
https://docs.microsoft.com/en-us/microsoft-365/compliance/endpoint-dlp-learn-about

NEW QUESTION # 212 
You have a Microsoft 365 E5 subscription that contains the adaptive scopes shown in the following table.
You create the retention policies shown in the following table.
Which retention policies support a preservation lock?
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A. RPolicy1, RPolicy2, and RPolicy3
B. RPolicy3on1y
C. RPolicy1 and RPolicy2 only
D. RPolicy1 and RPolicy3 only
E. RPolicy2only

Answer: B

Explanation:
Step 1 - Review of Preservation Lock
* Preservation Lock in Microsoft 365 retention policies ensures that once a policy is locked, no one (including administrators) can
turn it off, delete it, or make it less restrictive.
* Preservation Lock is only available for static retention policies and not supported for adaptive scopes.
# Reference: Preservation Lock in Microsoft 365 retention policies
From Microsoft docs:
"Preservation Lock can only be applied to retention policies configured with static scopes. Adaptive scopes do not currently support
Preservation Lock." Step 2 - Analyzing the Case Data
* RPolicy1 # Adaptive scope (Scope1: Users). # Not eligible for Preservation Lock.
* RPolicy2 # Adaptive scope (Scope2: SharePoint Online sites). # Not eligible for Preservation Lock.
* RPolicy3 # Static scope (Microsoft 365 groups). # Eligible for Preservation Lock.
Step 3 - Conclusion
Only RPolicy3 qualifies for Preservation Lock.

NEW QUESTION # 213 
You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Cloud Apps.
You need to ensure that you receive an alert when a user uploads a document to a third-party cloud storage service.
What should you use?

A. a sensitivity label
B. an insider risk policy
C. an activity policy
D. a file policy

Answer: C

Explanation:
Activity Policy (MCAS): Monitors and alerts on specific user actions such as uploading files, downloads, or logins to cloud apps.
Perfect for detecting "upload to third-party storage".
Sensitivity label: Used for classifying and protecting content, not generating alerts.
File policy (MCAS): Inspects and governs files already stored in sanctioned apps, not upload activity.
Insider risk policy: Focuses on risky behavior like data exfiltration or security violations, not direct activity alerts in cloud apps.
# Answer: A. an activity policy
Reference: Defender for Cloud Apps activity policies

NEW QUESTION # 214 
You have a Microsoft 365 E5 subscription.
You need to apply data loss prevention (DLP) policies to the following:
- Microsoft Exchange Online mailboxes
- Microsoft SharePoint Online sites
- Microsoft Power BI workspaces
- Microsoft OneDrive accounts
- On-premises repositories
What is the minimum number of DLP policies required to achieve the goal?

A. 0
B. 1
C. 2
D. 3
E. 4



Answer: E

NEW QUESTION # 215
......
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