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(Q29-Q34):

NEW QUESTION # 29
What is the purpose of security posture tagging in ZTNA? (Choose one answer)

A. To ensure that all devices and users are monitored continuously

B. To provide granular access control based on the compliance status of devices and users|
C. To categorize devices and users based on their role in the organization

D. To assign usernames to different devices for security logs

Answer: B

Explanation:

In the context of Zero Trust Network Access (ZTNA), security posture tagging is the fundamental mechanism used to enforce
compliance and security standards before granting access to protected resources.

* Granular Access Control: The primary purpose of tagging is to provide granular access control.3 Instead of relying solely on static
credentials, ZTNA uses these dynamic tags to determine if a device or user meets specific security requirements at the moment of
the connection request.

* Compliance-Based Enforcement: Tags are assigned based on the compliance status of the endpoint.

For example, the FortiSASE Endpoint Management Service (EMS) can verify if a device has an active antivirus, is running a specific
OS version, or is joined to the corporate domain.5 If the device fails any of these checks, the "Conpliant” tag is removed, and
access is automatically revoked.

* Dynamic and Continuous Assessment: Unlike traditional VPNs that check posture only at login, ZTNA posture tagging allows for
continuous assessiment. If'a device's security posture changes-for instance, if the user disables their firewall-the tag is updated in real-
time across the Security Fabric, and the ZTNA policy will immediately deny further access.8

* Integration with Policies: On the FortiGate (acting as a ZTNA proxy) or within FortiSASE, these tags are used as source criteria in
ZTNA policies.9 Only traffic originating from endpoints with the required tags (e.g., "EMS-Tag: Corporate-Managed") is permitted
to reach the protected application.

NEW QUESTION # 30
An admmnistrator must restrict endpoints from certain countries from connecting to FortiSASE. Which configuration can achieve this?
(Choose one answer)

A. Source IP anchoring to restrict access from the specified countries
B. A network lockdown policy on the endpoint profiles

C. A geography address object as the source for a deny policy

D. Geofencing to restrict access from the required countries

Answer: D

Explanation:

To restrict endpoints from certain countries from connecting to FortiSASE, the administrator should configure Geofencing, This
feature provides granular control over which geographic locations are permitted or denied access to the SASE infrastructure.
Geofencing in FortiSASE

Geofencing is the primary mechanism for controlling remote user connectivity based on their origin.

* Functionality: It uses a geography-to-IP mapping database to identify the location of incoming connection requests.

* Access Modes: Administrators can choose between two main modes:

* Allow: Only users from specified countries can connect; all others are blocked.

* Deny: Users from specified countries are blocked; all others are allowed.

* Configuration Path: In the FortiSASE GUI, navigate to Configuration > Geofencing to enable the feature and add the relevant
countries.

* Enforcement: Once enabled, the system automatically creates "local-in" policies to drop or permit traffic at the edge of the SASE
PoPs before it can consume resources or attempt authentication.

NEW QUESTION # 31

Refer to the exhibits.

WiMO-Pro and Win7-Pro are endpoints from the same remote location. WiMO-Pro can access the internet though FortiSASE,
while Wm7-Pro can no longer access the internet Given the exhibits, which reason explains the outage on Wm7-Pro?



A. Win-7 Pro has exceeded the total vulnerability detected threshold.

B. The Win7-Pro device posture has changed.

C. Win7-Pro cannot reach the FortiSASE SSL VPN gateway

D. The Win7-Pro FortiClient version does not match the FortiSASE endpoint requirement.

Answer: A

Explanation:

Based on the provided exhibits, the reason why the Win7-Pro endpoint can no longer access the internet through FortiSASE is due
to exceeding the total vulnerability detected threshold. This threshold is used to determine if a device is compliant with the security
requirerments to access the network.

* Endpoint Compliance:

* FortiSASE monitors endpoint conpliance by assessing various security parameters, including the number of vulnerabilities
detected on the device.

* The compliance status is indicated by the ZTNA tags and the vulnerabilities detected.

* Vulnerability Threshold:

* The exhibit shows that Win7-Pro has 176 vulnerabilities detected, whereas Winl0-Pro has 140 vulnerabilities.

* Ifthe endpoint exceeds a predefined vulnerability threshold, it may be restricted from accessing the network to ensure overall
network security.

* Tmpact on Network Access:

* Since Win7-Pro has exceeded the vulnerability threshold, it is marked as non-compliant and subsequently loses internet access
through FortiSASE.

* The FortiSASE endpomnt profile enforces this compliance check to prevent potentially vulnerable devices from accessing the
mternet.

References:

FortiOS 7.6 Administration Guide: Provides information on endpoint compliance and vulnerability management.

FortiSASE 23.2 Documentation: Explains how vulnerability thresholds are used to determine endpoint compliance and access
control.

NEW QUESTION # 32

To complete their day-to-day operations, remote users require access to a TCP-based application that is hosted on a private web
server. Which FortiSASE deployment use case provides the most efficient and secure method for meeting the remote users'
requirements?

A. SD-WAN private access

B. zero trust network access (ZTNA) private access
C. next generation firewall (NGFW)

D. inline-CASB

Answer: B

Explanation:

ZTNA ensures that remote users can securely connect to private applications based on identity verification and security policies,
without needing a traditional VPN. This access method provides strong security with least-privilege access, which is ideal for
protecting private web servers and their data from unauthorized access. It also improves efficiency by dynamically verifying user
identity and device posture before granting access.

NEW QUESTION # 33
Refer to the exhibit.

An organization must inspect all the endpoint internet traffic on FortiSASE, and exclude Google Maps traffic fiom the FortiSASE

tunnel and redirect it to the endpoint physical interface.
Which configuration must you apply to achieve this requirement? (Choose one answer)

A. Configure a steering bypass tunnel firewall policy using Google Maps FQDN to exclude and redirect the traffic.
B. Exempt Google Maps in URL filtering in the web filter profile.

C. Add the Google Maps URL in the zero trust network access (ZTNA) TCP access proxy forwarding rule.

D. Add the Google Maps URL as a steering bypass destination in the endpoint profile.

Answer: D



Explanation:

In FortiSASE, the requirement to redirect specific traffic away from the secure tunnel and through the local physical interface is
achieved through Steering Bypass (commonly referred to as split tunneling).

* Steering Bypass Destinations: This feature is configured within the Endpoint Profile settings. When an administrator adds a
destination (such as the Google Maps URL or FQDN) to the Steering Bypass table, the FortiClient agent updates the local routing
table on the endpoint.

* Traffic Redirection: Traffic matching these bypass rules is explicitly excluded from the FortiSASE VPN tunnel and instead sent
directly out of the device's local internet gateway (physical interface). This is ideal for optimizing bandwidth and reducing latency for
trusted, high-volume applications like mapping services or video conferencing,

* Analysis of Other Options:

* Option A: ZTNA TCP access proxy rules are designed for secure access to private applications, not for managing how internet-
bound traffic is routed.

* Option B: While it uses the term "steering bypass," there is no "tunnel firewall policy" configuration for this purpose; the
configuration is done at the endpoint profile level.

* Option C: Exempting a URL in the Web Filter profile only instructs FortiSASE to skip security scanning (AV, DLP, etc.) for that
traffic. The traffic would still be encapsulated in the tunnel and sent to FortiSASE, which does not meet the requirement to redirect it
to the physical interface.

By configuring the Google Maps URL as a steering bypass destination, the organization ensures the traffic never enters the SASE
tunnel, fulfilling the requirement for both traffic inspection (for all other traffic) and local redirection (for Google Maps).
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